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Welcome	to	the	Microsoft	AntiXSS	Library

Cross-site	scripting	(XSS)	attacks	exploit	vulnerabilities	in	web-based
applications	that	fail	to	properly	validate	and/or	encode	input	that	is	embedded
in	response	data.	Malicious	users	can	then	inject	client-side	script	into	response
data	causing	the	unsuspecting	user's	browser	to	execute	the	script	code.	The
script	code	will	appear	to	have	originated	from	a	trusted	site	and	may	be	able	to
bypass	browser	protection	mechanisms	such	as	security	zones.

These	attacks	are	platform-and-browser	independent,	and	can	allow	malicious
users	to	perform	malicious	actions	such	as	gaining	unauthorized	access	to	client
data	like	cookies	or	hijacking	sessions	entirely.
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What's	New	in	AntiXSS	/	Change	History



What's	new	in	AntiXSS	4.2

Minimum	Requirements

You	can	now,	once	again,	use	the	encoder	libraries	in	.NET	2.0.	.NET	2.0,	3.5
and	4.0	have	their	own	libraries	optimised	for	each	version	of	the	framework.

.NET	4.0	Support

The	.NET	4.0	version	of	AntiXSS	comes	with	a	class	that	can	be	used	to	set
AntiXSS	as	the	default	encoder	used	by	MVC,	WebPages	and	WebForms
applications.

Invalid	Unicode	is	handled	differently.

Invalid	Unicode	characters	are	now	replaced	with	the	Unicode	replacement
character,	U+FFFD	(�).	Previously	when	encoding	strings	through
HtmlEncode,	HtmlAttributeEncode,	XmlEncode,	XmlAttributeEncode	or
CssEncode	invalid	Unicode	characters	would	be	detected	and	an	exception
thrown.

UrlPathEncode	added.

The	encoding	library	now	has	Encoder.UrlPathEncode(String)	which	will
encode	a	string	for	use	as	the	path	part	of	a	URL.

The	HTML	Sanitizer	handles	CSS	differently.

The	HTML	Sanitizer	now	removes	all	CSS	from	the	<head>	section	of	an
HTML	page.	If	a	<style>	tag	is	discovered	in	the	body	of	an	HTML	page,	or
in	an	input	fragment	the	tag	will	be	removed,	but	the	contents	kept,	as
happens	with	other	invalid	tags.	If	the	style	attribute	is	discovered	on	an
element	it	is	removed.



What's	new	in	AntiXSS	4.0

Minimum	Requirements

The	AntiXSS	Library	now	requires	.NET	Framework	3.5.

Return	Values

If	you	pass	a	null	as	the	value	to	be	encoded	the	encoder	will	now	return
null.	The	previous	behavior	was	to	return	String.Empty.

Medium	Trust	Support

The	HTML	Sanitization	methods,	GetSafeHtml()	and
GetSafeHtmlFragment()	have	been	moved	to	a	separate	assembly.	This
enables	the	AntiXssLibrary	assembly	to	run	in	medium	trust	environments,	a
common	user	request.	If	you	wish	to	use	the	Html	Sanitization	library	you
must	now	include	the	HtmlSanitizationLibrary	assembly.	This	assembly
requires	full	trust	and	the	ability	to	run	unsafe	code.

Adjustable	safe-listing	for	HTML/XML	Encoding

The	safe	list	for	HTML	and	XML	encoding	is	now	adjustable.	The
MarkAsSafe(LowerCodeCharts,	LowerMidCodeCharts,	MidCodeCharts,
UpperMidCodeCharts,	UpperCodeCharts)	method	allows	to	you	choose	from
the	Unicode	Code	Charts	which	languages	your	web	application	normally
accepts.	Safe-listing	a	language	code	chart	leaves	the	defined	characters	in
their	native	form	during	encoding,	which	increases	readability	in	the
HTML/XML	document	and	speeds	up	encoding.	Certain	dangerous
characters	will	also	be	encoded.	The	language	code	charts	are	defined	in	the
Microsoft.Security.Application.LowerCodeCharts,
Microsoft.Security.Application.LowerMidCodeCharts,
Microsoft.Security.Application.MidCodeCharts,
Microsoft.Security.Application.UpperMidCodeCharts	and
Microsoft.Security.Application.UpperCodeCharts	enumerations.

It	is	suggested	you	safe	list	your	acceptable	languages	during	your	application
initialization.

Invalid	Unicode	character	detection

If	any	of	the	HTML,	XML	or	CSS	encoding	methods	encounters	a	character



with	a	character	code	of	0xFFFE	or	0xFFFF,	the	characters	used	to	detect
byte	order	at	the	beginning	of	files	an	InvalidUnicodeValueException	will
be	thrown.

Surrogate	Character	Support	in	HTML	and	XML	encoding

Support	for	surrogate	character	pairs	for	Unicode	characters	outside	the	basic
multilingual	plane	has	been	improved.	Such	character	pairs	are	now
combined	and	encoded	as	their	&xxxxx;	value.	If	a	high	surrogate	pair
character	is	encountered	which	is	not	followed	by	a	low	surrogate	pair
character,	or	a	low	surrogate	pair	character	is	encountered	which	is	not
preceded	by	a	high	surrogate	pair	character	an
InvalidSurrogatePairException	is	thrown.

HTML	4.01	Named	Entity	Support

A	new	overload	of	the	HtmlEncode	method,	Encoder.HtmlEncode(String,
Boolean)	allows	you	to	specify	if	the	named	entities	from	the	HTML	4.01
specification	should	be	used	in	preference	to	&#xxxx;	encoding	when	a
named	entity	exists.	For	example	if	useNamedEntities	is	set	to	true	the
copyright	entity	would	be	encoded	as	&copy;.

HtmlFormUrlEncode

A	new	encoding	type	suitable	for	using	in	encoding	Html	POST	form
submissions	is	now	available	via	Encoder.HtmlFormUrlEncode.	This	encodes
according	to	the	W3C	specifications	for	application/x-www-form-
urlencoded	MIME	type.

LDAP	Encoding	changes

The	LdapEncode	function	has	been	deprecated	in	favor	of	two	new	functions,
Encoder.LdapFilterEncode(String)	and
Encoder.LdapDistinguishedNameEncode(String)

Encoder.LdapFilterEncode(String)	encodes	input	according	to	RFC4515
where	unsafe	values	are	converted	to	\XX	where	XX	is	the	representation	of
the	unsafe	character.	For	example
Input Output
Parens	R	Us	(for	all	your
parenthetical	needs)

Parens	R	Us	\28for	all	your
parenthetical	needs\29

* \2A



C:\MyFile C:\5CMyFile
Lučić Lu\C4\8Di\C4\87

Encoder.LdapDistinguishedNameEncode(String)	encodes	input	according	to
RFC	2253	where	unsafe	characters	are	converted	to	#XX	where	XX	is	the
representation	of	the	unsafe	character	and	the	comma,	plus,	quote,	slash,	less
than	and	great	than	signs	are	escaped	using	slash	notation	(\X).	In	addition	to
this	a	space	or	octothorpe	(#)	at	the	beginning	of	the	input	string	is	\	escaped
as	is	a	space	at	the	end	of	a	string.
Input Output
,	+	\	"	\	<	> \,	\+	\"	\\	\<	\>
Hello \	Hello
Hello Hello\
#Hello \#Hello
Lučić Lu#C4#8Di#C4#87

Encoder.LdapDistinguishedNameEncode(String,	Boolean,	Boolean)	is	also
provided	so	you	may	turn	off	the	initial	or	final	character	escaping	rules,	for
example	if	you	are	concatenating	the	escaped	distinguished	name	fragment
into	the	midst	of	a	complete	distinguished	name.	In	addition	to	the	RFC
mandated	escaping	the	safe	list	excludes	the	characters	listed	at
http://projects.webappsec.org/LDAP-Injection.

MarkOutput

The	ability	to	mark	output	using	an	HtmlEncode	overload	and	query	string
parameter	has	been	removed.

http://projects.webappsec.org/LDAP-Injection


See	Also:

Using	AntiXSS	as	the	default	ASP.NET	encoder	(.NET	4.0)

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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How	do	I	use	AntiXSS?

In	this	tutorial,	I'll	show	you	how	the	Microsoft	Anti-Cross	Site	Scripting
Library	can	be	used	to	protect	users	from	Cross-Site	Scripting	(XSS)	attacks.	I'll
also	show	you	an	easy	method	for	assessing	use	case	scenarios	for	potential
XSS	vectors	using	nothing	more	than	a	simple	table.

Note	Cross-site	scripting	(XSS)	attacks	exploit	vulnerabilities	in	Web-based
applications	that	fail	to	properly	validate	and/or	encode	input	that	is	embedded
in	response	data.	Malicious	users	can	then	inject	client-side	script	into	response
data	causing	the	unsuspecting	user's	browser	to	execute	the	script	code.	The
script	code	will	appear	to	have	originated	from	a	trusted	site	and	may	be	able	to
bypass	browser	protection	mechanisms	such	as	security	zones.	In	addition
certain	server	side	queries	such	as	LDAP	look-ups	can	be	injected	in	much	the
same	way	as	SQL	queries	can	be	injected,	changing	the	result	of	the	query.

These	attacks	are	platform	and	browser	independent,	and	can	allow	malicious
users	to	perform	undesired	actions	such	as	gaining	unauthorized	access	to	client
data	like	cookies	or	hijacking	sessions	entirely.

If	you	want	more	information	on	XSS	attacks,	including	instructions	on	how	to
test	for	it,	some	good	references	are

How	To:	Prevent	Cross-Site	Scripting	in	ASP.NET

Cross-site	scripting	(wikipedia)

Cross-site	Scripting	(XSS)	(OWASP)

http://msdn.microsoft.com/en-us/library/ms998274
http://en.wikipedia.org/wiki/Cross-site_scripting
https://www.owasp.org/index.php/XSS


Protecting	an	application.

To	protect	an	application	from	XSS	attacks	we	first	need	to	understand	the
vectors	that	malicious	users	can	use	to	conduct	such	attacks.	Ideally,	we
should	have	done	this	at	design	time	using	threat	modelling;	however,	we	can
still	do	this	on	applications	that	have	already	been	implemented	using	the
following	steps:

1.	 Review	code	which	produces	output.

2.	 Determine	whether	output	includes	untrusted	input	parameters.

3.	 Determine	the	context	in	which	untrusted	input	is	used	as	output.

4.	 Encode	the	output	appropriately.

If	you	aren't	sure	if	input	is	trusted	or	not	always	err	on	the	side	of	caution
and	assume	it	is	not.	Examples	of	common	untrusted	input	include

Form	fields

Query	strings

Cookie	contents

HTTP	Headers



Which	encoder	should	I	use?

Once	you	have	found	code	which	outputs	to	the	user	you	need	to	determine	if
the	input	is	trusted	or	untrusted.	Once	you	have	decided	the	input	is	untrusted
you	determine	which	encoding	method	needs	to	be	used	to	make	the	input
safe.	The	following	table	will	be	helpful	in	determining	which	encoding
method	you	must	use.
Encoding	Method Should

be	used
when	...

Example

HtmlEncode Untrusted
input	is
used	in
HTML
output
except
when
assigning
to	an
HTML
attribute.

<p>Hello	[Untrusted	Input]</p>

HtmlAttributeEncode Untrusted
input	is
used	in
HTML
attributes.

<p>	id="[Untrusted	Input]"<	/p>

XmlEncode Untrusted
input	is
used	in
XML
output
except
when
assigning
to	an
XML

<name>[Untrusted	Input]</name>



attribute.

XmlAttributeEncode Untrusted
input	is
used	in
XML
attributes.

<name>	firstName="[Untrusted	Input]"<
/name>

UrlEncode Untrusted
input	is
used	as	a
query
string
value	in	a
URL.

<a	href="http://search.bing.com/search?q=
[Untrusted-input]">Click	Here!</a>

UrlPathEncode Untrusted
input	is
used	as
part	of	a
path	a
URL.

<a
href="http://msdn.microsoft.com/[Untrusted-
input]/">Click	Here!</a>

JavaScriptEncode Untrusted
input	is
used
within	a
JavaScript
context.

<script>	var	something	=	"
[UntrustedInput]";<script>

Other	encoder	methods	includ	HtmlFormUrlEncode	which	is	used	when,	in
code,	you	are	building	an	HTTP	POST	request	to	submit	to	a	web	site	and
LdapDistinguishedNameEncode	and	LdapFilterEncode	which	encode
untrusted	input	for	safe	use	when	building	filters	or	queries	against	an	LDAP
database.



Using	AntiXSS

Now	that	you've	determined	which	scenarios	require	encoding,	all	that	is	left
to	do	is	add	the	Microsoft	Anti-Cross	Site	Scripting	Library	to	your	project
and	encode	the	untrusted	input	as	it	is	embedded	in	response	data.	After
you've	installed	the	library	you	need	to	add	a	reference	into	your	project.	To
do	this	use	the	following	steps:

1.	 Right	click	the	project	in	the	Solution	Explorer	Window	in	Visual
Studio.

2.	 Select	the	Add	Reference	...	option	from	the	context	menu.

3.	 Select	the	browse	tab	and	select	the	installation	directory,	then	add	the
AntiXSSLibrary.dll	appropriate	for	the	.NET	framework	version	you	are
using.

If	you	have	not	changed	the	install	directory	the	library	will	be	in	C:\Program
Files\Microsoft	Information	Security\AntiXSS	Library	v4.2	(32bit	OSes)	or
C:\Program	Files	(x86)\Microsoft	Information	Security\AntiXSS	Library	v4.2
(64bit	OSes).	This	folder	will	contain	3	directories,	one	for	each	version	of
the	.NET	framework	AntiXSS	supports.

Once	you've	added	the	reference	to	the	library	you	will	need	to	adjust	your
code	to	use	the	appropriate	encoder.	To	do	this	open	the	files	which	contain
code	that	writes	output	then

1.	 Add	a	using	directive;	using
Microsoft.Security.Application;

2.	 Change	the	code	which	assigns	output,	for	example
string	Name	=	Request.QueryString["Name"];

would	become
string	Name	=

Encoder.HtmlEncode(Request.QueryString["Name"]);

Now	rebuild	your	web	application	and	for	XSS.



See	Also:

Using	AntiXSS	as	the	default	ASP.NET	encoder	(.NET	4.0)

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Using	AntiXSS	as	the	default	ASP.NET	encoder

.NET	4.0	introduced	the	ability	to	swap	the	default	encoding	libraries	from	the
core	.NET	framework	libraries	to	any	external	library	which	implements
System.Web.Util.HttpEncoder.	AntiXSS	4.1	now	provides	an	implementation	of
this	class	which	will	allow	you	to	use	AntiXSS	as	the	default	encoder	in	both
MVC	and	WebForms.

To	configure	AntiXSS	as	the	default	encoder	you	will	need	to	ensure	you	have
added	the	.NET	4.0	version	of	the	library	to	your	application.	You	must	also	add
an	encoderType	attribute	to	the	httpRuntime	section	in	your	web.config;
<httpRuntime

encoderType="Microsoft.Security.Application.AntiXssEncoder,

AntiXssLibrary"/>



See	Also:

What's	New	in	AntiXSS

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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License	Agreement

Microsoft	Public	License	(Ms-PL)

Microsoft	Web	Protection	Library	(http://wpl.codeplex.com)
This	work	is	licensed	under	the	Microsoft	Public	License	(Ms-PL)
Copyright	(c)	2010	Microsoft	Corporation

This	license	governs	use	of	the	accompanying	software.	If	you	use	the	software,
you	accept	this	license.	If	you	do	not	accept	the	license,	do	not	use	the	software.

1.	 Definitions	-	The	terms	"reproduce,"	"reproduction,"	"derivative	works,"
and	"distribution"	have	the	same	meaning	here	as	under	U.S.	copyright
law.	A	"contribution"	is	the	original	software,	or	any	additions	or	changes
to	the	software.	A	"contributor"	is	any	person	that	distributes	its
contribution	under	this	license.	"Licensed	patents"	are	a	contributor's
patent	claims	that	read	directly	on	its	contribution.

2.	 Grant	of	Rights

1.	 Copyright	Grant	Subject	to	the	terms	of	this	license,	including	the
license	conditions	and	limitations	in	section	3,	each	contributor	grants
you	a	non-exclusive,	worldwide,	royalty-free	copyright	license	to
reproduce	its	contribution,	prepare	derivative	works	of	its
contribution,	and	distribute	its	contribution	or	any	derivative	works
that	you	create.

2.	 Patent	Grant	Subject	to	the	terms	of	this	license,	including	the
license	conditions	and	limitations	in	section	3,	each	contributor	grants
you	a	non-exclusive,	worldwide,	royalty-free	license	under	its
licensed	patents	to	make,	have	made,	use,	sell,	offer	for	sale,	import,
and/or	otherwise	dispose	of	its	contribution	in	the	software	or
derivative	works	of	the	contribution	in	the	software.

3.	 Conditions	and	Limitations

1.	 No	Trademark	License	This	license	does	not	grant	you	rights	to	use

http://wpl.codeplex.com


any	contributors'	name,	logo,	or	trademarks.

2.	 If	you	bring	a	patent	claim	against	any	contributor	over	patents	that
you	claim	are	infringed	by	the	software,	your	patent	license	from
such	contributor	to	the	software	ends	automatically.

3.	 If	you	distribute	any	portion	of	the	software,	you	must	retain	all
copyright,	patent,	trademark,	and	attribution	notices	that	are	present
in	the	software.

4.	 If	you	distribute	any	portion	of	the	software	in	source	code	form,	you
may	do	so	only	under	this	license	by	including	a	complete	copy	of
this	license	with	your	distribution.	If	you	distribute	any	portion	of	the
software	in	compiled	or	object	code	form,	you	may	only	do	so	under
a	license	that	complies	with	this	license.

5.	 The	software	is	licensed	"as-is."	You	bear	the	risk	of	using	it.	The
contributors	give	no	express	warranties,	guarantees,	or	conditions.
You	may	have	additional	consumer	rights	under	your	local	laws
which	this	license	cannot	change.	To	the	extent	permitted	under	your
local	laws,	the	contributors	exclude	the	implied	warranties	of
merchantability,	fitness	for	a	particular	purpose	and	non-
infringement.

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft.Security.Application	Namespace

The	Microsoft	Anti-Cross	Site	Scripting	Library	is	an	encoding	library	designed
to	help	developers	protect	their	ASP.NET	web-based	applications	from	XSS
attacks.	It	differs	from	most	encoding	libraries	in	that	it	uses	the	white-listing
technique	--	sometimes	referred	to	as	the	principle	of	inclusions	--	to	provide
protection	against	XSS	attacks.	This	approach	works	by	first	defining	a	valid	or
allowable	set	of	characters,	and	encodes	anything	outside	this	set	(invalid
characters	or	potential	attacks).	The	white-listing	approach	provides	several
advantages	over	other	encoding	schemes.



Classes

	 Class Description
Encoder Performs	encoding	of	input	strings	to

provide	protection	against	Cross-Site
Scripting	(XSS)	attacks	and	LDAP
injection	attacks	in	various	contexts.

Sanitizer Sanitizes	input	HTML	to	make	it	safe
to	be	displayed	on	a	browser	by
removing	potentially	dangerous	tags.

UnicodeCharacterEncoder Provides	HTML	encoding	methods.



Enumerations

	 Enumeration Description
LowerCodeCharts Values	for	the	lowest	section	of	the	UTF8

Unicode	code	tables,	from	U0000	to
U0FFF.

LowerMidCodeCharts Values	for	the	lower-mid	section	of	the
UTF8	Unicode	code	tables,	from	U1000
to	U1EFF.

MidCodeCharts Values	for	the	middle	section	of	the	UTF8
Unicode	code	tables,	from	U1F00	to
U2DDF

UpperCodeCharts Values	for	the	upper	section	of	the	UTF8
Unicode	code	tables,	from	UA8E0	to
UFFFD

UpperMidCodeCharts Values	for	the	upper	middle	section	of	the
UTF8	Unicode	code	tables,	from	U2DE0
to	UA8DF

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Encoder	Class
Members	See	Also	

Performs	encoding	of	input	strings	to	provide	protection	against	Cross-Site
Scripting	(XSS)	attacks	and	LDAP	injection	attacks	in	various	contexts.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	class	Encoder

Visual	Basic

Public	NotInheritable	Class	Encoder

Visual	C++

public	ref	class	Encoder	abstract	sealed



Remarks
This	encoding	library	uses	the	Principle	of	Inclusions,	sometimes	referred	to
as	"safe-listing"	to	provide	protection	against	injection	attacks.	With	safe-
listing	protection,	algorithms	look	for	valid	inputs	and	automatically	treat
everything	outside	that	set	as	a	potential	attack.	This	library	can	be	used	as	a
defense	in	depth	approach	with	other	mitigation	techniques.	It	is	suitable	for
applications	with	high	security	requirements.



Inheritance	Hierarchy
System.Object
		Microsoft.Security.Application.Encoder

http://msdn2.microsoft.com/en-us/library/e5kfa45b


See	Also

Encoder	Members
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Encoder	Members
Encoder	Class	Methods	See	Also	

The	Encoder	type	exposes	the	following	members.



Methods

	 Name Description
CssEncode Encodes	the	specified

string	for	use	in
Cascading	Style	Sheet
(CSS)	attributes.	The
return	value	from	this
function	is	expected	to	be
used	in	building	an
attribute	string.	CSS
string	attributes	should	be
quoted	values.

HtmlAttributeEncode Encodes	an	input	string
for	use	in	an	HTML
attribute.

HtmlEncode(String) Encodes	input	strings	for
use	in	HTML.

HtmlEncode(String,	Boolean) Encodes	input	strings	for
use	in	HTML.

HtmlFormUrlEncode(String) Encodes	input	strings	for
use	in	application/x-
www-form-urlencoded
form	submissions.

HtmlFormUrlEncode(String,	Int32) Encodes	input	strings	for
use	in	application/x-
www-form-urlencoded
form	submissions.

HtmlFormUrlEncode(String,	Encoding) Encodes	input	strings	for
use	in	application/x-
www-form-urlencoded
form	submissions.

JavaScriptEncode(String) Encodes	input	strings	for
use	in	JavaScript.

JavaScriptEncode(String,	Boolean) Encodes	input	strings	for
use	in	JavaScript.



LdapDistinguishedNameEncode(String) Encodes	input	strings	for
use	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
DNs.

LdapDistinguishedNameEncode(String,
Boolean,	Boolean)

Encodes	input	strings	for
use	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
DNs.

LdapEncode Obsolete.
Encodes	input	strings	to
be	used	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
search	queries.

LdapFilterEncode Encodes	input	strings	for
use	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
filter	queries.

UrlEncode(String) Encodes	input	strings	for
use	in	universal	resource
locators	(URLs).

UrlEncode(String,	Int32) Encodes	input	strings	for
use	in	universal	resource
locators	(URLs).

UrlEncode(String,	Encoding) Encodes	input	strings	for
use	in	universal	resource
locators	(URLs).

UrlPathEncode URL-encodes	the	path
section	of	a	URL	string
and	returns	the	encoded
string.

VisualBasicScriptEncode Encodes	input	strings	for
use	in	Visual	Basic	Script.

XmlAttributeEncode Encodes	input	strings	for



use	in	XML	attributes.
XmlEncode Encodes	input	strings	for

use	in	XML.



See	Also

Encoder	Class
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder	Methods
Encoder	Class	See	Also	

The	Encoder	type	exposes	the	following	members.



Methods

	 Name Description
CssEncode Encodes	the	specified

string	for	use	in
Cascading	Style	Sheet
(CSS)	attributes.	The
return	value	from	this
function	is	expected	to	be
used	in	building	an
attribute	string.	CSS
string	attributes	should	be
quoted	values.

HtmlAttributeEncode Encodes	an	input	string
for	use	in	an	HTML
attribute.

HtmlEncode(String) Encodes	input	strings	for
use	in	HTML.

HtmlEncode(String,	Boolean) Encodes	input	strings	for
use	in	HTML.

HtmlFormUrlEncode(String) Encodes	input	strings	for
use	in	application/x-
www-form-urlencoded
form	submissions.

HtmlFormUrlEncode(String,	Int32) Encodes	input	strings	for
use	in	application/x-
www-form-urlencoded
form	submissions.

HtmlFormUrlEncode(String,	Encoding) Encodes	input	strings	for
use	in	application/x-
www-form-urlencoded
form	submissions.

JavaScriptEncode(String) Encodes	input	strings	for
use	in	JavaScript.

JavaScriptEncode(String,	Boolean) Encodes	input	strings	for
use	in	JavaScript.



LdapDistinguishedNameEncode(String) Encodes	input	strings	for
use	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
DNs.

LdapDistinguishedNameEncode(String,
Boolean,	Boolean)

Encodes	input	strings	for
use	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
DNs.

LdapEncode Obsolete.
Encodes	input	strings	to
be	used	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
search	queries.

LdapFilterEncode Encodes	input	strings	for
use	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
filter	queries.

UrlEncode(String) Encodes	input	strings	for
use	in	universal	resource
locators	(URLs).

UrlEncode(String,	Int32) Encodes	input	strings	for
use	in	universal	resource
locators	(URLs).

UrlEncode(String,	Encoding) Encodes	input	strings	for
use	in	universal	resource
locators	(URLs).

UrlPathEncode URL-encodes	the	path
section	of	a	URL	string
and	returns	the	encoded
string.

VisualBasicScriptEncode Encodes	input	strings	for
use	in	Visual	Basic	Script.

XmlAttributeEncode Encodes	input	strings	for



use	in	XML	attributes.
XmlEncode Encodes	input	strings	for

use	in	XML.



See	Also

Encoder	Class
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.CssEncode	Method
Encoder	Class	See	Also	

Encodes	the	specified	string	for	use	in	Cascading	Style	Sheet	(CSS)	attributes.
The	return	value	from	this	function	is	expected	to	be	used	in	building	an	attribute
string.	CSS	string	attributes	should	be	quoted	values.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	CssEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	CssEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	CssEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	in	CSS	element	values.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	method	encodes	all	characters	except	those	that	are	in	the	safe	list.	The
following	table	lists	the	default	safe	characters.
Unicode	Code	Chart Characters(s) Description
C0	Controls	and	Basic	Latin A-Z Uppercase	alphabetic	letters
C0	Controls	and	Basic	Latin a-z Lowercase	alphabetic	letters
C0	Controls	and	Basic	Latin 0-9 Numbers

The	CSS	character	escape	sequence	consists	of	a	backslash	character	(\)
followed	by	up	to	six	hexadecimal	digits	that	represent	a	character	code	from
the	ISO	10646	standard.	(The	ISO	10646	standard	is	effectively	equivalent	to
Unicode.)	Any	character	other	than	a	hexadecimal	digit	terminates	the	escape
sequence.	If	a	character	that	follows	the	escape	sequence	is	also	a	valid
hexadecimal	digit,	it	must	either	include	six	digits	in	the	escape	sequence	or
use	a	whitespace	character	to	terminate	the	escape	sequence.	For	example,
\000020	denotes	a	space.



See	Also

Encoder	Class
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.HtmlAttributeEncode	Method
Encoder	Class	See	Also	

Encodes	an	input	string	for	use	in	an	HTML	attribute.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	HtmlAttributeEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	HtmlAttributeEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	HtmlAttributeEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
The	input	string	encoded	for	use	in	an	HTML	attribute.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	function	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	&#DECIMAL;	notation.	Safe	characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
, Comma
. Period
- Dash
_ Underscore

The	safe	list	may	be	adjusted	using	MarkAsSafe(LowerCodeCharts,
LowerMidCodeCharts,	MidCodeCharts,	UpperMidCodeCharts,
UpperCodeCharts).	Example	inputs	and	encoded	outputs:
alert('XSS	Attack!'); alert(&#39;XSS&#32;Attack!&#39;);
user@contoso.com user@contoso.com
Anti-Cross	Site	Scripting
Library

Anti-
Cross&#32;Site&#32;Scripting&#32;Library



See	Also

Encoder	Class
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.HtmlEncode	Method
Encoder	Class	See	Also	



Overload	List

	 Name Description
HtmlEncode(String) Encodes	input	strings	for	use	in	HTML.
HtmlEncode(String,
Boolean)

Encodes	input	strings	for	use	in	HTML.



See	Also

Encoder	Class
Encoder	Members
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.HtmlEncode	Method	(String)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	HTML.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	HtmlEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	HtmlEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	HtmlEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	in	HTML.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
All	characters	not	safe	listed	are	encoded	to	their	Unicode	decimal	value,
using	&#DECIMAL;	notation.	The	default	safe	characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
, Comma
. Period
- Dash
_ Underscore
' Apostrophe

Space

The	safe	list	may	be	adjusted	using	MarkAsSafe(LowerCodeCharts,
LowerMidCodeCharts,	MidCodeCharts,	UpperMidCodeCharts,
UpperCodeCharts).	Example	inputs	and	their	related	encoded	outputs:
<script>alert('XSS	Attack!');
</script>

&lt;script&gt;alert('XSS
Attack!');&lt;/script&gt;

user@contoso.com user@contoso.com
Anti-Cross	Site	Scripting
Library

Anti-Cross	Site	Scripting	Library

"Anti-Cross	Site	Scripting
Library"

&quote;Anti-Cross	Site	Scripting
Library&quote;



See	Also

Encoder	Class
HtmlEncode	Overload
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.HtmlEncode	Method	(String,	Boolean)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	HTML.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	HtmlEncode(

	 string	input,

	 bool	useNamedEntities

)

Visual	Basic

Public	Shared	Function	HtmlEncode	(	_

	 input	As	String,	_

	 useNamedEntities	As	Boolean	_

)	As	String

Visual	C++

public:

static	String^	HtmlEncode(

	 String^	input,	

	 bool	useNamedEntities

)

Parameters
input
Type:	System.String
String	to	be	encoded.
useNamedEntities
Type:	System.Boolean
Value	indicating	if	the	HTML	4.0	named	entities	should	be	used.

Return	Value

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50


Encoded	string	for	use	in	HTML.



Remarks
All	characters	not	safe	listed	are	encoded	to	their	Unicode	decimal	value,
using	&#DECIMAL;	notation.	If	you	choose	to	use	named	entities	then	if	a
character	is	an	HTML4.0	named	entity	the	named	entity	will	be	used.	The
default	safe	characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
, Comma
. Period
- Dash
_ Underscore
' Apostrophe

Space

The	safe	list	may	be	adjusted	using	MarkAsSafe(LowerCodeCharts,
LowerMidCodeCharts,	MidCodeCharts,	UpperMidCodeCharts,
UpperCodeCharts).	Example	inputs	and	their	related	encoded	outputs:
<script>alert('XSS	Attack!');
</script>

&lt;script&gt;alert('XSS
Attack!');&lt;/script&gt;

user@contoso.com user@contoso.com
Anti-Cross	Site	Scripting
Library

Anti-Cross	Site	Scripting	Library

"Anti-Cross	Site	Scripting
Library"

&quote;Anti-Cross	Site	Scripting
Library&quote;



See	Also

Encoder	Class
HtmlEncode	Overload
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.HtmlFormUrlEncode	Method
Encoder	Class	See	Also	



Overload	List

	 Name Description
HtmlFormUrlEncode(String) Encodes	input	strings	for	use	in

application/x-www-form-urlencoded
form	submissions.

HtmlFormUrlEncode(String,
Int32)

Encodes	input	strings	for	use	in
application/x-www-form-urlencoded
form	submissions.

HtmlFormUrlEncode(String,
Encoding)

Encodes	input	strings	for	use	in
application/x-www-form-urlencoded
form	submissions.



See	Also

Encoder	Class
Encoder	Members
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.HtmlFormUrlEncode	Method	(String)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	application/x-www-form-urlencoded	form
submissions.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	HtmlFormUrlEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	HtmlFormUrlEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	HtmlFormUrlEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	in	URLs.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	function	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	%SINGLE_BYTE_HEX	and	%DOUBLE_BYTE_HEX	notation.	Safe
characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
. Period
- Dash
_ Underscore
~ Tilde

Example	inputs	and	encoded	outputs:
alert('XSS	Attack!'); alert%28%27XSS+Attack%21%27%29%3b
user@contoso.com user%40contoso.com
Anti-Cross	Site	Scripting
Library

Anti-Cross+Site+Scripting+Library



See	Also

Encoder	Class
HtmlFormUrlEncode	Overload
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.HtmlFormUrlEncode	Method	(String,	Int32)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	application/x-www-form-urlencoded	form
submissions.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	HtmlFormUrlEncode(

	 string	input,

	 int	codePage

)

Visual	Basic

Public	Shared	Function	HtmlFormUrlEncode	(	_

	 input	As	String,	_

	 codePage	As	Integer	_

)	As	String

Visual	C++

public:

static	String^	HtmlFormUrlEncode(

	 String^	input,	

	 int	codePage

)

Parameters
input
Type:	System.String
String	to	be	encoded.
codePage
Type:	System.Int32
Codepage	number	of	the	input.

Return	Value

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/td2s409d
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/td2s409d
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/td2s409d
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/td2s409d


Encoded	string	for	use	in	URLs.



Remarks
This	function	encodes	the	output	as	per	the	encoding	parameter	(codepage)
passed	to	it.	It	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	%SINGLE_BYTE_HEX	and	%DOUBLE_BYTE_HEX	notation.	Safe
characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
. Period
- Dash
_ Underscore
~ Tilde

Example	inputs	and	encoded	outputs:
alert('XSSAttack!'); alert%28%27XSS%82%a0Attack%21%27%29%3b
user@contoso.com user%40contoso.com
Anti-Cross	Site
Scripting	Library

Anti-Cross+Site+Scripting+Library



See	Also

Encoder	Class
HtmlFormUrlEncode	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.HtmlFormUrlEncode	Method	(String,	Encoding)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	application/x-www-form-urlencoded	form
submissions.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	HtmlFormUrlEncode(

	 string	input,

	 Encoding	inputEncoding

)

Visual	Basic

Public	Shared	Function	HtmlFormUrlEncode	(	_

	 input	As	String,	_

	 inputEncoding	As	Encoding	_

)	As	String

Visual	C++

public:

static	String^	HtmlFormUrlEncode(

	 String^	input,	

	 Encoding^	inputEncoding

)

Parameters
input
Type:	System.String
String	to	be	encoded.
inputEncoding
Type:	System.Text.Encoding
Input	encoding	type.

Return	Value

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/86hf4sb8
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/86hf4sb8
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/86hf4sb8
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/86hf4sb8


Encoded	string	for	use	in	URLs.



Remarks
This	function	encodes	the	output	as	per	the	encoding	parameter	(codepage)
passed	to	it.	It	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	%SINGLE_BYTE_HEX	and	%DOUBLE_BYTE_HEX	notation.	If	the
inputEncoding	is	null	then	UTF-8	is	assumed	by	default.	Safe	characters
include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
. Period
- Dash
_ Underscore
~ Tilde

Example	inputs	and	encoded	outputs:
alert('XSSAttack!'); alert%28%27XSS%82%a0Attack%21%27%29%3b
user@contoso.com user%40contoso.com
Anti-Cross	Site
Scripting	Library

Anti-Cross+Site+Scripting+Library



See	Also

Encoder	Class
HtmlFormUrlEncode	Overload
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.JavaScriptEncode	Method
Encoder	Class	See	Also	



Overload	List

	 Name Description
JavaScriptEncode(String) Encodes	input	strings	for	use	in

JavaScript.
JavaScriptEncode(String,
Boolean)

Encodes	input	strings	for	use	in
JavaScript.



See	Also

Encoder	Class
Encoder	Members
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.JavaScriptEncode	Method	(String)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	JavaScript.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	JavaScriptEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	JavaScriptEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	JavaScriptEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	in	JavaScript.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	function	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	\xSINGLE_BYTE_HEX	and	\uDOUBLE_BYTE_HEX	notation.	Safe
characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
, Comma
. Period
- Dash
_ Underscore

Space
Other	International	character	ranges

Example	inputs	and	encoded	outputs:
alert('XSS	Attack!'); 'alert\x28\x27XSS

Attack\x21\x27\x29\x3b'
user@contoso.com 'user\x40contoso.com'
Anti-Cross	Site	Scripting
Library

'Anti-Cross	Site	Scripting	Library'



See	Also

Encoder	Class
JavaScriptEncode	Overload
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Encoder.JavaScriptEncode	Method	(String,	Boolean)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	JavaScript.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	JavaScriptEncode(

	 string	input,

	 bool	emitQuotes

)

Visual	Basic

Public	Shared	Function	JavaScriptEncode	(	_

	 input	As	String,	_

	 emitQuotes	As	Boolean	_

)	As	String

Visual	C++

public:

static	String^	JavaScriptEncode(

	 String^	input,	

	 bool	emitQuotes

)

Parameters
input
Type:	System.String
String	to	be	encoded.
emitQuotes
Type:	System.Boolean
value	indicating	whether	or	not	to	emit	quotes.	true	=	emit	quote.	false	=	no
quote.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50


Return	Value
Encoded	string	for	use	in	JavaScript	and	does	not	return	the	output	with	en
quotes.



Remarks
This	function	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	\xSINGLE_BYTE_HEX	and	\uDOUBLE_BYTE_HEX	notation.	Safe
characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
, Comma
. Period
- Dash
_ Underscore

Space
Other	International	character	ranges

Example	inputs	and	encoded	outputs:
alert('XSS	Attack!'); 'alert\x28\x27XSS

Attack\x21\x27\x29\x3b'
user@contoso.com 'user\x40contoso.com'
Anti-Cross	Site	Scripting
Library

'Anti-Cross	Site	Scripting	Library'



See	Also

Encoder	Class
JavaScriptEncode	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.LdapDistinguishedNameEncode	Method
Encoder	Class	See	Also	



Overload	List

	 Name Description
LdapDistinguishedNameEncode(String) Encodes	input	strings	for

use	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
DNs.

LdapDistinguishedNameEncode(String,
Boolean,	Boolean)

Encodes	input	strings	for
use	as	a	value	in
Lightweight	Directory
Access	Protocol	(LDAP)
DNs.



See	Also

Encoder	Class
Encoder	Members
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.LdapDistinguishedNameEncode	Method	(String)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	as	a	value	in	Lightweight	Directory	Access
Protocol	(LDAP)	DNs.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	LdapDistinguishedNameEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	LdapDistinguishedNameEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	LdapDistinguishedNameEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	as	a	value	in	LDAP	DNs.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	method	encodes	all	but	known	safe	characters	defined	in	the	safe	list.
RFC	2253	defines	the	format	in	which	special	characters	need	to	be	escaped	to
be	used	inside	a	search	filter.	Special	characters	need	to	be	encoded	in	#XX
format	where	XX	is	the	hex	representation	of	the	character	or	a	specific	\
escape	format.	The	following	examples	illustrate	the	use	of	the	escaping
mechanism.
,	+	\	"	\	<	> \,	\+	\"	\\	\<	\>
hello \	hello
hello hello	\
#hello \#hello
Lučić Lu#C4#8Di#C4#87



See	Also

Encoder	Class
LdapDistinguishedNameEncode	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.LdapDistinguishedNameEncode	Method	(String,	Boolean,
Boolean)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	as	a	value	in	Lightweight	Directory	Access
Protocol	(LDAP)	DNs.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	LdapDistinguishedNameEncode(

	 string	input,

	 bool	useInitialCharacterRules,

	 bool	useFinalCharacterRule

)

Visual	Basic

Public	Shared	Function	LdapDistinguishedNameEncode	(	_

	 input	As	String,	_

	 useInitialCharacterRules	As	Boolean,	_

	 useFinalCharacterRule	As	Boolean	_

)	As	String

Visual	C++

public:

static	String^	LdapDistinguishedNameEncode(

	 String^	input,	

	 bool	useInitialCharacterRules,	

	 bool	useFinalCharacterRule

)

Parameters
input
Type:	System.String
String	to	be	encoded.
useInitialCharacterRules
Type:	System.Boolean
Value	indicating	whether	the	special	case	rules	for	encoding	of	spaces	and

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/a28wyd50
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/a28wyd50


octothorpes	at	the	start	of	a	string	are	used.
useFinalCharacterRule
Type:	System.Boolean
Value	indicating	whether	the	special	case	for	encoding	of	final	character
spaces	is	used.

Return	Value
Encoded	string	for	use	as	a	value	in	LDAP	DNs.

http://msdn2.microsoft.com/en-us/library/a28wyd50


Remarks
This	method	encodes	all	but	known	safe	characters	defined	in	the	safe	list.
RFC	2253	defines	the	format	in	which	special	characters	need	to	be	escaped	to
be	used	inside	a	search	filter.	Special	characters	need	to	be	encoded	in	#XX
format	where	XX	is	the	hex	representation	of	the	character	or	a	specific	\
escape	format.	The	following	examples	illustrate	the	use	of	the	escaping
mechanism.
,	+	\	"	\	<	> \,	\+	\"	\\	\<	\>
hello \	hello
hello hello\
#hello \#hello
Lučić Lu#C4#8Di#C4#87

If	useInitialCharacterRules	is	set	to	false	then	escaping	of	the	initial	space	or
octothorpe	characters	is	not	performed;
,	+	\	"	\	<	> \,	\+	\"	\\	\<	\>
hello hello
hello hello\
#hello #hello
Lučić Lu#C4#8Di#C4#87

If	useFinalCharacterRule	is	set	to	false	then	escaping	of	a	space	at	the	end	of	a
string	is	not	performed;
,	+	\	"	\	<	> \,	\+	\"	\\	\<	\>
hello hello
hello hello
#hello #hello
Lučić Lu#C4#8Di#C4#87



See	Also

Encoder	Class
LdapDistinguishedNameEncode	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.LdapEncode	Method
Encoder	Class	See	Also	

Encodes	input	strings	to	be	used	as	a	value	in	Lightweight	Directory	Access
Protocol	(LDAP)	search	queries.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

[ObsoleteAttribute("This	method	has	been	deprecated.	Please	use	Encoder.LdapFilterEncode()	instead.")]

public	static	string	LdapEncode(

	 string	input

)

Visual	Basic

<ObsoleteAttribute("This	method	has	been	deprecated.	Please	use	Encoder.LdapFilterEncode()	instead.")>	_

Public	Shared	Function	LdapEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

[ObsoleteAttribute(L"This	method	has	been	deprecated.	Please	use	Encoder.LdapFilterEncode()	instead.")]

public:

static	String^	LdapEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	in	LDAP	search	queries.

http://msdn2.microsoft.com/en-us/library/fwz0y5c2
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/fwz0y5c2
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/fwz0y5c2
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	method	encodes	all	but	known	safe	characters	defined	in	the	safe	list.
RFC	4515	defines	the	format	in	which	special	characters	need	to	be	escaped	to
be	used	inside	a	search	filter.	Special	characters	need	to	be	encoded	in	\XX
format	where	XX	is	the	hex	representation	of	the	character.	The	following
examples	illustrate	the	use	of	the	escaping	mechanism.
Parens	R	Us	(for	all	your
parenthetical	needs)

Parens	R	Us	\28for	all	your
parenthetical	needs\29

* \2A
C:\MyFile C:\5CMyFile
NULLNULLNULLEOT	(binary) \00\00\00\04
Lučić Lu\C4\8Di\C4\87



See	Also

Encoder	Class
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.LdapFilterEncode	Method
Encoder	Class	See	Also	

Encodes	input	strings	for	use	as	a	value	in	Lightweight	Directory	Access
Protocol	(LDAP)	filter	queries.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	LdapFilterEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	LdapFilterEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	LdapFilterEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	as	a	value	in	LDAP	filter	queries.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	method	encodes	all	but	known	safe	characters	defined	in	the	safe	list.
RFC	4515	defines	the	format	in	which	special	characters	need	to	be	escaped	to
be	used	inside	a	search	filter.	Special	characters	need	to	be	encoded	in	\XX
format	where	XX	is	the	hex	representation	of	the	character.	The	following
examples	illustrate	the	use	of	the	escaping	mechanism.
Parens	R	Us	(for	all	your
parenthetical	needs)

Parens	R	Us	\28for	all	your
parenthetical	needs\29

* \2A
C:\MyFile C:\5CMyFile
NULLNULLNULLEOT	(binary) \00\00\00\04
Lučić Lu\C4\8Di\C4\87



See	Also

Encoder	Class
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.UrlEncode	Method
Encoder	Class	See	Also	



Overload	List

	 Name Description
UrlEncode(String) Encodes	input	strings	for	use	in	universal

resource	locators	(URLs).
UrlEncode(String,
Int32)

Encodes	input	strings	for	use	in	universal
resource	locators	(URLs).

UrlEncode(String,
Encoding)

Encodes	input	strings	for	use	in	universal
resource	locators	(URLs).



See	Also

Encoder	Class
Encoder	Members
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.UrlEncode	Method	(String)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	universal	resource	locators	(URLs).

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	UrlEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	UrlEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	UrlEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	in	URLs.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	function	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	%SINGLE_BYTE_HEX	and	%DOUBLE_BYTE_HEX	notation.	Safe
characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
. Period
- Dash
_ Underscore
~ Tilde

Example	inputs	and	encoded	outputs:
alert('XSS	Attack!'); alert%28%27XSS%20Attack%21%27%29%3b
user@contoso.com user%40contoso.com
Anti-Cross	Site	Scripting
Library

Anti-Cross%20Site%20Scripting%20Library



See	Also

Encoder	Class
UrlEncode	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.UrlEncode	Method	(String,	Int32)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	universal	resource	locators	(URLs).

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	UrlEncode(

	 string	input,

	 int	codePage

)

Visual	Basic

Public	Shared	Function	UrlEncode	(	_

	 input	As	String,	_

	 codePage	As	Integer	_

)	As	String

Visual	C++

public:

static	String^	UrlEncode(

	 String^	input,	

	 int	codePage

)

Parameters
input
Type:	System.String
String	to	be	encoded.
codePage
Type:	System.Int32
Codepage	number	of	the	input.

Return	Value

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/td2s409d
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/td2s409d
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/td2s409d
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/td2s409d


Encoded	string	for	use	in	URLs.



Remarks
This	function	encodes	the	output	as	per	the	encoding	parameter	(codepage)
passed	to	it.	It	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	%SINGLE_BYTE_HEX	and	%DOUBLE_BYTE_HEX	notation.	Safe
characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
. Period
- Dash
_ Underscore
~ Tilde

Example	inputs	and	encoded	outputs:
alert('XSSAttack!'); alert%28%27XSS%82%a0Attack%21%27%29%3b
user@contoso.com user%40contoso.com
Anti-Cross	Site
Scripting	Library

Anti-Cross%20Site%20Scripting%20Library



See	Also

Encoder	Class
UrlEncode	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.UrlEncode	Method	(String,	Encoding)
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	universal	resource	locators	(URLs).

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	UrlEncode(

	 string	input,

	 Encoding	inputEncoding

)

Visual	Basic

Public	Shared	Function	UrlEncode	(	_

	 input	As	String,	_

	 inputEncoding	As	Encoding	_

)	As	String

Visual	C++

public:

static	String^	UrlEncode(

	 String^	input,	

	 Encoding^	inputEncoding

)

Parameters
input
Type:	System.String
String	to	be	encoded.
inputEncoding
Type:	System.Text.Encoding
Input	encoding	type.

Return	Value

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/86hf4sb8
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/86hf4sb8
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/86hf4sb8
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/86hf4sb8


Encoded	string	for	use	in	URLs.



Remarks
This	function	encodes	the	output	as	per	the	encoding	parameter	(codepage)
passed	to	it.	It	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	%SINGLE_BYTE_HEX	and	%DOUBLE_BYTE_HEX	notation.	If	the
inputEncoding	is	null	then	UTF-8	is	assumed	by	default.	Safe	characters
include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
. Period
- Dash
_ Underscore
~ Tilde

Example	inputs	and	encoded	outputs:
alert('XSSAttack!'); alert%28%27XSS%82%a0Attack%21%27%29%3b
user@contoso.com user%40contoso.com
Anti-Cross	Site
Scripting	Library

Anti-Cross%20Site%20Scripting%20Library



See	Also

Encoder	Class
UrlEncode	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.UrlPathEncode	Method
Encoder	Class	See	Also	

URL-encodes	the	path	section	of	a	URL	string	and	returns	the	encoded	string.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	UrlPathEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	UrlPathEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	UrlPathEncode(

	 String^	input

)

Parameters
input
Type:	System.String
The	text	to	URL	path	encode

Return	Value
The	URL	path	encoded	text.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


See	Also

Encoder	Class
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.VisualBasicScriptEncode	Method
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	Visual	Basic	Script.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	VisualBasicScriptEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	VisualBasicScriptEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	VisualBasicScriptEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	in	Visual	Basic	Script.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	function	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	&chrw(DECIMAL)	notation.	Safe	characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
, Comma
. Period
- Dash
_ Underscore

Space

Example	inputs	and	encoded	outputs:
alert('XSS
Attack!');

"alert"&chrw(40)&chrw(39)&"XSS
Attack"&chrw(33)&chrw(39)&chrw(41)&chrw(59)

user@contoso.com "user"&chrw(64)&"contoso.com"
Anti-Cross	Site
Scripting	Library

"Anti-Cross	Site	Scripting	Library"



See	Also

Encoder	Class
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Encoder.XmlAttributeEncode	Method
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	XML	attributes.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	XmlAttributeEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	XmlAttributeEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	XmlAttributeEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	in	XML	attributes.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	function	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	&#DECIMAL;	notation.	Safe	characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
, Comma
. Period
- Dash
_ Underscore

The	safe	list	may	be	adjusted	using	MarkAsSafe(LowerCodeCharts,
LowerMidCodeCharts,	MidCodeCharts,	UpperMidCodeCharts,
UpperCodeCharts).	Example	inputs	and	encoded	outputs:
alert('XSS	Attack!'); alert(&apos;XSS	Attack!&apos);
user@contoso.com user@contoso.com
Anti-Cross	Site	Scripting
Library

Anti-
Cross&#32;Site&#32;Scripting&#32;Library



See	Also

Encoder	Class
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.

http://wpl.codeplex.com/


						 	

Microsoft	AntiXSS	Library

Encoder.XmlEncode	Method
Encoder	Class	See	Also	

Encodes	input	strings	for	use	in	XML.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	string	XmlEncode(

	 string	input

)

Visual	Basic

Public	Shared	Function	XmlEncode	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	XmlEncode(

	 String^	input

)

Parameters
input
Type:	System.String
String	to	be	encoded.

Return	Value
Encoded	string	for	use	in	XML.

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
This	function	encodes	all	but	known	safe	characters.	Characters	are	encoded
using	&#DECIMAL;	notation.	Safe	characters	include:
a-z Lower	case	alphabet
A-Z Upper	case	alphabet
0-9 Numbers
, Comma
. Period
- Dash
_ Underscore

Space

The	safe	list	may	be	adjusted	using	MarkAsSafe(LowerCodeCharts,
LowerMidCodeCharts,	MidCodeCharts,	UpperMidCodeCharts,
UpperCodeCharts).	Example	inputs	and	encoded	outputs:
alert('XSS	Attack!'); alert(&apos;XSS	Attack!&apos;);
user@contoso.com user@contoso.com
Anti-Cross	Site	Scripting	Library Anti-Cross	Site	Scripting	Library



See	Also

Encoder	Class
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

LowerCodeCharts	Enumeration
See	Also	

Values	for	the	lowest	section	of	the	UTF8	Unicode	code	tables,	from	U0000	to
U0FFF.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

[FlagsAttribute]

public	enum	LowerCodeCharts

Visual	Basic

<FlagsAttribute>	_

Public	Enumeration	LowerCodeCharts

Visual	C++

[FlagsAttribute]

public	enum	class	LowerCodeCharts

http://msdn2.microsoft.com/en-us/library/dk06fkbc
http://msdn2.microsoft.com/en-us/library/dk06fkbc
http://msdn2.microsoft.com/en-us/library/dk06fkbc


Members

Member	name Value Description
None 0 No	code	charts

from	the	lower
region	of	the
Unicode	tables
are	safe-listed.

BasicLatin 1 The	Basic	Latin
code	table.

C1ControlsAndLatin1Supplement 2 The	C1
Controls	and
Latin-1
Supplement
code	table.

LatinExtendedA 4 The	Latin
Extended-A
code	table.

LatinExtendedB 8 The	Latin
Extended-B
code	table.

IpaExtensions 16 The	IPA
Extensions
code	table.

SpacingModifierLetters 32 The	Spacing
Modifier
Letters	code
table.

CombiningDiacriticalMarks 64 The	Combining
Diacritical
Marks	code
table.

GreekAndCoptic 128 The	Greek	and
Coptic	code
table.

Cyrillic 256 The	Cyrillic



code	table.
CyrillicSupplement 512 The	Cyrillic

Supplement
code	table.

Armenian 1024 The	Armenian
code	table.

Hebrew 2048 The	Hebrew
code	table.

Arabic 4096 The	Arabic
code	table.

Syriac 8192 The	Syriac
code	table.

ArabicSupplement 16384 The	Arabic
Supplement
code	table.

Thaana 32768 The	Thaana
code	table.

Nko 65536 The	Nko	code
table.

Samaritan 131072 The	Samaritan
code	table.

Devanagari 262144 The
Devanagari
code	table.

Bengali 524288 The	Bengali
code	table.

Gurmukhi 1048576 The	Gurmukhi
code	table.

Gujarati 2097152 The	Gujarati
code	table.

Oriya 4194304 The	Oriya	code
table.

Tamil 8388608 The	Tamil	code
table.

Telugu 16777216 The	Telugu



code	table.
Kannada 33554432 The	Kannada

code	table.
Malayalam 67108864 The	Malayalam

code	table.
Sinhala 134217728 The	Sinhala

code	table.
Thai 268435456 The	Thai	code

table.
Lao 536870912 The	Lao	code

table.
Tibetan 1073741824 The	Tibetan

code	table.
Default 127 The	default

code	tables
marked	as	safe
on
initialisation.



See	Also

Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

LowerMidCodeCharts	Enumeration
See	Also	

Values	for	the	lower-mid	section	of	the	UTF8	Unicode	code	tables,	from	U1000
to	U1EFF.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

[FlagsAttribute]

public	enum	LowerMidCodeCharts

Visual	Basic

<FlagsAttribute>	_

Public	Enumeration	LowerMidCodeCharts

Visual	C++

[FlagsAttribute]

public	enum	class	LowerMidCodeCharts

http://msdn2.microsoft.com/en-us/library/dk06fkbc
http://msdn2.microsoft.com/en-us/library/dk06fkbc
http://msdn2.microsoft.com/en-us/library/dk06fkbc


Members

Member	name Value Description
None 0 No	code

charts	from
the	lower-
mid	region
of	the
Unicode
tables	are
safe-listed.

Myanmar 1 The
Myanmar
code	table.

Georgian 2 The
Georgian
code	table.

HangulJamo 4 The	Hangul
Jamo	code
table.

Ethiopic 8 The
Ethiopic
code	table.

EthiopicSupplement 16 The
Ethiopic
supplement
code	table.

Cherokee 32 The
Cherokee
code	table.

UnifiedCanadianAboriginalSyllabics 64 The	Unified
Canadian
Aboriginal
Syllabics
code	table.

Ogham 128 The	Ogham



code	table.
Runic 256 The	Runic

code	table.
Tagalog 512 The

Tagalog
code	table.

Hanunoo 1024 The
Hanunoo
code	table.

Buhid 2048 The	Buhid
code	table.

Tagbanwa 4096 The
Tagbanwa
code	table.

Khmer 8192 The	Khmer
code	table.

Mongolian 16384 The
Mongolian
code	table.

UnifiedCanadianAboriginalSyllabicsExtended 32768 The	Unified
Canadian
Aboriginal
Syllabics
Extended
code	table.

Limbu 65536 The	Limbu
code	table.

TaiLe 131072 The	Tai	Le
code	table.

NewTaiLue 262144 The	New
Tai	Lue
code	table.

KhmerSymbols 524288 The	Khmer
Symbols
code	table

Buginese 1048576 The



Buginese
code	table.

TaiTham 2097152 The	Tai
Tham	code
table.

Balinese 4194304 The
Balinese
code	table.

Sudanese 8388608 The
Sudanese
code	table.

Lepcha 16777216 The	Lepcha
code	table.

OlChiki 33554432 The	Ol
Chiki	code
table.

VedicExtensions 67108864 The	Vedic
Extensions
code	table.

PhoneticExtensions 134217728 The
Phonetic
Extensions
code	table.

PhoneticExtensionsSupplement 268435456 The
Phonetic
Extensions
Supplement
code	table.

CombiningDiacriticalMarksSupplement 536870912 The
Combining
Diacritical
Marks
Supplement
code	table.

LatinExtendedAdditional 1073741824 The	Latin
Extended



Additional
code	table.



See	Also

Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

MidCodeCharts	Enumeration
See	Also	

Values	for	the	middle	section	of	the	UTF8	Unicode	code	tables,	from	U1F00	to
U2DDF

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

[FlagsAttribute]

public	enum	MidCodeCharts

Visual	Basic

<FlagsAttribute>	_

Public	Enumeration	MidCodeCharts

Visual	C++

[FlagsAttribute]

public	enum	class	MidCodeCharts

http://msdn2.microsoft.com/en-us/library/dk06fkbc
http://msdn2.microsoft.com/en-us/library/dk06fkbc
http://msdn2.microsoft.com/en-us/library/dk06fkbc


Members

Member	name Value Description
None 0 No	code

charts	from
the	lower
region	of	the
Unicode
tables	are
safe-listed.

GreekExtended 1 The	Greek
Extended
code	table.

GeneralPunctuation 2 The	General
Punctuation
code	table.

SuperscriptsAndSubscripts 4 The
Superscripts
and
Subscripts
code	table.

CurrencySymbols 8 The	Currency
Symbols	code
table.

CombiningDiacriticalMarksForSymbols 16 The
Combining
Diacritical
Marks	for
Symbols	code
table.

LetterlikeSymbols 32 The	Letterlike
Symbols	code
table.

NumberForms 64 The	Number
Forms	code
table.



Arrows 128 The	Arrows
code	table.

MathematicalOperators 256 The
Mathematical
Operators
code	table.

MiscellaneousTechnical 512 The
Miscellaneous
Technical
code	table.

ControlPictures 1024 The	Control
Pictures	code
table.

OpticalCharacterRecognition 2048 The	Optical
Character
Recognition
table.

EnclosedAlphanumerics 4096 The	Enclosed
Alphanumeric
code	table.

BoxDrawing 8192 The	Box
Drawing	code
table.

BlockElements 16384 The	Block
Elements
code	table.

GeometricShapes 32768 The
Geometric
Shapes	code
table.

MiscellaneousSymbols 65536 The
Miscellaneous
Symbols	code
table.

Dingbats 131072 The	Dingbats
code	table.



MiscellaneousMathematicalSymbolsA 262144 The
Miscellaneous
Mathematical
Symbols-A
code	table.

SupplementalArrowsA 524288 The
Supplemental
Arrows-A
code	table.

BraillePatterns 1048576 The	Braille
Patterns	code
table.

SupplementalArrowsB 2097152 The
Supplemental
Arrows-B
code	table.

MiscellaneousMathematicalSymbolsB 4194304 The
Miscellaneous
Mathematical
Symbols-B
code	table.

SupplementalMathematicalOperators 8388608 The
Supplemental
Mathematical
Operators
code	table.

MiscellaneousSymbolsAndArrows 16777216 The
Miscellaneous
Symbols	and
Arrows	code
table.

Glagolitic 33554432 The	Glagolitic
code	table.

LatinExtendedC 67108864 The	Latin
Extended-C
code	table.

Coptic 134217728 The	Coptic



code	table.
GeorgianSupplement 268435456 The	Georgian

Supplement
code	table.

Tifinagh 536870912 The	Tifinagh
code	table.

EthiopicExtended 16384 The	Ethiopic
Extended
code	table.



See	Also

Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Sanitizer	Class
Members	See	Also	

Sanitizes	input	HTML	to	make	it	safe	to	be	displayed	on	a	browser	by	removing
potentially	dangerous	tags.

Namespace:	Microsoft.Security.Application
Assembly:	HtmlSanitizationLibrary	(in	HtmlSanitizationLibrary.dll)	Version:
4.2.0.0



Syntax

C#

public	static	class	Sanitizer

Visual	Basic

Public	NotInheritable	Class	Sanitizer

Visual	C++

public	ref	class	Sanitizer	abstract	sealed



Remarks
This	santization	library	uses	the	Principle	of	Inclusions,	sometimes	referred	to
as	"safe-listing"	to	provide	protection	against	injection	attacks.	With	safe-
listing	protection,	algorithms	look	for	valid	inputs	and	automatically	treat
everything	outside	that	set	as	a	potential	attack.	This	library	can	be	used	as	a
defense	in	depth	approach	with	other	mitigation	techniques.



Inheritance	Hierarchy
System.Object
		Microsoft.Security.Application.Sanitizer

http://msdn2.microsoft.com/en-us/library/e5kfa45b


See	Also

Sanitizer	Members
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Sanitizer	Members
Sanitizer	Class	Methods	See	Also	



Methods

	 Name Description
GetSafeHtml(String) Sanitizes	input	HTML

document	for	safe	display	on
browser.

GetSafeHtml(TextReader,	Stream) Sanitizes	input	HTML
document	for	safe	display	on
browser.

GetSafeHtml(TextReader,
TextWriter)

Sanitizes	input	HTML
document	for	safe	display	on
browser.

GetSafeHtmlFragment(String) Sanitizes	input	HTML
fragment	for	safe	display	on
browser.

GetSafeHtmlFragment(TextReader,
Stream)

Sanitizes	input	HTML
fragment	for	safe	display	on
browser.

GetSafeHtmlFragment(TextReader,
TextWriter)

Sanitizes	input	HTML
fragment	for	safe	display	on
browser.



See	Also

Sanitizer	Class
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Sanitizer	Methods
Sanitizer	Class	See	Also	



Methods

	 Name Description
GetSafeHtml(String) Sanitizes	input	HTML

document	for	safe	display	on
browser.

GetSafeHtml(TextReader,	Stream) Sanitizes	input	HTML
document	for	safe	display	on
browser.

GetSafeHtml(TextReader,
TextWriter)

Sanitizes	input	HTML
document	for	safe	display	on
browser.

GetSafeHtmlFragment(String) Sanitizes	input	HTML
fragment	for	safe	display	on
browser.

GetSafeHtmlFragment(TextReader,
Stream)

Sanitizes	input	HTML
fragment	for	safe	display	on
browser.

GetSafeHtmlFragment(TextReader,
TextWriter)

Sanitizes	input	HTML
fragment	for	safe	display	on
browser.



See	Also

Sanitizer	Class
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Sanitizer.GetSafeHtml	Method
Sanitizer	Class	See	Also	



Overload	List

	 Name Description
GetSafeHtml(String) Sanitizes	input	HTML	document	for

safe	display	on	browser.
GetSafeHtml(TextReader,
Stream)

Sanitizes	input	HTML	document	for
safe	display	on	browser.

GetSafeHtml(TextReader,
TextWriter)

Sanitizes	input	HTML	document	for
safe	display	on	browser.



See	Also

Sanitizer	Class
Sanitizer	Members
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Sanitizer.GetSafeHtml	Method	(String)
Sanitizer	Class	See	Also	

Sanitizes	input	HTML	document	for	safe	display	on	browser.

Namespace:	Microsoft.Security.Application
Assembly:	HtmlSanitizationLibrary	(in	HtmlSanitizationLibrary.dll)	Version:
4.2.0.0



Syntax

C#

public	static	string	GetSafeHtml(

	 string	input

)

Visual	Basic

Public	Shared	Function	GetSafeHtml	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	GetSafeHtml(

	 String^	input

)

Parameters
input
Type:	System.String
Malicious	HTML	Document

Return	Value
A	santizied	HTML	document

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf
http://msdn2.microsoft.com/en-us/library/s1wwdcbf


Remarks
The	method	transforms	and	filters	HTML	of	executable	scripts.	A	safe	list	of
tags	and	attributes	are	used	to	strip	dangerous	scripts	from	the	HTML.	HTML
is	also	normalized	where	tags	are	properly	closed	and	attributes	are	properly
formatted.



See	Also

Sanitizer	Class
GetSafeHtml	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Sanitizer.GetSafeHtml	Method	(TextReader,	Stream)
Sanitizer	Class	See	Also	

Sanitizes	input	HTML	document	for	safe	display	on	browser.

Namespace:	Microsoft.Security.Application
Assembly:	HtmlSanitizationLibrary	(in	HtmlSanitizationLibrary.dll)	Version:
4.2.0.0



Syntax

C#

public	static	void	GetSafeHtml(

	 TextReader	sourceReader,

	 Stream	destinationStream

)

Visual	Basic

Public	Shared	Sub	GetSafeHtml	(	_

	 sourceReader	As	TextReader,	_

	 destinationStream	As	Stream	_

)

Visual	C++

public:

static	void	GetSafeHtml(

	 TextReader^	sourceReader,	

	 Stream^	destinationStream

)

Parameters
sourceReader
Type:	System.IO.TextReader
Source	text	reader	with	malicious	HTML
destinationStream
Type:	System.IO.Stream
Stream	to	write	safe	HTML

http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/8f86tw9e
http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/8f86tw9e
http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/8f86tw9e
http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/8f86tw9e


Remarks
The	method	transforms	and	filters	HTML	of	executable	scripts.	A	safe	list	of
tags	and	attributes	are	used	to	strip	dangerous	scripts	from	the	HTML.	HTML
is	also	normalized	where	tags	are	properly	closed	and	attributes	are	properly
formatted.



See	Also

Sanitizer	Class
GetSafeHtml	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Sanitizer.GetSafeHtml	Method	(TextReader,	TextWriter)
Sanitizer	Class	See	Also	

Sanitizes	input	HTML	document	for	safe	display	on	browser.

Namespace:	Microsoft.Security.Application
Assembly:	HtmlSanitizationLibrary	(in	HtmlSanitizationLibrary.dll)	Version:
4.2.0.0



Syntax

C#

public	static	void	GetSafeHtml(

	 TextReader	sourceReader,

	 TextWriter	destinationWriter

)

Visual	Basic

Public	Shared	Sub	GetSafeHtml	(	_

	 sourceReader	As	TextReader,	_

	 destinationWriter	As	TextWriter	_

)

Visual	C++

public:

static	void	GetSafeHtml(

	 TextReader^	sourceReader,	

	 TextWriter^	destinationWriter

)

Parameters
sourceReader
Type:	System.IO.TextReader
Source	text	reader	with	malicious	HTML
destinationWriter
Type:	System.IO.TextWriter
Text	Writer	to	write	safe	HTML

http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/ywxh2328
http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/ywxh2328
http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/ywxh2328
http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/ywxh2328


Remarks
The	method	transforms	and	filters	HTML	of	executable	scripts.	A	safe	list	of
tags	and	attributes	are	used	to	strip	dangerous	scripts	from	the	HTML.	HTML
is	also	normalized	where	tags	are	properly	closed	and	attributes	are	properly
formatted.



See	Also

Sanitizer	Class
GetSafeHtml	Overload
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Sanitizer.GetSafeHtmlFragment	Method
Sanitizer	Class	See	Also	



Overload	List

	 Name Description
GetSafeHtmlFragment(String) Sanitizes	input	HTML

fragment	for	safe	display	on
browser.

GetSafeHtmlFragment(TextReader,
Stream)

Sanitizes	input	HTML
fragment	for	safe	display	on
browser.

GetSafeHtmlFragment(TextReader,
TextWriter)

Sanitizes	input	HTML
fragment	for	safe	display	on
browser.



See	Also

Sanitizer	Class
Sanitizer	Members
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

Sanitizer.GetSafeHtmlFragment	Method	(String)
Sanitizer	Class	See	Also	

Sanitizes	input	HTML	fragment	for	safe	display	on	browser.

Namespace:	Microsoft.Security.Application
Assembly:	HtmlSanitizationLibrary	(in	HtmlSanitizationLibrary.dll)	Version:
4.2.0.0



Syntax

C#

public	static	string	GetSafeHtmlFragment(

	 string	input

)

Visual	Basic

Public	Shared	Function	GetSafeHtmlFragment	(	_

	 input	As	String	_

)	As	String

Visual	C++

public:

static	String^	GetSafeHtmlFragment(

	 String^	input

)

Parameters
input
Type:	System.String
Malicious	HTML	fragment

Return	Value
Safe	HTML	fragment

http://msdn2.microsoft.com/en-us/library/s1wwdcbf
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Remarks
The	method	transforms	and	filters	HTML	of	executable	scripts.	A	safe	list	of
tags	and	attributes	are	used	to	strip	dangerous	scripts	from	the	HTML.	HTML
is	also	normalized	where	tags	are	properly	closed	and	attributes	are	properly
formatted.



See	Also

Sanitizer	Class
GetSafeHtmlFragment	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Sanitizer.GetSafeHtmlFragment	Method	(TextReader,	Stream)
Sanitizer	Class	See	Also	

Sanitizes	input	HTML	fragment	for	safe	display	on	browser.

Namespace:	Microsoft.Security.Application
Assembly:	HtmlSanitizationLibrary	(in	HtmlSanitizationLibrary.dll)	Version:
4.2.0.0



Syntax

C#

public	static	void	GetSafeHtmlFragment(

	 TextReader	sourceReader,

	 Stream	destinationStream

)

Visual	Basic

Public	Shared	Sub	GetSafeHtmlFragment	(	_

	 sourceReader	As	TextReader,	_

	 destinationStream	As	Stream	_

)

Visual	C++

public:

static	void	GetSafeHtmlFragment(

	 TextReader^	sourceReader,	

	 Stream^	destinationStream

)

Parameters
sourceReader
Type:	System.IO.TextReader
Source	text	reader	with	malicious	HTML
destinationStream
Type:	System.IO.Stream
Stream	to	write	safe	HTML

http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/8f86tw9e
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Remarks
The	method	transforms	and	filters	HTML	of	executable	scripts.	A	safe	list	of
tags	and	attributes	are	used	to	strip	dangerous	scripts	from	the	HTML.	HTML
is	also	normalized	where	tags	are	properly	closed	and	attributes	are	properly
formatted.



See	Also

Sanitizer	Class
GetSafeHtmlFragment	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

Sanitizer.GetSafeHtmlFragment	Method	(TextReader,	TextWriter)
Sanitizer	Class	See	Also	

Sanitizes	input	HTML	fragment	for	safe	display	on	browser.

Namespace:	Microsoft.Security.Application
Assembly:	HtmlSanitizationLibrary	(in	HtmlSanitizationLibrary.dll)	Version:
4.2.0.0



Syntax

C#

public	static	void	GetSafeHtmlFragment(

	 TextReader	sourceReader,

	 TextWriter	destinationWriter

)

Visual	Basic

Public	Shared	Sub	GetSafeHtmlFragment	(	_

	 sourceReader	As	TextReader,	_

	 destinationWriter	As	TextWriter	_

)

Visual	C++

public:

static	void	GetSafeHtmlFragment(

	 TextReader^	sourceReader,	

	 TextWriter^	destinationWriter

)

Parameters
sourceReader
Type:	System.IO.TextReader
Source	text	reader	with	malicious	HTML
destinationWriter
Type:	System.IO.TextWriter
Stream	to	write	safe	HTML

http://msdn2.microsoft.com/en-us/library/4dtxwhby
http://msdn2.microsoft.com/en-us/library/ywxh2328
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Remarks
The	method	transforms	and	filters	HTML	of	executable	scripts.	A	safe	list	of
tags	and	attributes	are	used	to	strip	dangerous	scripts	from	the	HTML.	HTML
is	also	normalized	where	tags	are	properly	closed	and	attributes	are	properly
formatted.



See	Also

Sanitizer	Class
GetSafeHtmlFragment	Overload
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

UnicodeCharacterEncoder	Class
Members	See	Also	

Provides	HTML	encoding	methods.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	class	UnicodeCharacterEncoder

Visual	Basic

Public	NotInheritable	Class	UnicodeCharacterEncoder

Visual	C++

public	ref	class	UnicodeCharacterEncoder	abstract	sealed



Inheritance	Hierarchy
System.Object
		Microsoft.Security.Application.UnicodeCharacterEncoder

http://msdn2.microsoft.com/en-us/library/e5kfa45b


See	Also

UnicodeCharacterEncoder	Members
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

UnicodeCharacterEncoder	Members
UnicodeCharacterEncoder	Class	Methods	See	Also	

The	UnicodeCharacterEncoder	type	exposes	the	following	members.



Methods

	 Name Description
MarkAsSafe Marks	characters	from	the	specified

languages	as	safe.



See	Also

UnicodeCharacterEncoder	Class
Microsoft.Security.Application	Namespace

(c)	2008,	2009,	2010,	2011	Microsoft	Corporation.	All	rights	reservered.
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Microsoft	AntiXSS	Library

UnicodeCharacterEncoder	Methods
UnicodeCharacterEncoder	Class	See	Also	

The	UnicodeCharacterEncoder	type	exposes	the	following	members.



Methods

	 Name Description
MarkAsSafe Marks	characters	from	the	specified

languages	as	safe.



See	Also

UnicodeCharacterEncoder	Class
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

UnicodeCharacterEncoder.MarkAsSafe	Method
UnicodeCharacterEncoder	Class	See	Also	

Marks	characters	from	the	specified	languages	as	safe.

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

public	static	void	MarkAsSafe(

	 LowerCodeCharts	lowerCodeCharts,

	 LowerMidCodeCharts	lowerMidCodeCharts,

	 MidCodeCharts	midCodeCharts,

	 UpperMidCodeCharts	upperMidCodeCharts,

	 UpperCodeCharts	upperCodeCharts

)

Visual	Basic

Public	Shared	Sub	MarkAsSafe	(	_

	 lowerCodeCharts	As	LowerCodeCharts,	_

	 lowerMidCodeCharts	As	LowerMidCodeCharts,	_

	 midCodeCharts	As	MidCodeCharts,	_

	 upperMidCodeCharts	As	UpperMidCodeCharts,	_

	 upperCodeCharts	As	UpperCodeCharts	_

)

Visual	C++

public:

static	void	MarkAsSafe(

	 LowerCodeCharts	lowerCodeCharts,	

	 LowerMidCodeCharts	lowerMidCodeCharts,	

	 MidCodeCharts	midCodeCharts,	

	 UpperMidCodeCharts	upperMidCodeCharts,	

	 UpperCodeCharts	upperCodeCharts

)

Parameters



lowerCodeCharts
Type:	Microsoft.Security.Application.LowerCodeCharts
The	combination	of	lower	code	charts	to	use.
lowerMidCodeCharts
Type:	Microsoft.Security.Application.LowerMidCodeCharts
The	combination	of	lower	mid	code	charts	to	use.
midCodeCharts
Type:	Microsoft.Security.Application.MidCodeCharts
The	combination	of	mid	code	charts	to	use.
upperMidCodeCharts
Type:	Microsoft.Security.Application.UpperMidCodeCharts
The	combination	of	upper	mid	code	charts	to	use.
upperCodeCharts
Type:	Microsoft.Security.Application.UpperCodeCharts
The	combination	of	upper	code	charts	to	use.



Remarks
The	safe	list	affects	all	HTML	and	XML	encoding	functions.



See	Also

UnicodeCharacterEncoder	Class
Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

UpperCodeCharts	Enumeration
See	Also	

Values	for	the	upper	section	of	the	UTF8	Unicode	code	tables,	from	UA8E0	to
UFFFD

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

[FlagsAttribute]

public	enum	UpperCodeCharts

Visual	Basic

<FlagsAttribute>	_

Public	Enumeration	UpperCodeCharts

Visual	C++

[FlagsAttribute]

public	enum	class	UpperCodeCharts

http://msdn2.microsoft.com/en-us/library/dk06fkbc
http://msdn2.microsoft.com/en-us/library/dk06fkbc
http://msdn2.microsoft.com/en-us/library/dk06fkbc


Members

Member	name Value Description
None 0 No	code	charts	from

the	upper	region	of
the	Unicode	tables	are
safe-listed.

DevanagariExtended 1 The	Devanagari
Extended	code	table.

KayahLi 2 The	Kayah	Li	code
table.

Rejang 4 The	Rejang	code
table.

HangulJamoExtendedA 8 The	Hangul	Jamo
Extended-A	code
table.

Javanese 16 The	Javanese	code
table.

Cham 32 The	Cham	code	table.
MyanmarExtendedA 64 The	Myanmar

Extended-A	code
table.

TaiViet 128 The	Tai	Viet	code
table.

MeeteiMayek 256 The	Meetei	Mayek
code	table.

HangulSyllables 512 The	Hangul	Syllables
code	table.

HangulJamoExtendedB 1024 The	Hangul	Jamo
Extended-B	code
table.

CjkCompatibilityIdeographs 2048 The	CJK
Compatibility
Ideographs	code
table.



AlphabeticPresentationForms 4096 The	Alphabetic
Presentation	Forms
code	table.

ArabicPresentationFormsA 8192 The	Arabic
Presentation	Forms-A
code	table.

VariationSelectors 16384 The	Variation
Selectors	code	table.

VerticalForms 32768 The	Vertical	Forms
code	table.

CombiningHalfMarks 65536 The	Combining	Half
Marks	code	table.

CjkCompatibilityForms 131072 The	CJK
Compatibility	Forms
code	table.

SmallFormVariants 262144 The	Small	Form
Variants	code	table.

ArabicPresentationFormsB 524288 The	Arabic
Presentation	Forms-B
code	table.

HalfWidthAndFullWidthForms 1048576 The	half	width	and
full	width	Forms	code
table.

Specials 2097152 The	Specials	code
table.



See	Also

Microsoft.Security.Application	Namespace
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Microsoft	AntiXSS	Library

UpperMidCodeCharts	Enumeration
See	Also	

Values	for	the	upper	middle	section	of	the	UTF8	Unicode	code	tables,	from
U2DE0	to	UA8DF

Namespace:	Microsoft.Security.Application
Assembly:	AntiXssLibrary40	(in	AntiXssLibrary40.dll)	Version:	4.2.0.0



Syntax

C#

[FlagsAttribute]

public	enum	UpperMidCodeCharts

Visual	Basic

<FlagsAttribute>	_

Public	Enumeration	UpperMidCodeCharts

Visual	C++

[FlagsAttribute]

public	enum	class	UpperMidCodeCharts

http://msdn2.microsoft.com/en-us/library/dk06fkbc
http://msdn2.microsoft.com/en-us/library/dk06fkbc
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Members

Member	name Value Description
None 0 No	code	charts

from	the	lower
region	of	the
Unicode	tables
are	safe-listed.

CyrillicExtendedA 1 The	Cyrillic
Extended-A
code	table.

SupplementalPunctuation 2 The
Supplemental
Punctuation
code	table.

CjkRadicalsSupplement 4 The	CJK
Radicials
Supplement
code	table.

KangxiRadicals 8 The	Kangxi
Radicials	code
table.

IdeographicDescriptionCharacters 16 The
Ideographic
Description
Characters
code	table.

CjkSymbolsAndPunctuation 32 The	CJK
Symbols	and
Punctuation
code	table.

Hiragana 64 The	Hiragana
code	table.

Katakana 128 The	Katakana
code	table.

Bopomofo 256 The	Bopomofo



code	table.
HangulCompatibilityJamo 512 The	Hangul

Compatbility
Jamo	code
table.

Kanbun 1024 The	Kanbun
code	table.

BopomofoExtended 2048 The	Bopomofu
Extended	code
table.

CjkStrokes 4096 The	CJK
Strokes	code
table.

KatakanaPhoneticExtensions 8192 The	Katakana
Phonetic
Extensoins
code	table.

EnclosedCjkLettersAndMonths 16384 The	Enclosed
CJK	Letters
and	Months
code	table.

CjkCompatibility 32768 The	CJK
Compatibility
code	table.

CjkUnifiedIdeographsExtensionA 65536 The	CJK
Unified
Ideographs
Extension	A
code	table.

YijingHexagramSymbols 131072 The	Yijing
Hexagram
Symbols	code
table.

CjkUnifiedIdeographs 262144 The	CJK
Unified
Ideographs



code	table.
YiSyllables 524288 The	Yi

Syllables	code
table.

YiRadicals 1048576 The	Yi
Radicals	code
table.

Lisu 2097152 The	Lisu	code
table.

Vai 4194304 The	Vai	code
table.

CyrillicExtendedB 8388608 The	Cyrillic
Extended-B
code	table.

Bamum 16777216 The	Bamum
code	table.

ModifierToneLetters 33554432 The	Modifier
Tone	Letters
code	table.

LatinExtendedD 67108864 The	Latin
Extended-D
code	table.

SylotiNagri 134217728 The	Syloti
Nagri	code
table.

CommonIndicNumberForms 268435456 The	Common
Indic	Number
Forms	code
table.

Phagspa 536870912 The	Phags-pa
code	table.

Saurashtra 1073741824 The	Saurashtra
code	table.



See	Also

Microsoft.Security.Application	Namespace
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