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	Microsoft	Word	
	Microsoft	Word

Microsoft	Word			Microsoft	Word	“”“”
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	Microsoft 	Word	



1.	 	>		>		... 	
2.	 //



1.	

2.	 	>		>		...	 (Microsoft	Word	2007 	>		>		... )

3.	

4.	

5.	

6.	



Microsoft	Word	2007	
1.	
2.	 	>		>	
3.	
4.	 	 Visual	Basic
5.	 Project	Explorer
6.	 	Visual	Basic	 	>	...
7.	 ...
8.	
9.	 	

10.	
11.	
12.	 	Word	 .

	 Microsoft	Word	
13.	 	>	 	Microsoft	Word



1.	

2.	 	>		>	

3.	

4.	 	 Visual	Basic	

	>		>	Visual	Basic	 	 Visual	Basic	

5.	

6.	 	Visual	Basic	 	>		... 	

7.	

8.	

9.	

	... 	

10.	

11.	

12.	

13.	

Normal.dot

	 Microsoft	Word	

14.	 	>	 	Microsoft	Word
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	Security	Platform			Security	Platform	Microsoft	Crypto-API
	PKCS	#11	Crypto-API		Cryptographic	Service	Providers	Trusted
Platform	Module	

Web	/
VPN
WLAN

Security	Platform	

Web	/ Infineon	TPM	Cryptographic	Provider

Infineon	TPM	RSA	and	AES
Cryptographic	Provider
	CSP

SSL/TLS

Web	/ Infineon	TPM	PKCS	#11	Provider SSL/TLS

VPN Infineon	TPM	Cryptographic	Provider

Infineon	TPM	RSA	and	AES
Cryptographic	Provider
	CSP

IPsec

VPN Infineon	TPM	Platform	Cryptographic
Provider	(Platform	CSP)

IPsec

WLAN
	LAN

Infineon	TPM	Cryptographic	Provider

Infineon	TPM	RSA	and	AES
Cryptographic	Provider
	CSP

WLAN:	IEEE	802.11
EAP-TLS
	LAN	IEEE
802.1X	EAP-TLS

WLAN Infineon	TPM	Platform	Cryptographic WLAN:	IEEE	802.11



	LAN Provider	(Platform	CSP) EAP-TLS
	LAN	IEEE
802.1X	EAP-TLS
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	SSL



“”	IIS		Active	Directory		Internet	Explorer	
	IIS		Active	Directory	
	Internet	Explorer	

	Mozilla	Firefox		PKCS	#11	
	

	Mozilla	Firefox	
	Mozilla	Firefox	
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Internet	Explorer	
	web		Internet	Explorer	

	Microsoft	TechNet		Internet	Explorer	
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	IIS	
	Windows	2000	/	XP		Internet		(IIS)		Windows	2000	/	XP	

	IIS		IIS	

IIS		Web		(SSL)	CA		SSL	

	Microsoft	TechNet	“	IIS	”“Internet	”
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	Mozilla	Firefox	
Mozilla	Firefox	
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	Mozilla	Firefox	

	Web	SSL	CA		SSL	
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VPN
VPN		InternetVPN	“”	Internet	

VPDN“”	VPN	ESPESP	NAS
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EAP

EAP		VPN	EAP	VPN

EAP	CA	Security	Platform	 	VPN		EAP	EAP	
X.509
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	VPN		EAP
Infineon	Security	Platform		 			Trusted	Platform
Module

	Security	Platform		 Cryptographic	Service	Providers	 	

	VPN		Microsoft	TechNet		Microsoft	VPN			Microsoft	
	Windows			F1	

	Internet		Intranet			VPN		VPN		Internet		Intranet	

	EAP	 	VPN			Microsoft	Windows		Microsoft
TechNet

	EAP	

	VPN	

“”	(EAP)	SmartCard	

	EAP	

	VPN			VPN		Security	Platform		 Cryptographic
Service	Providers	

	EAP
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	(WLAN)
	Security	Platform		WLAN(IEEE	802.11	EAP-TLS)		(IEEE
802.1X	EAP-TLS)			Security	Platform		Cryptographic	Service
Providers	(CSP)	

	WLAN



WLAN	

WLAN	WLAN				

	 IEEE	802.11"Wi-Fi"		Wi-Fi	 WPAWEP

1 WLAN 	Security	Platform	PC
Trusted	Platform	Module	
WLAN	 A

2 “”
WLAN		WLAN	 B

3 RADIUS Internet	IAS	Microsoft	Windows	2003	Server

RADIUS	



	WLAN		Internet	
Microsoft	Developer	Network	(MSDN)		Microsoft	Windows	
“”)
Wi-Fi	
WLANA



	Security	Platform		WLAN

	WLAN		WLAN		Trusted	Platform	Module	
Security	Platform	PC
	Security	Platform	

WLAN	
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WLAN	
	WLAN	IEEE	802.1X	Security	Platform		Cryptographic
Service	Provider		WLAN	



	WLAN	

1.	 	WLAN		Security
Platform	

2.	
WLAN	

3.	
WLAN	

	WLAN		Security
Platform	



	WLAN	 	WLAN		RADIUS		

Cryptographic	Service	Provider	
	Cryptographic	Service	Provider	
	CSP( Infineon	TPM	Cryptographic	Provider		 Infineon
TPM	RSA	and	AES	Cryptographic	Provider)
	Platform	CSP( Infineon	TPM	Platform	Cryptographic
Provider)
	Platform	CSP



	WLAN	

	WLAN		WLAN			WLAN	
	WLAN	

	Microsoft	Windows	“”	WLAN	

-	 	IEEE	802.1x	
-	 EAP	
-	
-	

	



	WLAN	

	WLAN		WLAN	
	WLAN	
	Microsoft	Windows	“”	WLAN	
“”
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	(FAQ)
	Infineon	Security	Platform	

	Infineon	Security	Platform	

	Internet	Explorer	

	EFS	

	EFS	

	Infineon	Security	Platform		Infineon	Security	Platform	

	

	EFS		EFS		Windows	

	Infineon	Security	Platform	

	Windows	

	Infineon	Security	Platform		 \%AppData%\Infineon\TPM
Software	2.0	

	Security	Platform	 	 .

	Infineon	Security	Platform	

	Trusted	Computing	Management	Server	



	Infineon	Security	Platform	

	Security	Platform		Infineon	Security	Platform	
BIOS		Trusted	Platform	Module

	Security	Platform		Infineon	Security	Platform	

	XML		 SPSystemBackup.xml		 SPSystemBackup

	Security	Platform		Security	Platform	

i)	Windows	7		Vista 	\%ALLUSERSPROFILE%\Infineon\TPM	Software
2.0\RestoreData\<Machine	SID>\Users\<User	SIDs>\SHTempRestore.xml

ii)	Windows	XP	ProfessionalWindows	2000	
\%ALLUSERPROFILE%\<Application	Data>\Infineon\TPM	Software
2.0\RestoreData\<Machine	SID>\Users\<User	SIDs>\SHTempRestore.xml

i)	Windows	7		Vista \%ALLUSERSPROFILE%\Infineon\TPM	Software
2.0\PlatformKeyData
IFXConfigSys.xml
IFXFeatureSys.xml
TCSps.xml
TPMCPSys.xml

ii)	Windows	XP	ProfessionalWindows	2000	 \%ALLUSERPROFILE%\
<Application	Data>\Infineon\TPM	Software	2.0\	PlatformKeyData
IFXConfigSys.xml
IFXFeatureSys.xml
TCSps.xml
TPMCPSys.xml



i)	Windows	7		Vista
\%ALLUSERSPROFILE%\Infineon\TPM	Software	2.0\BackupData\<Machine
SID>\System\SHBackupSys.xml
\%ALLUSERSPROFILE%\Infineon\TPM	Software	2.0\BackupData\<Machine
SID>\Users\<User	SIDs\SHBackup.xml
ii)	Windows	XP	ProfessionalWindows	2000	
\%ALLUSERPROFILE%\<Application	Data>\Infineon\TPM	Software	2.0\
BackupData\<Machine	SID>\System\SHBackupSys.xml
\%ALLUSERPROFILE%\<Application	Data>\Infineon\TPM	Software	2.0\
BackupData\<Machine	SID>\Users\<User	SIDs\SHBackup.xml

	\%AppData%\Infineon\TPM	Software	2.0\UserKeyData\TSPps.xml

TPM	Cryptographic	Service	Provider	 	\%AppData%\Infineon\TPM
Software	2.0\UserKeyData\TPMcp.xml

TPM	PKCS	#11	Provider	 	\%AppData%\Infineon\TPM	Software
2.0\UserKeyData\TPMck.xml

\%AppData%\Infineon\TPM	Software	2.0\UserKeyData\
IFXConfig.xml
IFXFeature.xml

:
HKEY_LOCAL_MACHINE\SOFTWARE\Infineon\TPM	Software
HKEY_CURRENT_USER\Software\Infineon\TPM	software

	 Personal	Secure	Drive		Personal	Secure	Drive	
[HKEY_LOCAL_MACHINE\SOFTWARE\Infineon\TPM	Software\PSD]
[HKEY_CURRENT_USER\SOFTWARE\Infineon\TPM	Software\PSD]	

Personal	Secure	Drive	
x:\Security	Platform\Personal	Secure	Drive\System	Data
	x:	Personal	Secure	Drives		Personal	Secure	Drive		Personal
Secure	Drive	

	Trusted	Platform	Module	
	 C:\WINDOWS\Tasks\Security	Platform	Backup	Schedule)



	Internet	Explorer	

	Internet	Explorer		Internet	Explorer	

	EFS	

	EFS		EFS	

	EFS	

	EFS		 Cryptographic	Service	Provider		EFS	

	Infineon	Security	Platform		Infineon	Security	Platform	

Infineon	Security	Platform		Infineon	Security	Platform	

	 Infineon	Security	Platform		Infineon	Security	Platform	
Infineon	Security	Platform		Infineon	Security	Platform	

	Infineon	Security	Platform		Security	Platform	 “ ”	.

	Security	Platform	
	Trusted	Computing	Management	Server	

	 	Security	Platform	

	Infineon	Security	Platform	

	Security	Platform	

		Trusted	Computing	Management	Server	



	

Platform	

	GeneratePubKeyArchive.vbs 	
'GeneratePubKeyArchive.vbs	<Full	path	to	Token.xml>	<Full	path	to
PubKeyArchive.xml>	
'The	<Full	path	to	Token.xml>	can	be	one	of	the	following	tokens:
'	-	SPPwdResetToken.xml	
'	-	SPEmRecToken.xml	
'	-	SPGenericToken.xml	
'The	<Full	path	to	PubKeyArchive.xml>	is	the	output,	which	contains	the	public
key	extracted	from	the	input	token:
'	-	SPPwdResetTokenPubKeyArchive.xml	
'	-	SPEmRecTokenPubKeyArchive.xml	
'	-	SPGenericTokenPubKeyArchive.xml	
'For	usage	by	the	"Use	public	key	of	Emergency	Recovery	Token	from	archive"
policy:
'	-	SPEmRecTokenPubKeyArchive.xml	
'	-	SPGenericTokenPubKeyArchive.xml	
'For	usage	by	the	"Use	public	key	of	Password	Reset	Token	from	archive"
policy:
'	-	SPPwdResetTokenPubKeyArchive.xml	
'	-	SPGenericTokenPubKeyArchive.xml	
'Be	sure	to	specify	the	full	path	e.g.:
'	GeneratePubKeyArchive.vbs	"c:\tmp\SPGenericToken.xml"
"c:\tmp\SPGenericTokenPubKeyArchive.xml"	
If	WScript.Arguments.Count	<>	2	Then	
				WScript.Echo	"Usage:"	&	Wscript.ScriptName	&	"	""<Full	path	to
Token.xml>""	""<Full	path	to	PubKeyArchive.xml>"""	
				WScript.Quit	
End	If	
Set	MPBase	=	WScript.CreateObject("IfxSpMgtPrv.MgmtProvider")	
Set	MPToken	=	MPBase.GetInterface(10)	



'	CreationFlags:keep	existing	file	=	0,	overwrite	existing	file	=	1	
CreationFlags	=	0	
ReservedFlag	=	0	
MPToken.CreatePublicKeyFile	WScript.Arguments(0),	WScript.Arguments(1),
CreationFlags,	ReservedFlag	
'Error	Handling	if	failing	to	be	added	here	
WScript.Echo	"Done"

		Trusted	Computing	Management	Server	
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	Infineon	Security	Platform	

	Trusted	Platform	Module

	Infineon	Security	Platform	Infineon	Security	Platform	

	Infineon	Security	Platform	

	EFS		Infineon	Security	Platform	

	EFS	

	EFS	

	EFS		Windows	Home	
EFS

	Trusted	Platform	Module

	Security	Platform		Security	Platform

Infineon	Security	Platform	("Storage	Root	Key",	SRK)		Trusted
Platform	Module“”

	 Security	Platform	

	Security	Platform		Infineon	Security	Platform	

	Security	Platform	

		Trust	Domain		Security	Platform		Trust	Domain

	Infineon	Security	Platform	Infineon	Security	Platform	

	Security	Platform		Security	Platform	 	Security	Platform	

	Trust	Domain		Trusted	Platform	Module		Infineon	TPM
Professional	Package		Trusted	Domain	Server		Windows	Vista	
Platform	Module	(TPM)	Management	



	Infineon	Security	Platform	

	Trusted	Platform	Module		Security	Platform	

Infineon	Security	Platform	

Infineon	Security	Platform		 Infineon	Security	Platform	

	ID

		Trusted	Computing	Management	Server	

	EFS		Infineon	Security	Platform	

	EFS	

	EFS	“”	%AppData%	
EFS	

	Microsoft	Developer	Network	(MSDN)	

	EFS	

	EFS	

	Infineon	Security	Platform	

	Windows	2000 	Security	Platform	
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Infineon	Security	Platform	
Infineon	Security	Platform	



	Microsoft	
	 Microsoft		Security	Platform		Security	Platform
	Trusted	Platform	Module	
	(EFS)		Personal	Secure	Drive	(PSD)	



	PKCS	#12		Security	Platform

	Security	Platform		Trusted	Platform	Module	

	EFS		PSD	CA



	 EFS	

...	 CA
	 	CA	
	EFS		PSD	

... 	 EFS	
	EFS		EFS	PSD

	URL



	 	EFS		PSD

	 	PC	

	
		
	
	

“”	EFS		PSD	

	...

	... 	PKCS	#12		Security	Platform	PKCS	#12	

	Trusted	Platform	Module	

	

	 Infineon	TPM	Cryptographic	Provider

	PKCS	#11	 	PKCS	#11		Security	Platform

	 	Trusted	Platform	Module	

	Microsoft	

	 	PC	
	EFS		PSD	Trusted	Platform	Module	



	

	

	... CA

		 EFS		web	

	
Security	Platform		Microsoft	CA	CA

	
	CA	
	CA

	 EFS	
	CA
EFS 	EFS	

	 	EFS		PSD	

	 	EFS		PSD	



	-		-	... 	Security	Platform	

	Security	Platform		EFS		PSD 	-	 ...	
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“”“” 	-	 	-	...
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