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Server	Integration	Services				 ReadmeServerIntegrationServices.txt
.				 	 	 	 		Client	Side	Control	Agent		.
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		Security	Platform		
Infineon	Security	Platform		 Windows	2000/Windows	XP				 	
PKCS	#11			PKI	 	.			 	 	,								
,	Infineon	Security	Platform									.

						.

Personal	Secure	Drive(PSD)

		(EFS)

		

Microsoft	Word		
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					(PKI)
		Security	Platform								.				
			(CA)									(PKI)			.

	 Security	Platform		/	 		.

								PKI	
					.

	

Windows						(PKI)

PKCS	#11				
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				ID									ID				
					.

							.
		
	
			
			
		CA	
		CA	

													.

		(				)
		(:	,	,		)

				(Certificate	Authority:	CA)					3			
.		CA		 	 				.										
														.
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	CA			
Microsoft							 	ID 		.		ID			
VeriSign		Thawte					(CA)							
								.

	CA									.
														
													
										

CA								.		CA	CA				
Certificate	Practices	Statement(CPS)	.		CA						CA
			CPS			.

CA						.
CA											?
		CA?				CA				.				CA	
				.
CA							?
CA												?				
				,								.
CA					?

			CA				CA			.		CA				.

Security	Platform				 		 	
				.

										.
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Windows						(PKI)
Microsoft	Windows	2000			Windows						(PKI)	.
																			
		Windows						.	

																		
.	,														.

PKI		(DC)		Kerberos	Key	Distribution	Center(KDC)			
Windows								.	,	PKI						
											.								
							,	,										
		,	,					 .	Windows	2000		Windows	NT	4		
													.
								,							.			
												.

Microsoft	PKI								Microsoft	TechNet	.

		PKI						.
Active	Directory	
		
			
	

																		.
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Active	Directory	
Active	Directory	Microsoft	Windows	2000			.			Windows
2000				.	Active	Directory		,	,					
											.

CA		,								Active	Directory			PKI	
		Active	Directory		.

	Active	Directory				.	"Active	Directory			"		
,	,													.

Active	Directory				Microsoft	TechNet	.

PKI				 		 		.
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	(CA)				(PKI)						.				
			.	CA													
.	CA			CA					CA		.	(	CA			
						CA	).

Windows	2000					,		,			CA				
			CA		.

Windows	2000						CA			.			CA			
					.		CA					,		CA			
					.

	CA	Windows	2000			,						.	,		CA
											.						
										.

Windows	2000											CA		.
Windows	2000									CA		.

: 		CA										.						
Active	Directory	CA		.			CA					Active
Directory	DNS			.

		CA			Microsoft	TechNet	.

PKI				Security	Platform				 		 				 	
		 	.
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		 							Active	Directory				(CSP)
				.					Security	Platform				
						.



Active	Directory						?
1.	 ADSI	Edit		

			Active	Directory	Services	Interface	(ADSI	)			
.			Windows	2000	Server			CD	Support\Tools			
		Microsoft		.					Setup		.	Windows	2000
											Windows	2000			CD
Support\Tools			Readme.doc		.	ADSI	Edit				
Microsoft	Windows	2000	Resource	Kit			.

2.	 ADSI	Edit	

Adsiedit.msc(ADSI	Edit	MMC	)						.		
							"		"				.			
mmc.exe			ADSI	Edit										
			.		ADSI	Edit						.

3.	 			

			Adsiedit.msc				:
CN=<	>,	CN=	,	CN=		,	CN=,	CN=,	DC=<	>.

4.	 			

			 CN=User								 .

		:	 pKIDefaultCSPs.

	:
		:	 <n>,Infineon	TPM	Cryptographic	Provider	(	 <n>
		).

: 							:
1,Microsoft		Cryptographic	Provider	v1.0
2,Microsoft	Base	Cryptographic	Provider	v1.0

		:
3,Infineon	TPM	Cryptographic	Provider

				 							.



		(CA)		 Security	Platform				 		.

: 				 Security	Platform				 		 					
		Active	Directory			.
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														.			
												.					
											.	

			Security	Platform				 		 							
.

Microsoft					 	
Microsoft	Windows						
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MMC(Microsoft	Management	Console)			
				CA		Windows						.
1.	 Microsoft					

Microsoft												.
	

2.	 			
					 		 		... 		 		 	.
	

3.	 		
				.
	

4.	 		 		 		.		Security	Platform				 		 		
					.

				.
	

5.	 Security	Platform												.
			CSP				.
	

Security	Platform								
	 		 		.

				.
6.	 				.

				.
7.	 				.

				.
	

8.	 					.
		
						.
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		Microsoft	Windows								Microsoft	CA		
			(:	Microsoft	Windows	Server	2003).

	CA							.
1.	 Internet	Explorer		Internet	Explorer							.	

	 		 				.
	

2.	 		
		 		 				.
	

	 												.			
Security	Platform				 		 							
.

									 	 	.

							.
CSP: MS				V1
	: CSP	
			: 	
	: 	GUID

	 MS				V1 	.

Security	Platform												.
			CSP								GUID.

Security	Platform								
	 		 		.

					.

						.

		 							.
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PKCS	#11			(PKI)
PKCS	#11					,						.	PKCS	#11		
													.				
											.		PKCS	#11			
													.

PKCS	#11															
.

PKCS	#11									.						
PKCS	#11							.

PKI			PKCS	#11													
												.	PKCS	#11				
				.											.		
			LDAP(Lightweight	Directory	Access	Protocol)		.

Windows	2000	/	XP		PKCS	#11							3				
	.	Infineon	 Security	Platform									
Trusted	Platform	Module		PKCS	#11				.

									.										
							.

	PKCS	#11				PKCS	#11										
.

												PKCS	#11				
							.											
					.
																.		
								.

							,								.			
													.

	PKI					.
		
	3				
Infineon	Security	Platform	PKCS	#11			 Mozilla	Firefox
					 	



															.

PKCS#11	DLL	(ifxtpmck.dll)		Security	Platform				
	Security	Platform					PKCS#11			Security
Platform									.				
	.			 ifxtpmck.dll						.
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Mozilla	Firefox	PKCS	#11	
PKCS	#11				PKI										.	
				.	Infineon	 Security	Platform			Infineon	Security
Platform							PKCS	#11	(		)	.			
						 Trusted	Platform	Module	.

Mozilla	Firefox			PKCS	#11			.							
	.

Infineon	Security	Platform					PKCS	#11		Mozilla	Firefox
		.									PKCS	#11				.		
/						.



Mozilla	Firefox	
1.	 Mozilla	Firefox	.

2.	 	>	.... 	.			.

3.	 		 	 	.

4.	 						 		 		.

5.	 	 				.									.	 		 	
				.					Infineon	Security	Platform			
									 	 		.						

		.

6.	 		.
			 		 		.



		
		Mozilla	Firefox						.

1.	 						 	 	.

2.	 		.						.							.	
					.

3.	 						.

4.	 	 			PKCS	#11					.

5.	 				.			 	IfxTPMCK.dll		.		PATH		
						 	 					.	 				.

6.	 			 	 										.
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														.			
													.				
													.	

			Security	Platform				 		 							
.

Sun		 	
PKCS	#11			CA
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Sun							
	iPlanet	CA						.				(Windows	2000	/	XP,
Unix,	Linux,	...)			.

PKCS	#11								.



Mozilla	Firefox		
1.	 Mozilla	Firefox			.

2.	 Mozilla	Firefox	.

3.	 				.							.
						1025	SSL								
.	 https://your_server_name:1025.

4.	 							.

5.	 										.						.

					 				 	.

		 					 	.

						 				 	.

: 												.

								:

1.	 	>	... 	 	 				.

2.	 	 					 	 	.

3.	 								.

																
	.

							/	 								
			.

																
	.
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PKCS	#11			CA		
	CA								.

						. Sun		 .				.			CA		
			 	 .

														.
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Personal	Secure	Drive	
Personal	Secure	Drive(PSD)					.	 		 			
Personal	Secure	Drive			.

Personal	Secure	Drive						.	,	Personal	Secure	Drive
															.	Personal	Secure
Drive							.

Personal	Secure	Drive							.
1.	 	
2.	 				



Personal	Secure	Drive		 	AES		RSA								
.	Personal	Secure	Drive					.	Personal	Secure	Drive	
				Personal	Secure	Drive			.		Personal	Secure
			.		Personal	Secure	Drive								
.									.					.

				: 				
PSD	.	
						PSD		
					.



	
		PSD		Trusted	Computing	Management	Server		.	,	PSD		
						(	 		 	).

PSD					.

	(:	USB		)	PSD	.		PSD							.

	(:			)	PSD						PSD				
PSD									( Security	Platform				
).						PSD					.
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Personal	Secure	Drive		
													.	Personal	Secure
Drive																
			.	 Personal	Secure	Drive		:

		AES(Advanced	Encryption	Standard)					

RSA					

		-			/	

							-								.



			
Personal	Secure	Drive													
.	 Personal	Secure	Drive	:

	:	Personal	Secure	Drive		Windows			.

						

Microsoft			(EFS)	



Trusted	Platform	Module				
Personal	Secure	Drive					( Trusted	Platform	Module(TPM)
	.	 Personal	Secure	Drive											
										PC	""	.	
Module													.



Personal	Secure	Drive		
		PC		

Trusted	Platform	Module							

			

Windows					Personal	Secure	Drive					.

				/										.

															.

	 ©Infineon
Technologies	AG



Infineon	Security	Platform		-	PSD			PSD	



Personal	Secure	Drive			
Personal	Secure	Drive		()	()								
.

PSD				.	PSD			.	PSD		PSD			
							.



PSD		
				 ,	Personal	Secure	Drive	-	. 			PSD	(
Personal	Secure	Drive		)		 Personal	Secure	Drive	-	<	:	>	-

(			Personal	Secure	Drive		).

			Windows	Explorer	PSD	.



			PSD		
Windows				PSD					.

				 ,	Personal	Secure	Drive	-			 (	Personal	Secure
Drive		)		 Personal	Secure	Drive	-	<	:	>	-			 (	
	Personal	Secure	Drive		).				 		 					.



PSD		
				 	Personal	Secure	Drive	-	.			PSD	(	Personal
Secure	Drive		)		 Personal	Secure	Drive	-	<	:	>	-		
		Personal	Secure	Drive		).



PSD		
PSD			Security	Platform				 	 	.



PSD		
PSD						Personal	Secure	Drive				.		
		PSD						.

PSD				

	Personal	Secure
Drives

				Personal	Secure	Drive				
.				.							
.
"F5"							.

					 	Personal	Secure	Drive			PSD			
				.
PSD								.

	 	 	.

	 PSD			PSD						.
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Personal	Secure	Drive	
		Personal	Secure	Drive				.



Personal	Secure	Drive		 Infineon	Security	Platform		 	.



Personal	Secure	Drive			
Personal	Secure	Drive												.		
																.		
					.

,												7				"	"
.											.

											Windows		
HKEY_LOCAL_MACHINE\Software\Infineon\TPM

Software\PSD\DLSkip	.										.

: 					7.					9.			9					9	
.
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Personal	Secure	Drive	
Personal	Secure	Drive			PSD					PSD				.	
						.							
Edition				(:	Windows	XP	Home	Windows	XP	Professional
	Windows	Vista	Basic	Home	Windows	Vista	Home	Premium)	Home	
								"PSD					"			PSD	
		.

PSD			:
		PSD				.
	PSD						.

	PSD								
PSD		 				.



PSD					
PSD
	

EFS		
Windows
editions

EFS	
Windows	editions

	PSD		
	.	PSD	
	PSD		
		.
		PSD	
			
	.

EFS			
.
		 Microsoft
				 .
PSD		PSD	
			
.

	
	
	
:

	

	PSD
	

1.	PSD	

2.				
	PKCS	#12	
		
PKCS	#12	
			
	.	
:	 PSDRecovery
/R:filename

3.	PSD		
:	
:	 PSDRecovery
/A:filename.CER
[/ID:driveID]

:	 	2		
			1	
		.

1.	PSD	

2.	Microsoft		
		EFS		
	:	
:	 secpol.msc

3.	PSD	 	

:	
	2			
	1		.	
		3		
	.	
Windows	2000
EFS			
	.	Windows	7,
Windows	Vista	
Windows	XP
Professional	



		.

		
	
	
	

PSD		
			.	
:	 PSDRecovery
/V	[/ID:driveID]

Microsoft		
	EFS			
:	
:	 secpol.msc

		
	
	

PSD		
			
.	
:	 PSDRecovery
/D:[name]
[number]
[/ID:driveID]

Microsoft		
	EFS			
:	
:	 secpol.msc

PSD
	
	
:

								
			.	(,		PKCS	#12
	 	.)
Personal	Secure	Drive			
.
			Personal	Secure	Drive
					.

	PSD
	
	
	

Personal	Secure	Drive			
			(		 *.FSF).	
*.FSF							
					.

				 PSD				
		.	 PSDRecovery	/L

	PSD
	 PSD				

.	
PSD				
PSD				.	
					
		.	
:	 PSDRecovery
/M:DriveImageFile.FSF
[X:]



PSD				
PSDRecovery.exe	EFS	 cipher.exe			.

				.

PSDRecovery	/A:filename.CER	[/ID:driveID]
EFS			Windows	editions	.

	*.CER				Personal	Secure	Drive							
.

filename.CER .CER				

/ID:driveID :			ID		Personal	Secure	Drive		
	.

PSDRecovery	/D:name	[/ID:driveID]
PSDRecovery	/D:number	[/ID:driveID]
Windows	Home	editions	.

	PSD							.				( PSDRecovery	/V	
	)		.

name PSDRecovery	/V						

number PSDRecovery	/V							

/ID				Personal	Secure	Drive				.

PSDRecovery	/L

	Personal	Secure	Drive		ID,							.	PSD		
						.

PSDRecovery	/M:DriveImageFile.FSF	[X:]

PSD							.

DriveImageFile.FSF PSDRecovery	/L				PSD				

X 									().		
									.



PSDRecovery	/R:filename
Windows	Home	editions	.

PSD							*.PFX	(				)		*.CER	(
)	.

filename 			(				).	
								.				
			.

PSDRecovery	/V	[/ID:driveID]
Windows	Home	editions	.

	PSD				.								.		,		
					.

/ID				Personal	Secure	Drive				.
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		(EFS)
		(EFS)	NTFS					.				NTFS			
							.	EFS							(		)
					.							.						
					.

																		
					.
:

								.									.
EFS	Windows	Home	editions		.
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EFS	
	EFS			Microsoft				.				Microsoft	EFS		
.	Microsoft					Windows							.		
F1					.

								.										
		.

					.						.

									.

											.

							.											
							.

EFS				.			TCP/IP						(IPSec)	
PPTP								.

:	 EFS	Windows	Home	editions		.
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		(EFS)	
EFS									.								
EFS				.



		
NTFS							.	
	Windows	2000	XP						NTFS						
				.								NTFS				.

FAT					.	
		FAT						.										
	.											FAT						
			(			).

						.	
Windows										EFS				.	
																.	
				 	 	.

							.	
										.							
			.										.					
								.



		
										.

		.			Microsoft	EFS.

						.											.

												.					
					.

		EFS							.

			 	 						.							.

		EFS					.			Microsoft	EFS.	Microsoft		
			Windows							.			F1				
	.

EFS				 	 		.
:	 EFS	Windows	Home	editions		.
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						.												
			.														
							.

		 	 			 Microsoft	Windows	Mail/Outlook		 Mozilla
Thunderbird				.
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Windows	Mail/Outlook	Express/Outlook			
		 Windows	Mail/Outlook	Express/Outlook					 	 		
								.
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	Outlook/Windows	Mail/Outlook	Express								
					.	,									.

: 																		
.

	Windows	Mail/Outlook	Express

	Outlook	2007

	Outlook	2003

	Outlook	XP

	Outlook	2000
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	Windows	Mail/Outlook	Express

	Outlook	2007

	Outlook	2003

	Outlook	XP

	Outlook	2000
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										(					)	.
																	.

	Windows	Mail/Outlook	Express

	Outlook	2007

	Outlook	2003

	Outlook	XP

	Outlook	2000

														.			
					,													
			.
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Mozilla	Thunderbird			
		Mozilla	Thunderbird					 	 						
				.
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Mozilla	Thunderbird													
.												.

: 																	
.



Mozilla	Thunderbird
1.	 Mozilla	Thunderbird	.

2.	 	>		... 					.

3.	 			 			.

4.	 						 	 			 ... 		.					
		.				 			 ()			.

5.	 		 					.

A.	 					 		(			) 	.

B.	 					 (						) 	.

PKCS	#11			 Mozilla	Firefox		PKCS	#11	 		.
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Mozilla	Thunderbird					
1.	 Mozilla	Thunderbird	.

2.	 	 		 		 	 >			>	 	 					.

3.	 			 	 				.

4.	 					 									.

5.	 			 		.

6.	 			 		 >					.				 			 	
.							.
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Mozilla	Thunderbird				
1.	 Mozilla	Thunderbird	.

2.	 	 		 		 	>			>	 						.

3.	 			 	 				.

4.	 					 									.

5.	 			 		.

6.	 			 		 >					.				 		 	.	
							.						.
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Microsoft	Word		
Microsoft	Word														
						.												
															.

				Microsoft	Word	2000	Microsoft	Word	XP	.

	 ©Infineon
Technologies	AG



Infineon	Security	Platform	



			Microsoft	Word	
				Microsoft	Word		.									.

Microsoft	Word				,										
.																		.
Microsoft	Word													.	
													.
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Microsoft	Word					

	
1.	 				 >>... 	.

2.	 			:	 //.



		
1.	 	 				.

2.	 >>		...	.	 (Microsoft	Word	2007		:		>		>		
	...	).

3.	 	 			.

4.	 			 				.

5.	 		.

6.	 	 	.



Microsoft	Word	2007	()		
1.	 											.
2.	 >		>	 	 ,	.			.
3.	 			.							.
4.	 			 Visual	Basic		.				.
5.	 Project	Explorer	 			.
6.	 Visual	Basic		 	>		... 		 	 		.
7.	 ... 					.
8.	 			.
9.	 							.	

: 								.	 				.
10.	 						.
11.	 						.
12.	 								Word		.	

:	 Microsoft	Word													
	.

13.	 	>		 	Microsoft	Word	 .



()		
1.	 								.

2.	 >>	 	 			.

3.	 	 	 	.		,	,					 .

4.	 			 Visual	Basic		.			 .

: Visual	Basic		 >>Visual	Basic	Editor				.

5.	 			 	 	.

6.	 	 				Visual	Basic		 >	 ... 	.

7.	 	 				 	.

8.	 			.

9.	 						 	 	.

: 						 ... 	.	 					.

10.	 					.

11.	 			 	 			.

12.	 			 	 			.

13.	 		 			 	.

: 	 		 (Normal.dot			 			 		)			.	

Microsoft	Word						 							.

14.	 Microsoft	Word	 	 >	.
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Security	Platform								.	Security	Platform		
(,	Microsoft	Crypto-API		PKCS	#11	Crypto-API		Cryptographic
Service	Provider)							Trusted	Platform	Module	
.

				.
	/	(	)
	(VPN)
	LAN(WLAN)			LAN

													.

						.

	 Security	Platform		

	/
(	)

Infineon	TPM	Cryptographic	Provider
	
Infineon	TPM	RSA		AES
Cryptographic	Provider
(	CSP)

SSL/TLS

	/
(	)

Infineon	TPM	PKCS	#11	Provider SSL/TLS

VPN Infineon	TPM	Cryptographic	Provider
	
Infineon	TPM	RSA		AES
Cryptographic	Provider
(	CSP)

IPsec

VPN Infineon	TPM	Platform	Cryptographic
Provider(Platform	CSP)

IPsec

WLAN	
	
LAN

Infineon	TPM	Cryptographic	Provider
	
Infineon	TPM	RSA		AES
Cryptographic	Provider

WLAN:	IEEE
802.11	EAP-TLS
	LAN:	IEEE
802.1X	EAP-TLS



(	CSP)

WLAN	
	
LAN

Infineon	TPM	Platform	Cryptographic
Provider(Platform	CSP)

WLAN:	IEEE
802.11	EAP-TLS
	LAN:	IEEE
802.1X	EAP-TLS

										.
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														.				
		.															
.																	
		.														.



	
															ID				
	.																	
		.

													.						
											.								
													.					
	ID	.									ID	.					
			ID				 	 	.									
				 	 	.

																(:	SSL)	
			.

														.



			
									.				ID					
											.

																.			
											,			.				
										.

								.									
			.

									.		IIS	Active	Directory		
			Internet	Explorer						.

IIS	Active	Directory			
Internet	Explorer		 	

Mozilla	Firefox	PKCS	#11								.

Mozilla	Firefox				
Mozilla	Firefox		
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Internet	Explorer		
														Internet	Explorer
								.

Internet	Explorer						Microsoft	TechNet	.
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IIS		Active	Directory				
Windows	2000	/	XP					Windows	2000	/	XP	Active	Directory	
	Internet	Information	Services(IIS)				.

																		
			IIS			Active	Directory					.				
	Active	Directory				.							IIS		
.

:	 IIS							Secure	Sockets	Layer(SSL)		.	
CA				.		SSL											
					.

"IIS		Active	Directory				"		"Internet	Information	Service"
			Microsoft	TechNet	.
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Mozilla	Firefox		
						Mozilla	Firefox								
				.

																	.
								.

																.	 	
			 							.
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Mozilla	Firefox				
													.					
		.														.

																		
.																	
	.																.

		: 	(	)									.			
																	.

: 				SSL(Secure	Sockets	Layer)						CA	
	.		SSL														
.
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	(VPN)
VPN								(	)		.				
		VPN										""		.

						(VPDN)	,				'		LAN'		.
									,					VPN			
		(ESP)		.	ESP			(NAS)						
	.
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				(EAP)
				(EAP)				(Virtual	Private	Network)			
.

EAP	VPN				.	EAP									
									(VPN)					.

EAP		(CA)	 Security	Platform					.	 VPN	EAP
						EAP						(X.509)			.
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EAP			VPN	
Infineon	Security	Platform	Solution								.	
					 		.											
		.			Trusted	Platform	Module		.

			Security	Platform				 		 				.	
			 	 	.										.

VPN					Microsoft	TechNet		Microsoft	VPN			.
Microsoft					Windows							.			F1
				.

	(VPN)					.	VPN					VPN			
					.

EAP						.					 	 		VPN			
	.										Microsoft	Windows		
Microsoft	TechNet	.

			EAP			.						.

	VPN							.

				SmartCard												
	(EAP)		.

			EAP		.

							VPN					.	VPN			
Security	Platform				 		 					.

			EAP					.
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	LAN(WLAN)
Security	Platform			WLAN(IEEE	802.11	EAP-TLS)			LAN(IEEE
802.1X	EAP-TLS)							.		Security	Platform		
			(CSP)						.

		WLAN		.



WLAN	

	LAN(WLAN)												.
WLAN									.						
	()							.		LAN			.	
													.

	 IEEE	802.11(	,	"Wi-Fi")		LAN			.			
	Wi-Fi	Protected	Access( WPA)		Wired	Equivalent	Privacy( WEP)	
.

1 WLAN 	Security	Platform	PC.
Trusted	Platform	Module				.
WLAN						( A)	.

2 	 ""	.
WLAN			WLAN			( B)	.

3 RADIUS 	,	Microsoft	Windows	2003	Server		Internet
Authentication	Service(IAS).
RADIUS				.



		

		WLAN							.
Microsoft	Developer	Network(MSDN)		Microsoft	Windows	("	
"	)
Wi-Fi	
	LAN	(WLANA)



Security	Platform			WLAN	

	:
WLAN						WLAN		Trusted	Platform
Module		Security	Platform	PC	.
Security	Platform					.

WLAN	
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WLAN	
		WLAN		.		LAN(IEEE	802.1X)			Security	Platform
	(Cryptographic	Service	Provider	)	WLAN		.



WLAN				
	

1.		
	

WLAN			Security
Platform	

2.	WLAN	
	

3.	WLAN	
	

WLAN			Security
Platform	



			

WLAN							 	.	WLAN		RADIUS		
				.	 	 					.

			:
									.
			CSP( Infineon	TPM	Cryptographic	Provider	
Infineon	TPM	RSA	and	AES	Cryptographic	Provider)	.
				CSP( Infineon	TPM	Platform	Cryptographic
Provider)	.
	CSP			Administrators				.



WLAN		

	WLAN			WLAN			.			WLAN				
			.
				 	 		WLAN				.
Microsoft	Windows			("	"	)	WLAN				
	.
		 		.
-				IEEE	802.1x		 	.
-	EAP		 				 .
-		 			 	.
-							 			 			.

					Administrators				.



WLAN		

WLAN			WLAN			.
				 	 		WLAN				.
Microsoft	Windows			("	"	)	WLAN		.
"			"				.
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		(FAQ)			
		(FAQ)
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			(FAQ)
Infineon	Security	Platform			?

								?

Infineon	Security	Platform					?				?

						?

Internet	Explorer								.			.

									.				EFS				?
			?

EFS					.											?		
			?

		Infineon	Security	Platform				?				Infineon
Security	Platform								?

						(			)?

								?	

EFS		Windows	editions	EFS	
	.

Infineon	Security	Platform			?

									.

							Windows			.					
					.							.

					Infineon	Security	Platform					
\%AppData%\Infineon\TPM	Software	2.0		.

Security	Platform											.	 		
			?	 .

		Infineon	Security	Platform										
					.



								?

		.						.										
.

	 			Trusted	Computing	Management	Server				
	.

Infineon	Security	Platform					?				?

										.			Security	Platform	
					.			Infineon	Security	Platform				
						.				BIOS	Trusted	Platform	Module	
.

								.								.

						?

Security	Platform							.							
									.		Infineon	Security	Platform	
							.

														.

		:	 							.								
				XML			:	 SPSystemBackup.xml		
SPSystemBackup	.											.

		:	 	Security	Platform			Security	Platform		.

			:
i)	Windows	7		Vista:	 \%ALLUSERSPROFILE%\Infineon\TPM	Software
2.0\RestoreData\<Machine	SID>\Users\<User	SIDs>\SHTempRestore.xml

ii)	Windows	XP	Professional,	Windows	2000					:
\%ALLUSERSPROFILE%\<Application	Data>\Infineon\TPM	Software
2.0\RestoreData\<Machine	SID>\Users\<User	SIDs>\SHTempRestore.xml

					:

i)	Windows	7		Vista:	 \%ALLUSERSPROFILE%\Infineon\TPM	Software



2.0\PlatformKeyData
IFXConfigSys.xml
IFXFeatureSys.xml
TCSps.xml
TPMCPSys.xml

ii)	Windows	XP	Professional,	Windows	2000					:
\%ALLUSERPROFILE%\<Application	Data>\Infineon\TPM	Software	2.0\
PlatformKeyData
IFXConfigSys.xml
IFXFeatureSys.xml
TCSps.xml
TPMCPSys.xml

			:

i)	Windows	7		Vista:	
\%ALLUSERSPROFILE%\Infineon\TPM	Software	2.0\BackupData\<Machine
SID>\System\SHBackupSys.xml
\%ALLUSERSPROFILE%\Infineon\TPM	Software	2.0\BackupData\<Machine
SID>\Users\<User	SIDs\SHBackup.xml
ii)	Windows	XP	Professional,	Windows	2000					:	
\%ALLUSERSPROFILE%\<Application	Data>\Infineon\TPM	Software
2.0\BackupData\<Machine	SID>\System\SHBackupSys.xml
\%ALLUSERSPROFILE%\<Application	Data>\Infineon\TPM	Software
2.0\BackupData\<Machine	SID>\Users\<User	SIDs\SHBackup.xml

		:	 \%AppData%\Infineon\TPM	Software	2.0\UserKeyData\TSPps.xml

TPM	Cryptographic	Service	Provider	:	 \%AppData%\Infineon\TPM
Software	2.0\UserKeyData\TPMcp.xml

TPM	PKCS	#11		:	 \%AppData%\Infineon\TPM	Software
2.0\UserKeyData\TPMck.xml

		:	 \%AppData%\Infineon\TPM	Software	2.0\UserKeyData\
IFXConfig.xml
IFXFeature.xml

	:	
HKEY_LOCAL_MACHINE\SOFTWARE\Infineon\TPM	Software
HKEY_CURRENT_USER\Software\Infineon\TPM	software



Personal	Secure	Drive						Personal	Secure	Drive			
	.	
[HKEY_LOCAL_MACHINE\SOFTWARE\Infineon\TPM	Software\PSD]	
[HKEY_CURRENT_USER\SOFTWARE\Infineon\TPM	Software\PSD]

Personal	Secure	Drive	:	 					.	
x:\Security	Platform\Personal	Secure	Drive\System	Data
	x:	Personal	Secure	Drive		.			Personal	Secure	Drive			
						Personal	Secure	Drive							.

:	
	Trusted	Platform	Module					
(:	 C:\WINDOWS\Tasks\Security	Platform	Backup	Schedule)

Internet	Explorer								.			.

						Internet	Explorer		.	Internet	Explorer		
				.

									.				EFS				?
			?

		.					EFS							.				
.						EFS				.

EFS					.											?		
			?

	EFS							.							 Cryptographic
Service	Provider				.										.
EFS											.

		Infineon	Security	Platform				?				Infineon
Security	Platform								?

Infineon	Security	Platform			Infineon	Security	Platform			



	.								.

Infineon	Security	Platform					 Infineon	Security	Platform		
		.	
Infineon	Security	Platform												
				.	Infineon	Security	Platform							
			.

Security	Platform						Infineon	Security	Platform			
		 						?							 .

Security	Platform									.
	 				Trusted	Computing	Management	Server		.

						(			)?

			 	 								Security	Platform			
.

									Infineon	Security	Platform			
	.	

																.	
		Security	Platform						.

	 				Trusted	Computing	Management	Server				
		.

								?

																		
		( 	 									 		 						
	 	).										:
	(:		)				(				)		.	
											.	
															.
														.



										.

Script	GeneratePubKeyArchive.vbs:	
'GeneratePubKeyArchive.vbs	<Full	path	to	Token.xml>	<Full	path	to
PubKeyArchive.xml>	
'<Full	path	to	Token.xml>							:	
'	-	SPPwdResetToken.xml	
'	-	SPEmRecToken.xml	
'	-	SPGenericToken.xml	
'<Full	path	to	PubKeyArchive.xml>							:	
'	-	SPPwdResetTokenPubKeyArchive.xml	
'	-	SPEmRecTokenPubKeyArchive.xml	
'	-	SPGenericTokenPubKeyArchive.xml	
'"							"				:	
'	-	SPEmRecTokenPubKeyArchive.xml	
'	-	SPGenericTokenPubKeyArchive.xml	
'"							"				:	
'	-	SPPwdResetTokenPubKeyArchive.xml	
'	-	SPGenericTokenPubKeyArchive.xml	
'		,		:	
'	GeneratePubKeyArchive.vbs	"c:\tmp\SPGenericToken.xml"
"c:\tmp\SPGenericTokenPubKeyArchive.xml"	
If	WScript.Arguments.Count	<>	2	Then	
				WScript.Echo	":	"	&	Wscript.ScriptName	&	"	""<Full	path	to
Token.xml>""	""<Full	path	to	PubKeyArchive.xml>"""	
				WScript.Quit	
End	If	
Set	MPBase	=	WScript.CreateObject("IfxSpMgtPrv.MgmtProvider")	
Set	MPToken	=	MPBase.GetInterface(10)	
'	CreationFlags:	keep	existing	file	=	0,	overwrite	existing	file	=	1	
CreationFlags	=	0	
ReservedFlag	=	0	
MPToken.CreatePublicKeyFile	WScript.Arguments(0),	WScript.Arguments(1),
CreationFlags,	ReservedFlag	
'Error	Handling	if	failing	to	be	added	here	
WScript.Echo	""

						Trusted	Computing	Management	Server				
	 	 		.
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		Infineon	Security	Platform						.

			Trusted	Platform	Module			.

Infineon	Security	Platform		Infineon	Security	Platform		.

Infineon	Security	Platform									?

EFS								.			Infineon	Security	Platform
	.					?

											.					EFS	
	.									,									
?

Infineon	Security	Platform			EFS									.
							,										
EFS					.			?

Windows	Home	editions	EFS							EFS
			.

			Trusted	Platform	Module			.

		Security	Platform				Security	Platform		.				
												.

															.	Infineon
Security	Platform	("			",	SRK)	Trusted	Platform	Module	
							''				..

						 Security	Platform							.

Security	Platform							(			)		
	.			Infineon	Security	Platform					.

						(			)			Security	Platform	
								.

	 						Trust	Domain						.	
Security	Platform		Trust	Domain	( 	 	).



Infineon	Security	Platform		Infineon	Security	Platform		.

Security	Platform				Security	Platform		 		 		
Security	Platform						.

	 		Trust	Domain			Trusted	Platform	Module			
.	,				(		Infineon	TPM	Professional	Package		
		Trusted	Domain			,	Windows	Vista	 Trusted	Platform	Module
(TPM)	Management				).

Infineon	Security	Platform									?

	Trusted	Platform	Module												
					.	Security	Platform									
		.

Infineon	Security	Platform												
									.

Infineon	Security	Platform		 Infineon	Security	Platform		 			
	.

											ID(SID)		.			
							.									.

		 			Trusted	Computing	Management	Server		.

EFS								.			Infineon	Security
Platform		.					?

										(		)						
.

									.									
.													.

											.					EFS	
	.									,									
?



					.					EFS							.	
					%AppData%	(	"Application	Data"	)		
									.		(						)
		EFS						.											
		.

		(EFS)						Microsoft	Developer	Network(MSDN)
.

Infineon	Security	Platform			EFS									
.								,										
EFS					.			?

						.	EFS											
			.											.

			:	 					.		Infineon	Security	Platform	
							.

	Windows	2000					:	 	Security	Platform			
							.

									:	 								
			.
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Infineon	Security	Platform					
Infineon	Security	Platform									.



MMC(Microsoft		)			
MMC		 		Security	Platform								Security
Platform			.
Trusted	Platform	Module						.
		(EFS)		Personal	Secure	Drive(PSD)							
		.



				
						,						,	Security	Platform
PKCS	#12											.

							.

	:	 		Security	Platform					.		,	Trusted
Platform	Module						.

	:	 		EFS		PSD										.	
					(CA)				.



				
	 		 EFS				:

... 					(CA)				.
					CA								.
			EFS		PSD					.

... 		 	 EFS				 		.
EFS		EFS				PSD	.

				 	 		 		 	.
	 					URL 		.

				



		
			

			 						.
	,										
	.

					 		(EFS) 		.		
EFS	PSD		.

		 PC						(:	 	 )				
	.

									.
											.
												

						.							
.
								.

				EFS		PSD				.

	... 								.

	... PKCS	#12					.	Security	Platform
PKCS	#12			.
			Trusted	Platform	Module		.

			 			 				.

		 									.

					

			 Infineon	TPM	Cryptographic	Provider			
					.

PKCS	#11		 					PKCS	#11				
Security	Platform			.

	 Trusted	Platform	Module						



		.

						.					
Microsoft					.

	 					PC				.
				EFS		PSD					
Trusted	Platform	Module				.

				.							.

	 					.

					

	... 	(CA)					.
			.								.
					 						.

	EFS				 								
			.

	 									.
Security	Platform						Microsoft	
	(CA)			.					CA	
			.

	:
	CA									.
	:			CA,			.
									.
EFS				 							
		.
	CA										
				.
EFS	 		 	 		.

	 				EFS		PSD				.	
								.



	 EFS		PSD									
								.



		

	:	 Security	Platform						( 		-			-	
... ).

	:	 Security	Platform				EFS		PSD					
			 ... 		( 			-		 ).

Infineon	Technologies	AG



Infineon	Security	Platform		-			



		
												.							
					.

	:	 						 .

	
	

	
	

								.

											.				
	:	 		-			-	...
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