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HTTP Request Message Top Previous Next
* Nguon bai viét tai day.
* Tham khdo thém tai liéu tiéng Anh rat chi tiét tai day.

I) HTTP REQUEST MESSAGE

Khi Client giti mot yéu cau lén sever nhu tdi mot trang web nao do, hay dang
nhap vao trang nao do thi Client sé giti mot HTTP MESSAGE c6 cau tric
nhuv mau vi du sau:

GET /doc/test.html HTTP/1l.1 — = Request Line iy
Host: www.test181.com h

Accept: image/gif, image/jpeg, */* Request
ﬂccept—Langugge: entug . Request Headers »~ Message
Accept-Encoding: gzip, deflate Header

User-Agent: Mozilla/4.0
Content-Length: 35

"
> Ablank line separates header & body

bookId=12345&author=Tan+Ah+Teck } Request Message Body

- Dong dau tién trong Request Message dugc goi la "Request Line" va cé

cau trac:

Request Method - Request URI - HTTP-version

Request La yéu cau ctia doan message, vi du : GET, POST, HEAD, OPTIONS.....
Method

Request URI [La dwong dan yéu cau gri dén. Vi du: /doc/test.html
HTTP-version [Phién ban HTTP. Bay gi¢ phién ban thong dung nhat la "HTTP/1.1"

- Cac dong con lai tir dong thit 2 tr@ di ctia Request Message la cac Request
Header bo sung cho request d6. Vi du: Host, User-Agent, Cookie, Accept,
Content-Type ...

- Néu la cac phuong thivc POST hoac PUT thi sé c6 thém mot doan dir liéu
dwgc gui 1én server dé xwr li (Request Message Body) (GET ciing c6
nhung rat hiém). Vi du: bookld=12345&author=Tan+Ah+Teck...


https://autoitvn.com/threads/co-ban-ve-winhttp-va-huong-dan-lap-trinh-winhttp-su-dung-udf-winhttp.21/
https://www.ntu.edu.sg/home/ehchua/programming/webprogramming/HTTP_Basics.html

IT) HTTP Response Message

Ciing nhv HTTP Requeset Message, HTTP Respone Message ciing la mot
HTTP Message, do d6 n6 c6 cau tric cia 1 HTTP Message nhir mau vi du
sau:

HTTP/1.1 200 OK —— > Status Line 3

Date: Sun, 88 Feb xxxx 01:11:12 GMT A

Server: Apache/1.3.29 (Win32) Response
Last-Modified: Sat, 87 Feb xxxx Message

ETag: "0-23-4824c3a5"
Accept-Ranges: bytes
Content-Length: 35
Connection: close

» Response Headers 7 Header

Content-Type: text/html J ’
> A blank line separates header & body
<h1>My Home page</hl> } Response Message Body

- Dong dau tién ctia Respone Message dugc goi la "Status Line" (Dong

trang thai) va c6 cau tric:

HTTP-version - Status Code - Reason Phrase

HTTP-version [Phién ban HTTP. Bay gi¢ phién ban thong dung nhat la "HTTP/1.1"

Status Code |Ma phan hoi tiéu chuan do may chu gwi vé. Vi du: 200, 301, 500...

Reason Phrase |Gidi thich ngan gon vé ma phan hoi do mdy chu gt vé

Vidu: HTTP/1.1 200 OK hoac HTTP/1.0 404 Not Found hodac HTTP/1.1
403 Forbidden..

- Cac dong tiép theo tir dong thit 2 ctia Respone Message la cac Respone
Header bo sung. Vi du: Content-Type, Content-Length, Connection: Keep-
Alive



IIT) HTTP Request Methods

Mot client c6 thé st dung mét trong s6 nhitng phwong thitc sau dé giri
Request Message dén Http Server la:

Method Meaning
GET A client can use the GET request to get a web resource from the server.

HEAD |A client can use the HEAD request to get the header that a GET request would have obtained.
Since the header contains the last-modified date of the data, this can be used to check against
the local cache copy.

POST |Used to post data up to the web server.

PUT  |Ask the server to store the data.
DELETE |Ask the server to delete the data.
TRACE |Ask the server to return a diagnostic trace of the actions it takes.
OPTIONS |Ask the server to return the list of request methods it supports.

CONNECT]|Used to tell a proxy to make a connection to another host and simply reply the content,

without attempting to parse or cache it. This is often used to make SSL connection through
the proxy.

IV) HTTP Status Code

Nhitng Status Code thuong gap:

Code | Status Meaning
2xx Success

200 OK Standard response for successful HTTP requests. The actual response will
depend on the request method used. In a GET request, the response will
contain an entity corresponding to the requested resource. In a POST
request, the response will contain an entity describing or containing the
result of the action.

201 Created The request has been fulfilled, resulting in the creation of a new resource.

204 No Content  |The server successfully processed the request and is not returning any
content.

206 Partial Content |The server is delivering only part of the resource (byte serving) due to a
range header sent by the client. The range header is used by HTTP clients to
enable resuming of interrupted downloads, or split a download into multiple
simultaneous streams.

3xx Redirection
301 Moved This and all future requests should be directed to the given URI..
Permanently
302 Found The HTTP/1.0 specification (RFC 1945) required the client to perform a




temporary redirect (the original describing phrase was "Moved
Temporarily")

303 See Other The response to the request can be found under another URI using a GET
method. When received in response to a POST (or PUT/DELETE), the
client should presume that the server has received the data and should issue
a redirect with a separate GET message.

4xx Client errors

400 Bad Request |The server cannot or will not process the request due to an apparent client
error (e.g., malformed request syntax, size too large, invalid request
message framing, or deceptive request routing).

401 Unauthorized |Similar to 403 Forbidden, but specifically for use when authentication is
required and has failed or has not yet been provided. The response must
include a WWW-Authenticate header field containing a challenge
applicable to the requested resource.

403 Forbidden The request was valid, but the server is refusing action. The user might not
have the necessary permissions for a resource, or may need an account of
some Sort.

404 Not Found  |The requested resource could not be found but may be available in the
future. Subsequent requests by the client are permissible.

429 Too Many The user has sent too many requests in a given amount of time.

Requests
5XX Server errors
500 Internal Server |A generic error message, given when an unexpected condition was
Error encountered and no more specific message is suitable.

502 Bad Gateway |The server was acting as a gateway or proxy and received an invalid
response from the upstream server

503 Service The server is currently unavailable (because it is overloaded or down for

Unavailable |maintenance). Generally, this is a temporary state.
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Dé code _HttpRequest mot cach dé dang hon ta can cai dat CallTips cho SciTE.
CallTips la ctta s6 hién ggi y tén ham nhu hinh vi du sau:

#include =_HtpRequest.au3=

U AR

|

L} HthReguest
W _HtipRequest_suthorization

W _HtipRequest_BypassCloudflare

W _HtpRequest_ClearSession

W _HtpRequest_CreateDataForm ;l

v Trudc tién ta vao That muc cai SciTE (thwong thi nam trong thw muc cai
Autolt), r6i vao Thw muc api, md& tap tin au3.api bang Notepad.

v Néu da cai CallTips cua cac phién ban _HttpRequest tridc thi xoa hét chiing
di.

v Copy toan bg text & khung bén dwéi hoac bam niit Copy To Clipboard

Copy To CIipboard]

_HttpRequest($iReturn, $sURL[, $sData2Send =", $sCookie =", $sReferer = ", $sAdditional_Headers =
", $sOVerb =", $CallBackFunc_Progress = "])

_HttpRequest_SetSession($sSessionNumber) Cai dat session
_HttpRequest_ClearSession([$sSessionNumber = 0]) Xoa session (Clear cookies handle ctia session)
_HttpRequest_Test($sData[, $FilePath = Default, $iEncoding = Default, $iShellexcute = True]) Ghi gia tri
tra vé ra mot tap tin (mac dinh la HTML)

_HttpRequest_Authorization([$sUserName =", $sPassword =", $Credential = 0]) Cai dat Authorization
cho request

_HttpRequest_CreateDataForm($aFormItems) Tao data-form Multi-part. $aFormItems phai la mang 1D:
["keyl=valuel", "key2=value2",...] hoac 2D: [["k1", "v1"], ["k2", "v2"], ...]
_HttpRequest_FileSplitSize($iSize_or_URL], $iPart = 16]) Chia nho kich ¢ tap tin ra cac phan déu
nhau. $iSize_or_URL c6 thé la kich c& hoac URL tap tin

_HttpRequest_QueryHeaders($iQueryFlag[, $ilndex = 0]) Ldy thong tin tir header
_HttpRequest_SearchHiddenValues($iSourceHtml_or_URL[, $iKeySearch =", $iReturnArray = True,
$ilnputType = 0]) Tim céc gia tri Hidden tir source HTML (hitu dung khi POST)
_HttpRequest_SetProxy([$Proxy =", $ProxyUserName = ", $ProxyPassword =", $ProxyBypass = "]) Cai
Proxy cho request

_HttpRequest_SetUserAgent([$sUserAgent = Default]) Cai User-Agent cho request
_HttpRequest_SetTimeout([$TimeOut = Default]) Cai dat Timeout cho request
_HttpRequest_SetHotkeyStopRequest([$sHotKeyCancelReadWrite = "]) Cai dat HotKey dé dirng request




(khi download/upload cAc tap tin)
_HttpRequest_BypassCloudflare($URL_Domain[, $iTimeout = 10000]) Vgt kiém tra ctia Cloudflare
_HttpRequest_SetGlobalCookie([$Enable = True]) Enable/Disable ché do ghi nhd Cookies da thém bang
tay
_B64Encode($binaryDatal, $iLinebreak = 0, $safeB64 = False, $iRunByMachineCode = False]) Encode
Binary sang Base64. Phéi chuyén vé binary tr6c (Ham StringToBinary) néu khong phai binary
_B64Decode($base64Data[, $iRunByMachineCode = False]) Decode Base64 vé Binary
_BoundaryGenerator() Tao chu6i Boundary ngau nhién, dung khi POST Multi-part/Upload
_Data2SendEncode($sData2Send) Encode (URI) gia tri DataToSend
_GetCookie([$sHeader = ", $iTrimCookie = True, $Excluded_Values = "]) L.dy Cookies (néu co) tir
header
_GetFileInfo($sFilePath[, $vDataTypeReturn = 1]) Ldy thong tin tap tin, tra vé mang [0] tén tap tin, [1]
kiéu cua tap tin, [2] noi dung tap tin
_GetMD5($sFilePath_or_Data) Ma hoa MD5 mét chu6i hodc tap tin
_GetHMAC($sString, $iKey, $iAlgID) HMAC mét string, dung khi API yéu cau Authorize véi HMAC
_GetHttpTime([$sHttpTime = "]) Lay gio tiéu chuan Http
_GetLocationRedirect([$sHeader = ", $ilndex = -1]) Ldy dia chi redirect (néu o) tir header
_URIDecode($sData[, $iEntities = True]) Decode chudi chita cac ky tu % sang ky tu thuong
_URIEncode($sData[, $iOnlyANSI = False]) Encode chudi chita cac ky tw khac xdigit sang %
_HTMLDecode($sData[, $Escape_Character = "\u', $iHexLength = Default]) Decode chuoi chita cac kiéu
\u[hex], \h[hex], &$[hex]; ...sang ky tw thuong
_HTMLEncode($sData[, $Escape_Character = "\u', $iPassSpace = True]) Encode chuoi chiva cac ky tw
khac ascii sang cac dang \u[hex], &#[hex]; .
_TimeStampUNIX([$AddMilliSecond = False $iYear = @ YEAR, $iMonth = @MON, $iDay =
@MDAY, $iHour = @HOUR, $iMin = @MIN, $iSec = @SEC]) Lay Timestamp. Néu
$ModeMilliSecond = False thi chi 14y dén gidy, = True thi 1dy dén mili-gidy
_JS_Execute($LibraryJS, $sCodeJS, $Name_Var_Return_Val[, $PathTempLibJS = Default]) Chay va tra
két qua Javascript
_PHP_Execute($phpData, $Name_Var_Return_Val[, $phpVersion = Default]) Chay va tra két qua PHP
_JS_ToStringAu3([$jsBeauty = False]) Chuyén nhanh nguén JS sang string code Autolt. Copy nguon JS
vao clicpboard tredc khi chay

v Paste vao au3.api.

v Quan trong: Save au3.api vdi encode 1a UTF-8 hodc Unicode dé hién trg
giup tiéng Viét. (Mdc dinh au3.api encode ANSI).
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1/ Van dé cai dat Session

Vi du don gian nhuv thé nay:

@ Request1: dang nhap trang abc.com bang tai khoan thit 1.

@ Request2: dang nhap trang abc.com bang tai khoan thit 2.

— Ta thdy & Request2 mac du tai khoan dang nhap la TK2 nhung source tra vé
ciing chi c6 thong tin TK1 thoi, vi Cookies dang nhdap TK1 van con duwgc luu,
muon dang nhap bang TK2 thi phai Clear Cookies cii di, thanh ra thé nay:

@ Request1 dang nhap trang abc.com bang tai khoan thit 1.

@ Clear Cookies TK1.

@ Request2 dang nhap trang abc.com bang tai khoan thit 2.

Giong nhu ta dang nhap tai khodn trén trinh duyét, muén vao tai khoan khac
thi phai Logout tai khoan cii vay.

Réc roi sé xdy ra & cho nay:

- Sau khi clear Cookies TK1 va dang nhap TK2, gio ta lai mudn ldy thong
tin gi do tw TK1 — Vay la phdi clear Cookies TK2 va request dang nhap
TK1 trd lai.

- Chuwa hét, gio lai muon lay thong tin tr TK2 — Vay la phai clear
Cookies TK1 va request dang nhap TK2 trd lai. Rac r6i cudc doi chwa
=)) D6 chi méi la 2 tai khoan thoi day, twdng twong nhiéu tai khoan thi
thé nao :v

— Can phai bo tui nay trong 2 luong request khac nhau dé khong bi chong
chéo nhau, titc la request TK1 va TK?2 phéi nam trong 2 session khac nhau
(moi lu6ng sé stt dung Cookies khac nhau, twong (tng véi luong do) dé dé quan

1y.

2/ Cac ham giup thuc hién cai dat Session
_HttpRequest_SetSession |Cai dat Session toan cuc cho Request

_HttpRequest_ClearSession|Xoa tat cA Cookies va Handles ma 1 Session da sit dung
$iReturn (mode set sesson) |Cai dat Session cuc bd cho Request




- _HttpRequest cho phép tao ra 100 Session khac nhau véi s6 thit tw tir 0 dén
99.

- Madc dinh néu khong cai dat Session thi tat ca cac request ma _HttpRequest
chay sé nam trong Session 0.

3/ Vi dl.l (Can nam co ban _HttpRequest trudc roi méi doc hiéu vi du
nay)

Pang nhap trang https://exchangepm.com bang 2 tai khoan
huan3hoang4 va huan4hoang5 (mat khau 123456) va lay thong tin
cla trang nay tir 2 tai khoan cung lic ma khong can Clear Cookies
va dang nhap lai lién tuc.

Néu khong nam trong cac session khac nhau thi tat ca nhitng
_HttpRequest_Test trong code bén dudi chi ghi ra source dang nhap nick
huan4hoang5.

Vi 2 tai khoan dang nhap & 2 session khac nhau nén n6 ghi ra source dang
nhap 2 tai khoan huan3hoang4 va huan4hoang5 chuan xac véi thit ty cac
Tab trinh duyét sé xuat hién véi thong tin tai khoan: huan4hoangs,
huan3hoang4, huan4hoang5, huan4hoang5, huan3hoang4.

Copy To CIipboardw

#include <_HttpRequest.au3>
$URL_LoginPage = 'https://exchangepm.com/login.html'

_HttpRequest_SetSession(1) ; Cai Session 1, request bén dwdi ham nay sé chay trong Session 1
_HttpRequest_Test( _HttpRequest(2, SURL_IL.oginPage,
'username=huan4hoang5&password=123456")) ; — TK huandhoang5 sé chay trong Sesionl
Sleep(1000)

_HttpRequest_SetSession(2) ; Chuyén dén Session 2, request bén duwgi ham nay sé chay trong Session
2
_HttpRequest_Test( _HttpRequest(2, SURL_IL.oginPage,



https://exchangepm.com
https://exchangepm.com/login.html

'username=huan3hoang4&password=123456")) ; — TK huan3hoang4 sé chay trong Sesion2
Sleep(1000)

_HttpRequest_SetSession(1) ; Quay trd lai vdi Session 1, cac request bén dudi sé hién thong tin cia
TK huan4hoang5 do Session 1 dang Ivu Cookies dang nhap ctia TK nay.

_HttpRequest_Test( _HttpRequest(2, 'https://exchangepm.com/mua-ban-pm-perfect-money.html'"))
Sleep(1000)

_HttpRequest_Test( _HttpRequest(2, 'https://exchangepm.com/mua-ban-btc-e-code.html'))
Sleep(1000)

_HttpRequest_SetSession(2) ; Quay trd lai vdi session 2, cac request bén dudi sé hién thong tin ctia TK
huan3hoang4 do Session 2 dang liu Cookies ddang nhap cia TK nay.
_HttpRequest_Test( _HttpRequest(2, 'https://exchangepm.com/mua-ban-pm-perfect-money.html'"))
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StringRegExp rat can thiét trong viéc request vi ta thwong xuyén
phai boc tach dir lieu tw text, HTML...

Vi vay it nhat ta phai biét co ban vé cach st dung StringRegExp dé
c6 thé doc hiéu ndi dung cac Bai thye hanh cling nhw Vi du trong
cac bai hwdng dan.


https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
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- Cau trdc caa StringRegExp la:

StringRegExp($chudi, $b6_mdy_loc_chudi, $gia_tri_tra_vé)

- $gia_tri_tra_ve: dién 1 khi chi 1dy 1 két qua ma regexp tim dwgc dau
tién, dién 3 dé 1ay nhiéu két qua twong tu néu co.

- $b6_may_loc_chuoi: dirng qua dat nang viéc viét sao cho dep. Chi can
nhdé vai diéu sau:

a. Dung t6 hop (.*?) dé tach lay chudi can, cha can biét ba cai \w, \d... gi
cho mét oc.

b. Trwdc va sau dau ngodc don cua (.*?) can c6 2 "méc neo" dang tin
cdy. Méc neo dau la noi bat dau 14y chuoi, moc neo cudi la noi két thic
l1ay chu6i. Néu mu6n lay chuobi bat dau tir méc neo dau cho dén hét hang
tirc 1a khong xac dinh méc neo cu6i (khi chubi gom nhiéu hang) thi bo
dau ? trong cum (.*?) di, titc l1a chi (.*) thoi.

c. Ngoai cac ky tw 0-9, A-Z, a-z thi cac ky ty khac thém dau \ & trudc,
riéng ky tw khodng trang ta khong dé 1a \ ma la \s, tat nhién trir dau
ngodc don dé xac dinh chudi can tim la khong thém \. (Lwu y: thyc ra
chi cac ky tirsau la can them \la:\ . A $ | [ ({*+? #)

d. Pau $bo_may_loc_chuoi ta dung (?i) dé khong phan biét hoa thuong.

- Ham StringRegExp trad vé Mang khi $gia_tri_tra_veé > 0, tra vé
True/False khi $gia_tri_trd_vé = 0

-Vidu:
Ta c6 chudi: $string =
'1234[IMGThttp://abc.xyz[/IMG]4321[IMG ]http://123.xyz[/IMG]'
Hay loc ra dwong link http://abc.xyz trong chuoi.



https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

Moéc neo dau

Chuoi can lay

Moéc neo cudi

Chubi ban dau 1234[IMG] http://abc.xyz [/IMG]4321[IMG]http://123.xyz[/IMG]
Thay chudi céan 1dy bang 1234[IMG] (*?) [/IMG]4321[IMG]http://123.xyz[/IMG]
(-*?)
Loai bé phan thira cia méc [IMG] (.*?) [/IMG]
neo
Thém \ cac ky ty khac 0-9a-z \[IMG\] (.*?) \[VIMG\]

_ArrayDisplay($aRet)

#include <_HttpRequest.au3>
$string = '1234[IMG]http://abc.xyz[/IMG]4321[IMG]http://123.xyz[/IMG]'
$aRet = StringRegExp($string, \[IMG\](.*?)\[VIMG\]', 1)

Copy To CIipboardW

Luwu y: Néu $gia_tri_trd_vé dé la 3 thi sé ra 2 két qua la
http://abc.xyz va http://123.xyz vi thang http://123.xyz n6 cling c6
cau truc tach giong nhu thang Kkia.



https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/libfunctions/_ArrayDisplay.htm
http://abc.xyz/
http://123.xyz/
http://123.xyz/
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® Bai viét nay cua lazycat - hocautoit.com ®

Regular Expressions (Regex) dich ra tiéng Viét 1a Biéu thitc chinh quy. Khai
niém nay nam trong 1 mé ly thuyét vé cung d6 so6 va ham ho. Nhung khong
nén lo lang, ta c6 thé hiéu n6m na Regex la 1 cai mau (pattern) dung dé mo ta
1 16p ky tw nao dé. Vi du: lazydog la 1 regex. N6 la 1 mau don gian nhat vi n6
so khép (match) vGi doan text lazydog. 1 match la 1 doan text so khép voi
mau.

Vi du phtrc tap hon 1 chat: \b[A-Z0-9._%+-]+@[A-Z0-9.-]+\.[A-Z]{2,4}\b .
Pay la mau mo6 ta 1 dia chi email. Mau nay c6 thé dwoc dung dé tim 1 dia chi
email trong 1 doan van ban, hodc kiém tra xem 1 chudi c6 phai la dia chi email
hop 1€ hay khong.

Regex c6 thé dwgc st dung vai bat ky dit liéu nao ma ta c6 thé truy cap, thong
qua &ng dung hodc ngon ngir 1ap trinh. C6 thé ké dén 1 so wng dung x& ly van
ban ho trg regex: PowerGREP, EditPad Pro, RegexBuddy,...

Regular Expression Engines

Regex engine la 1 b phan cia phan mém, chuyén dé xi 1y regex (so khép
mau vdi 1 chuoi nao dé). Co nhiéu regex engine va ching khong hoan toan
twong thich v&i nhau. Ca phap regex (flavor) cia moi engine ciing c6 sy khac
nhau. Loat bai nay sé tap trung vao ca phap regex dugc st dung trong Perl 5,
vi n6 pho bién nhat. Rat nhiéu engine regex khac giong vdi engine st dung
trong Perl 5: engine nguén mé& PCRE (stt dung trong rat nhiéu ngon ngir 1ap
trinh, va ca AutoIT ciing dung thang nay), thw vién regex.NET,...

Dé dé twong tac, minh sé danh dau nhitng string dwgc ap dung regex bang mau
xanh, cac regex bang mau hong va phan match sé la mau lam

Regex Engine cua Autolt thugc loai Regex-directed engine va cac ban nhd
lvu y diéu nay khi doc cac TUT khac vé regex (vi con 1 loai nita la text-
directed engines). Ddc diém ctia Regex-directed engine la "luon tra ve két
qua so khap bén trai nhat" tham chi néu cé 1 match khac tét hon phia sau!
biéu nay dang dé ghi nhé! Regex-directed engine luon bat dau so khép véi ky
tw dau tién cua chudi. Gia st ta 4p dung regex cat va chudi He captured a
catfish for his cat. Thi né sé match He captured a catfish for his cat. r6i ditng



lai thay vi He captured a catfish for his cat.

Trong Autolt thi chi c6 2 ham chinh lién quan dén regex d6 la StringRegExp
va StringRegExpReplace. 2 ham nay twong tw nhau (vé phan regex) nén &
day chiing ta sé néi dén StringRegExp trudc.

Ham StringRegExp

StringRegExp("'test”, "pattern” [, flag ])

Ham StringRegExp tra vé Mang khi flag > 0, tra vé True/False khi flag = 0

- "test"=Chuoi can ap dung regex (string)

- "pattern"=Mo6t chuoi cac ki tw khéa dé chi cho ham biét chinh xac cac bac
muon khép (match) cai gi. Khong if, khong and va khong but. Chi c6
match hodc khong. (biéu thitc regex)

flag[optional]=Chi cho ham rang cac bac chi mudn biét xem la biéu thitc regex

c6 match hay khong, hodc tra vé cac ki ty cac bac muodn 1ay tir biéu thirc regex

flag=0: kiém tra xem pattern cé khép v@i string hay khong.

|MsgBox (0, "Regex ex 1", StringRegExp ("text" , 'test'))|
Vi du trén sé tra vé 0 vi khong tim thdy test trong text (khong match)

|MsgBox (0, "Regex ex" , StringRegExp ("text" , 'ex'))|
Vi du trén sé tra vé 1 vi tim thay ex trong text (match)

flag=1: trd vé (array) nhém dau tién ma pattern da khép véi string

$ex=StringRegExp ("text and test" , 'te(.)t', 1)
MsgBox (0, "Regex ex" , $ex[ 0 ])

Vi du trén sé trd vé 1 mang c6 ndi dung vi . match véGi x va da duwgc nhom (sé
noéi dén sau)



http://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
http://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
http://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
http://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
http://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

$ex=StringRegExp ("text and test" , 't(.)(.)t", 1)
MsgBox (0, "Regex ex" , $ex[ 0 ])
MsgBox (0, "Regex ex" , $ex[ 1])

Vi du trén sé tra vé 2 mang c6 ndi dung e va x vi . match véi e va x va da dugc
nhém

flag=2: trd vé (array) toan bd pattern da khép véi string

$ex=StringRegExp ("text" , 'te(.)t', 2)
MsgBox (0, "Regex ex" , $ex[ 0 ])

Vi du trén sé tra vé 1 mang c6 noi dung text

$ex=StringRegExp ("text" , 'te(.)', 2)
MsgBox (0, "Regex ex" , $ex[ 0 ])

Vi du trén sé tra vé 1 mang c6 ndi dung tex

flag=3: trd vé (array) tat ca cac nhém ma pattern da khép véi string

$ex=StringRegExp ("text and test" , 'te(.)t', 1)
MsgBox (0, "Regex ex" , $ex[ 0 ])
MsgBox (0, "Regex ex" , $ex[ 1])

Vi du trén sé tra vé 2 mang c6 ndi dung x va s vi . match véi x va s va da dugc
nhom

Nhirng loai pattern

Character Classes - Cac lop ki twy

0 . (dot - ddu cham)
Khép mot ki tw bat ki, ngoai trir ngat dong (xudng dong) néu khong sw
dung ché do single-line mode (?s)

o \w (word)
Khép moi chir so, chit cai ASCII va dau gach _ (gach duwéi): a dén z, A
dén Z. Khong khép véi ki ti Unicode (c6 dau): g, €, a,.....
Twong duong véi [a-zA-7_ ]
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o \W (Non-word)
Nguwogc lai v6i \w. Khdp moi ki tw khong phai chir s6, chit cai ASCII va
dau gach _ (gach chan). Khép véi ki ty Unicode
Twong duong véi [a-zA-7Z_]

o \d (digit - chir s6)
Khdép moi chit s6: 0 dén 9
Twong duwong véi [0-9]

o \D (Non-digit)
Nguwogc lai vai \d. Khép moi ki tw khong phai la chit s6.
Twong duwong véi [10-9]

o \s (Space - khoang trong)
Khép moi ki tw 1a khodng trang: tit Chr(09) dén Chr(13) la Tab ngang,
line feed, tab doc, form feed, carriage return va ca space() hay Chr(32)

o \S (Non-space)
Nguoc lai vai \s

;~ Vi du cac ban mu6n lay s6 1000 trong string dugi.
$string="Hién tai c6 1000 ngwoi dang doc TUT nay.. ha ha"
$regex=StringRegExp ($string , "(\d)+" , 1)

MsgBox (0, "Test" , "So nguoi dang doc TUT: " & $regex[ 0 ])

o B0 ki ty dugc danh dau va gidi han bdi 2 ddu ngodc vuong dong va ma [
va |

o Regex engine chi chon ra 1 ki tu trong bd ki ty dé so khdp hay khong.
Neéu ki ti dau khong khép thi xét dén lwgt ki ty 2 trong bo, cit thé cho
dén hét.

0 Moi bo ki ti chi khép véi mét ki tu

o C6 thé dung diu gach ngang - giita ki ti* dau va cudi trong bo dé chi ra
mot tap hop. Thit tw cac tap hgp khong anh hwdng dén két qua match
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0 Khi thém / & sau [ ([/') thi ca b0 sé tré thanh phu dinh. Khép vaéi ki
khong 6 trong bo.

#include <array.au3>

;~ Vi du vé Regex engine chi chon ra 1 ki ty trong bo ki tw, moi ki tw

trong bo chi khop vs 1 ki tw
$regex1=StringRegExp ("Co 1 con meo" , "[12]", 3)

$regex2=StringRegExp ("Co 2 con meo" , "[12]", 3)

_ArrayDisplay($regex1)

_ArrayDisplay($regex2)

;Khi dé trong bo [ ] thi regex engine chi chon tirng ki ty mot trong b dé so khdp, néu khong hiéu lam,
xem Vi du dudi

$regex3=StringRegExp ("Co0 12 con meo" , "[12]", 3)

_ArrayDisplay($regex3)

;Luc nay no sé trd vé 2 mang khép, 1 mang c6 gia tri la 1, mang kia la 2

; Vi sao n6i "Mai bo ki tw chi khdp véi mot ki ty" ma ¢ day lai khép dén 2??? Vi ding la nhw vay! N6
khong trd vé 1 mang c6 gid tri 12 ma tra vé 2 mang nhv da néi & trén

;~ Vi du ve sit dung dau gach ngang -

$regexd4=StringRegExp ("Ma mau dé: #FF0000, ma mau vang #FFFF00" , "[A-F0-9]{6}" , 3)
_ArrayDisplay($regex4)

;Regex trén st dung [ ] dé€ match nhitng chit in hoa tit A dén F va 0-9 thay vi phai dung
[ABCDEF0123456789] ;//{6} sé& dugc n6i dén & phan dudi

;~ Vi du vé sit dung dau mii A (dau mii trong [ ] mang y nghia phu dinh)
$regex5=StringRegExp ("123456789" , "[A1-5]+" , 3)

_ArrayDisplay($regex5)

;Regex trén sé tra vé day khong chita cac so tiv 1 dén 5

;Luu y: khi dung dau A thi ca b sé mang y nghia phu dinh. Vi du cac bac dung [A1-37-9] dé khép céc so
tir 7 dén 9 va bo cac so tir 1 dén 3

$regex6=StringRegExp ("'123456789" , "[A1-37-9]+" , 3)

_ArrayDisplay($regex6)

;0 6 16 tra veé 456 lol. Cac bac twdng 1a regex no bi khin khin?? ditng hoang twéng thé! [A1-37-9] tuwong
tw [A123789] va duwgce hiéu la loai bo cac so tir 1 dén 3 va tiw 7 dén 9

Nonprintable Characters - Ki ty
khong in dugc
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o \a khép véi ki tw BEL hay Chr(7)==>nho t6i h chwa biét mat miii thang
nay :0ops:

o \c khép véi ki ty diéu khién vi du \cM khép véi Ctrl-M
o \e kh@p vai ki ty escape hay Chr(27)

o \f khép v6i form feed hay Chr(12)

o \h khdp vai horizontal tab hay Chr(13)

o \H ngugc lai vdi \h, khép bat ki ki ty triv horizontal tab
o \n khép vai line feed hay @LF

o \r khép vdéi carriage return @CR

o \t khdp vdi tab hay @ TAB

o \v khép vai vertical tab hay Chr(11)

o \V ngugc lai vai \v, khép bat ki ki ty triv vertical tab

o \xhh khép véi ki tw c6 ma hex la hh

;~ Bac nao mudn t6 vé nguy hiém thi may ki ty dira hét vé hex, roi dung \x hi hi
#include <array.au3>

$regex=StringRegExp ("I'm Kingofstars", "\x4B\x69\x6E\x67\x6F\x66\x73\x74\x61\x72\x73", 3)
_ArrayDisplay($regex)

Special Characters - Ki tu dac biet

o Dé match v6i cac ki tw dac biét nay, xem phan Escaped character

o \ dung dé giai phéng (thoat) cac ki ty dac biét nén n6 dwoc xem la ki ty
dac biét

o | twong duong vGi Or
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o Ngoairacon. + *? A$(O) [ 1{}

#include <array.au3>

$regex=StringRegExp (" C:\Windows\System32" , "C:\" , 3)

_ArrayDisplay($regex)

;Sao chay chang hién gi nhi??? Vi c6 gi dé hién dau ma hién lol. \ 1a mot trong cac ki ty ddc biét thé nén
ta phai "giai phéng" noa

$regex1=StringRegExp (" C:\Windows\System32" , "C:\\" , 3)

_ArrayDisplay($regex1)

;Okie roai do

;Dén | thi em ndi ludn, thang nay xai rat linh dong nhda. hi hi

$regex2=StringRegExp ("test" , "test|text" , 3)
_ArrayDisplay($regex2)

;Regex trén khdp ca test va text; c6 thé dung [ ] cho gon

;M@ rong: voi regex te(s|x)t/teen thi cac bac hiéu thé nao, hi hi

$regex3=StringRegExp ("test" , "te(s|x)t|teen" , 3)
_ArrayDisplay($regex3)
;N6 sé match test

$regex4=StringRegExp ("text" , "te(s|x)t/teen" , 3)
_ArrayDisplay($regex4)
;Match lu6n véi text

$regex5=StringRegExp ("'teen" , "te(s|x)t[teen" , 3)

_ArrayDisplay($regex5)

;Va teen cling khong nam ngoai tam ngam!

;Cach n6 hoat dong: dau tién sé tach regex lam 2 chudi: match vdi te(s|x)t hoac teen vi | thit 2 khong
ndam trong nhom () nén quyeén wu tién cao hon

;Tiép dén te(s|x)t nd sé do tirng ki tw mot, dau tién la t ri e r6i dén s; néu s khong thay thi do x; néu x
ciing khong thay trong string thi next dén teen, khong thi do tiép chit t...

Escaped Characters - Ki tu thoat

Dé giai phong mot ki tw dac biét, ta dung \ tridc né hoac dat gitra \Q va \E.
Khi can match nhiéu ki ty dac biét lién tiép, ta dung nén \Q\E dé dé lam viéc.

Danh sach cac ki ti dac biét can escaped khi mu6n match:
o \\ hoac \Q\\E match v&i \

o \. hoac \Q.\E match véi .
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o \+ hoac \Q+\E match véi +
o \* hoac \Q*\E match véi *
o \? hodac \Q?\E match vai ?
o \\ hodac \QMN\E match véi A
0 \$ hodc \Q$\E match véi $
0 \( hodac \Q(\E match véi (
0 \) hodac \Q)\E match v6i )
o \[ hoac \Q[\E match v6i [
0 \] hoac \Q|\E match véi |
o \{ hoac \Q{\E match v&i {
o \} hoac \Q}\E match véi }

0 \| hoac \Q\E match vé&i

Nghe tén chac cac bac ciing hinh dung duwgc. Cac méc neo sé khéng match véi
gi cd, tdc dung ctia n6 la méc vao dau hodc cudi cua chudi hodc méc vao dau,
cudi cua tt,.....
o /A hodc \A sé m6c regex vao phan dau ctia chudi (khong phai nhat thiét
la dau dong)

0 $ hodc \Z sé modc regex vao phan cudi ctia chudi hodc méc vao phia
tri'dc newline & cudi chudi (khong phai nhat thiét la cuéi dong)

0 \z sé méc regex vao phan cudi cta chuoi



o \b sé moc regex vao phan dau hodc cudi cta tir hodc chi phia dau/cu6i
cuia mot tur

o \B nguoc lai vdi \b, n6 sé moc regex vao gilta mot tw

#include <array.au3>

$regex=StringRegExp ("Dong nay la dong thit nhat." & @CRLF & "dong thit 2", "Adong" , 3)
_ArrayDisplay($regex)

; Vi du trén tra vé blank vi: A mdc vao dau chuoi, dau chubi cé t Dong (chi D hoa) ma regex thi chir d
thuong — khong match

;C0 thé dung \A dé thay thé nhung nhé 1a A in hoa

$regex1=StringRegExp ("Dong nay la dong thit nhat." & @CRLF & "dong thir 2", ".$" , 3)
_ArrayDisplay($regex1)

;Vidu trén trd vé 2 vi: $ moc vao cudi chudi ma truede khi két thic chubi la ki ti 2, ddu. match moi ki tw
— trd vé 2 hé hé

;C0 thé dung \Z dé thay thé nhung nhé la Z in hoa

;~ Su khac nhau giira \z va \Z
$regex2=StringRegExp ("Dong thit 2" & @CRLF, "\Z" , 1)
_ArrayDisplay($regex2)

;Vi du trén tra vé 2 mac du 2 khong phai la cu6i chudi (cudi la \r\n)

$regex3=StringRegExp ("Dong thit 2" & @CRLF &"a", ".\Z" , 1)
_ArrayDisplay($regex3)
;Tra vé a — chi match néu cudi chudi c6 newline hodc khong c6 gi ca

$regex4=StringRegExp ("Dong thit 2" & @CRLF, ".\z", 1)
_ArrayDisplay($regex4)
; Vi du nay thi lai khéng tra vé gi cd, dé la sy khac biét. Cac bac nh¢ 1dy diéu nay

;~Vidu vé \b

$regex5=StringRegExp ("I'm Kingofstars001. I'm showing you how regex works and how to
controll it." , "how" , 3)

_ArrayDisplay($regex5)

; Vi du trén sé tra vé 3 tir how nhung ta chi thay 2 ti, tir con lai nam trong s{how}ing. Khi thém \b trugc
chit h thi sé tra vé chi 2 ma thoéi

$regex6=StringRegExp ("I'm Kingofstars001. I'm showing you how regex works and how to
controll it." , "\br\w*x\b" , 3)

_ArrayDisplay($regex6)

;Nhu cac bac thay, nd sé tra vé tir regex; phan tich regex: \b la méc vao dau tw r la ki tw dau tién cua ti
\w* la tim nhiéu chi? s6 va _ nhiéu nhat c6 thé, x la chit két thic, \b 1a méc vao cudi ti
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Lookaround - Ngam xung quanh

Cai nay giup twong tac xung quanh regex, dang trudc, dang sau regex hoac
khong ca 2

(?<=XYZ) match mot nhém sau regex cta cac bac nhung khong bao gom
regex trong két qua. Vi trong mét bay ché, cac bac mudn bat con nao dé nhat
thi phai tim xem con nao nhin mat dé nhat => dau n6 lap vao XYZ trén kia,
phan than sé la phan match>:)

(?!ABC) ngugc lai vai (?=ABC), match mot nhém ma phia sau n6 khong c6
cuc regex cua cac bac.

#include <array.au3>

$regex=StringRegExp ("I'm Kingofstars001 and i'm showing you how regex works and how to
controll it." , "(?<=you)\bhow" , 3)

_ArrayDisplay($regex)

; Vi du trén trd vé how ma phia triée ¢ chit you

$regex1=StringRegExp ("I'm Kingofstars001 and i'm showing you how regex works and how to
controll it." , "\bhow (?=to)" , 3)

_ArrayDisplay($regex1)

; Vi du trén chi tra vé 1 chit how vi chi ¢6 1 chit how ma dang sau né c6 chit to

Groups - Nhom

0 (XYZ) dung dé nhom céc ki ty trong no lai (dé st dung vGi repeating
characters) va néu dung flag khac 0 thi sé tra vé két qua nhirng ki ty
dugc match trong nhom.

o (?:XYZ) dung dé nhém cac ki tw trong né lai (dé st dung vGi repeating
characters) va sé khong tra veé ki ty dugc match.

o (?i:XyZ) nhém ki tw nhung khong tra vé va khong phan biét hoa thuong
(xem phan optional setting)

o (?-1:XYZ) nhém ki ty nhiwng khong tra vé va phan biét hoa thuwong (xem
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phan optional setting)

#include <array.au3>

$regex=StringRegExp ("Hién tai c6 100 nguwoi dang doc thét nay" , "co (\d*)", 3)
_ArrayDisplay($regex)

;Vi du trén tra vé 100 vi \d* match vi s6 100 va da dugc nhom

$regex1=StringRegExp ("Hién tai c6 100 nguoi dang doc thét nay" , "co (?:\d*)", 3)
_ArrayDisplay($regex1)

; Vi du trén chi tra vé toan bo regex da match vi khong c6 ki ty duge nhom

Repeating Characters - Ki ti nhac
lai

o {x} lap lai ki twy, nhém, bo ki ty dang truedc ding x lan.

o {x,} lap lai ki tw, nhém, bo ki tu dang trwdc it nhat x lan.

o {0,x} lap lai ki tw, nhém, bo ki ti dang tridc nhiéu nhat x lan.

o {x,y} lap lai ki ty, nhém, bo ki ti dang trudc trong khoang tir x dén y
lan.

o * twong dwong vai {0,} 1ap lai ki tw, nhém, bo ki ti dang truwée 0 lan
hodc nhiéu hon va sé match nhiéu nhat cé thé (c6 cling match, khong
co cling match).

o + twong dwong véi {1,} lap lai ki tw, nhom, bo ki ty dang trudce 1 1an
hodc nhiéu hon va sé match nhiéu nhat cé thé (phai xuat hién it nhat 1
lan ma&i match).

o ? twong dwong véi {0,1} ki tw, nhém, bd ki ty trieéc noé co6 thé xuat hién
hodc khong.

o ? dirng sau mot trong nhitng cai trén (repeating characters) sé match it
nhat co6 thé thay vi nhiéu nhat.

#include <array.au3>
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$regex=StringRegExp (" Cé 111 con cho dom." , "(\d{2})" , 3)
_ArrayDisplay($regex)
;Chi tra vé 11 vi \d chi duwgc ldp 2 lan

$regex1=StringRegExp ("' Co 111 con ché dom." , "(\d{4,})" , 3)
_ArrayDisplay($regex1)
;Khong tra vé vi chi c6 3 s6 ma {4,} bt budc it nhat la 4

$regex2=StringRegExp (" color" , "colou?r" , 3)

_ArrayDisplay($regex2)

;Mac du trong string khong cé chit u nhwng chuoi van dugc tra vé vi ? da qui dinh chi* u khong c6 hodc
chi c6 1 1an déu duoc

$regex3=StringRegExp ("When you're gone, the pieces of my heart are missing you. And when
you're gone, the face I came to know is missing too." , "(.*)," , 1)

_ArrayDisplay($regex3)

;Vi du trén no sé tra vé tir dau dén And when you're gone, (dén dau phay thit 2 - ddu phay xa nhat), néu
bac mudn chi tra vé dén dau phay gan nhat?? hay thém dau ? vao sau *

$regexd=StringRegExp ("When you're gone, the pieces of my heart are missing you. And when
you're gone, the face I came to know is missing too." , "(.*)," , 1)

_ArrayDisplay($regex4)

;Va no da nghe 10i bac roi do

Internal Option Setting - Thiét lap
tuy chon

o (?i) truong hgp khong nhay cam (case-insensitivity), duwgc hiéu la khong
phan biét viét HOA va thuong

o (?-i) trwong hgp nhay cam (case-sensitivity), dwgc hiéu la phan biét viét
HOA va thuong (mdc dinh ludn)

o (?m) nhiéu dong (multiline), khi stz dung con nay, méc neo A va $ sé
match ¢ dau va cudi cau chit khong chi match & dau va cudi chuoi nita.

o (?s) ché do single-line (con goi la dotall), khi dugc st dung sé lam.
match moi ki ty ké ca xuéng dong=>2 con nay di v&i nhau la uy lIyc nhat
néu biét cach st dung>:)
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0 (?x) ché d6 mé rong (extended) bo qua khoang trang va # trong regex

Cé vai Ivu y ma cac bac can cha y:

1. Regex luon tra vé phan match gan bén trai nhat

2. \x va \X khong phai lic nao ciing déi nhau: \s doi véi \S
nhwng \z va \Z thi khac hoan toan

3. Co 1 vai ki ty ¢ vi tri khac nhau thi sé mang y nghia khac
nhau: A va ? va |

4. Cum .* (co thé goi la cum lwdi biéng) cé thé giai quyét rat
nhiéu van dé, hdy xai no dang lic, ding cho va nhé la luon
phai tiét kiém.




Functions

Top Previous Next

_HttpRequest

Ham chinh cho viéc request

_HttpRequest_Test

Ghi gia trj tra vé ra 1 file

_HttpRequest_CreateDataForm

Tao nhanh biéu mau Data2Send don gian cho viéc Upload

_HttpRequest_Authorization

Thue hién Authorization

_HttpRequest_SetProxy

Cai dat Proxy cho Request

_HttpRequest_SetTimeout

Cai dat timeout cho request

_HttpRequest_SetHotkeyStopRequest

Cai dat HotKey dé dirng request (khi download/upload cac tap
tin)

_HttpRequest_SetUserAgent

Thay d6i UserAgent mdc dinh

_HttpRequest_QueryHeaders

L4y cac thong tin tir Response Header

_HttpRequest_SearchHidden Values

Tim cac gia tri Hidden trong source HTML

_HttpRequest_FileSplitSize

Chia kich thudc cua file can tai thanh nhiéu khoang bytes khi
Content-Length <> 0

_HttpRequest_SetGlobalCookie

Enable/Disable ché do ghi nhd Cookies da thém bang tay

_HttpRequest_BypassCloudflare

Vuot kiém tra ctia Cloudflare

_BoundaryGenerator Tao chubi Boundary khi Upload

_Data2SendEncode Encode nhanh Data2Send

_URIEncode M3 hoé chudi URL hodc dit liéu trong DataToSend

_URIDecode Giai ma chubi URL hodc dit liéu trong DataToSend

_HTMLEncode M3 hod js trong source vé dang nhir \u2A21, \x2121, &#x1234; ...
Mac dinh la \u

_HTMLDecode Gidi ma js trong source c6 nhitng dang nhw \u2A21, \x2121,
&#x1234; ... Mac dinh 1a \u

_GetCookie Téch 1dy Cookie tit Response Header

_GetLocationRedirect Tach Location tir Response Header

_GetFilelnfo Tra vé mang: [0] Tén file, [1] Kiéu file (Content-Type), [2] Data
cua file. Dung khi Upload

_GetHttpTime L4y gio chuan http

_GetMD5 Hash MD5 mét tap tin hodc chudi

_GetHMAC Hash HMAC mét chu6i. Thuong cac Rest API yéu cau dé
Authorize

_B64Encode Ma hoa Base64 don gian

_B64Decode Giai ma Base64 don gian

_TimeStampUNIX Tao dong dau Timetamp theo gio hé thong

_HttpRequest_SetSession

Cai dat Session cho Request

_HttpRequest_ClearSession

Xoa tat ca Cookies va Handles ma 1 Session da st dung

_JS_Execute

Chay code Javascript

_JS_ToStringAu3

Chuyén nhanh code JS sang dang string dé gan bién trong code
Autolt

_PHP_Execute

Chay code PHP




_HttpRequest Top Previous Next

Thuyc hién request dén trang dich

__HttpRequest($iReturn, $sURL [, $sData2Send =", $sCookie = ",
$sReferer =", $sAdditional Headers =", $sOVerb =",

$CallBackFunc_Progress =" ])

* Mac dinh

- N@éu $sDhata2sSend la rong thi _HttpRequest sé thirc hién mothod GET
- Néu $sbata2send khac rong (duwgc nap data vao) thi thue hién POST

- Néu muon thue hién cac method khac nhvw PUT, HEAD ... thi dién tén
method d6 vao tham s6 $sOVerb

- Request lu6n dwoc redirect dén URL dich khi xay ra redirect (status 300
dén 303). Dé tat tw dong redirect thi xem phu luc $iReturn phan Dau hiéu
két hgp, muc dau *

* Tham so (xem chi tiét bang cach bam chuot vao tirng tham s6)

$iReturn Lua chon gia tri tra vé cia ham _HttpRequest

$sURL URL mudn request

$sData2Send Nap dit liéu sé guti dén server khi thue hién request POST (PUT, PATCH)

$sCookie Nap Cookies da lwu vao request (néu c6)

$sReferer Khi thue hién request that bai hdy nap thtt tham s6 nay

$sAdditional_Headers |Nap cac headers vao request (néu can)

$sOVerb Thay d6i cach thitc (method) ctia request: PUT, DELETE, OPTION,
HEAD...

$CallbackFunc_Progress Show tién trinh download/upload




* Gia tri tra ve
Phu thudc vao $iReturn ma ham _HttpRequest sé tra vé gia tri twong (ng.



_HttpRequest_SetSession Top Previous Next

Cai dat luong session (toan cuc) cho reques

_HttpRequest_SetSession($sSessionNumber)“

* Tham so
$sSessionNumber SO thi ty cua session mudn cai dat

* Ghi cha

- Phan biét cach cai dat session toan cuc va cai dat session cuc bo tai
day

- Vi sao va khi nao phai cai dat session ? Xem chi tiét tai day

- $sSessionNumber phai tir 0 dén 99, néu nam ngoai khoang nay sé bao
16i.

- Mac dinh khi ta khong goi ham nay thi session ma _HttpRequest chay
la session 0.

* Vi du

Copy To CIipboardW

#include <_HttpRequest.au3>

_HttpRequest_SetSession(1) ;tat ca request bén dwgi ham nay sé chay trong session 1
$rql = _HttpRequest(2, 'https://exchangepm.com/login.html',
'username=huan4hoang5&password=huanhoang')

_HttpRequest_Test($rq1)

Sleep(1000)




_HttpRequest_SetSession(2) ;tat ca request bén duwgi ham nay sé chay trong session 2
$rq2 = _HttpRequest(2, 'https://exchangepm.com/login.html',
'username=huan3hoang4&password=huanhoang')

_HttpRequest_Test($rq2)

Sleep(1000)

Vi du trén st dung POST dang nhap vao trang https://exchangepm.com Néu
chwa biét vé POST thi bam vao day dé xem chi tiét va vi du.



https://exchangepm.com

_HttpRequest_ClearSession Top Previous Next

Xoa Cookies Handle va Session Handle cua session

__HttpRequest_ClearSession([ $sSessionNumber = 0 ])

* Tham so
$sSessionNumber So thi tu cua session mudn xoa

* Ghi cha
- Vi sao va khi nao phai cai dat session ? Xem chi tiét tai day

- $sSessionNumber phai tir 0 dén 99, néu nam ngoai khoang nay sé bao
16i.

* Vi du

Copy To CIipboardW

#include <_HttpRequest.au3>

$rql = _HttpRequest(2, 'https://exchangepm.com/login.html',
'username=huan4hoang5&password=huanhoang')
_HttpRequest_Test($rq1)

Sleep(1000)

_HttpRequest_ClearSession() ;xoa Cookies Handle (cookie diang nhap huan4hoang5) ma request trén
da luu

$rq2 = _HttpRequest(2, 'https://exchangepm.com/login.html',
'username=huan3hoang4&password=huanhoang')
_HttpRequest_Test($rq2)

Sleep(1000)

Vi du trén st dung POST dang nhap vao trang https://exchangepm.com Néu



https://exchangepm.com

chwa biét vé POST thi bam vao day dé xem chi tiét va vi du.



_HttpRequest_Test Top Previous Next

Ghi gia tri tra vé cia _HttpRequest ra mot tap tin

__HttpRequest_Test($sData [, $FilePath = Default, $iEncoding = Default,
$iShellexecute = True ])

* Tham so
$sData Dit lidu can ghi
3FilePath Pudng dan + tén tap tin can ghi. Mic dinh: ghi file HTML nam cing dudng dan

script Autolt

$iEnc0ding Dang ma hoa cua tap tin. Xem thém phan Ghi chu.

$iShellexecute Chay tap tin sau khi da ghi hay khong ? Mdc dinh: C6

* Ghi chua
$iEncoding ¢ ché do mac dinh sé chon ti dong Unicode (UTF-8 without
BOM) néu $sData la String hodac Binary néu$sData la dit liéu Binary.

Bang thong s6 Encoding (xem thém FileOpen)

Value Encoding
16 Binary
32 Unicode UTF16 Little Endian
64 Unicode UTF16 Big Endian
128  |Unicode UTF8 (with BOM)
256  |Unicode UTF8 (without BOM)
512  |Unicode UTF16 Little Endian (without BOM)
1024 |Unicode UTF16 Big Endian (without BOM)
2048 |Unicode UTF16 Big Endian (without BOM)

Khi request dé tai vé mot tap tin (anh, tai liéu, file zip, rar...) thi $iReturn
phai la 3 hodc 5 hodc - 2 hodc - 4


https://www.autoitscript.com/autoit3/docs/functions/FileOpen.htm

*Vidu

Copy To CIipboarﬂ

#include <_HttpRequest.au3>
$rq = _HttpRequest(2, 'http://mp3.zing.vn/')

_HttpRequest_Test($rq)

Copy To CIipboarﬂ

#include <_HttpRequest.au3>

$rq = _HttpRequest(3, http://static.mp3.zdn.vn/skins/zmp3-v4.2/images/logo.png') ; Tai anh logo.png
_HttpRequest_Test($rq)




_HttpRequest_CreateDataForm Top Previous Next

Tao biéu mau DataToSend kiéu Multi-part /

__HttpRequest_CreateDataForm($a_FormlItems)

* Tham so
$a Formltems/Mang chita Key va Value ta doc dugc tir Live HTTP Headers

* Gia tri tra ve
- Chuoi Form Data chuan.

. R6ng va set @error Néu 1Oi.

* Ghi cha
- $a_FormItems phai la mang kiéu:
o 1 chiéu dwoc dinh dang nhw sau: ["keyl=valuel", "key2=value2",...]
o hodc 2 chiéu dugc dinh dang nhw sau: [["key1", "valuel"], ["key2", "value

- Khi Value nhin trén Live HTTP Headers la m@t tap tin (Value dang tap tin f
la: filename=..., Content-Type:... va may 6 vuong ky qudc - xem hinh vi du
thi Key ta phdi thém dau $ dang trwdc dé phan biét v6i cac Key thuong, va®
dan cua tap tin d6. Vi du:

o Local $Formltems = ["token=abcxyz", "$file=C:\\Images\Pic.jpg"]
o hodc Local $Formltems = [["token", "abcxyz"], ["$file", "C:\\Images\Pic.j

- Khi Value la mot doan text c6 chira tiéng Viét (vi du khi upload lén trang |
chang han) thi ta phai thém dang trwdc Key dau ~ dé ham tw dong chuyén U


https://pastebin.com/

trirde, thi khi upload thanh cong sé khong bi 16i tiéng Viét. Vi du:

o Local $Formltems = ["~text=upload chuan chwa"]

mwon

o hodc Local $Formltems = [["~text", "upload chuan chwa"]

C6 thé nap thang $a_FormlItems vao tham s6 $sDataToSend ctia _HttpRequ
qua buéc st dung ham _HttpRequest_CreateDataForm chuyén méang Data-1
Form.D¢ hiéu ro hon, xem Vi du 2 bén dudi.

Dé hiéu thém vé POST dir liéu, doc tai liéu tai day

* Vi du

Vidul
HTTP Headers
hikkpe f e, upsieutoc, comy)json

POST fison HTTR{L. 1

Hosk: wa, upsieutoc, cam
User-agent: Mozillaf/s.0 (windows NT 6.1; rv:52.0) Gecko/20100101 Firefox/S2.0 Cyberfox/52.2.C
Accepk: application/json
Accepk-Language: en-U5 Form-Data
Accepk-Encoding: gzip, defla Key

Referer: htbps s, upsieukoc, com)
Zontent-Length: 13553

Conkent-Type: multipartform-d F boundary 155022927624510
Cookie: __cfduid=d&dec0el 233d65b438536203de45EAc1F 1504155259, PHPIESSID=0qcuf36zicSlli
DMT: 1

Zonnection: keep-alive

155022927624510
Content-Disposition: form-data; name='; filename="z . png"

Content-Type: image/png

EF‘NG - Value

Copy To CIipboardw

#include <_HttpRequest.au3>



Local $PathImage = FileOpenDialog('Chon anh', ", 'Tmage (*.*)') ;chon 1 anh tir may

If @error Then Exit

Local $aFormlItem = ['$source=" & $PathImage] ;hodc Local $Formltem = [['$source’, $PathImage]]
Local $sFormItems = _HttpRequest_CreateDataForm($aFormItem)

MsgBox(4096, 'Test xem Form-Data c6 ding chwa', $sFormlItems)

$rq = _HttpRequest(1, 'http://www.upsieutoc.com/json’, $sFormItems)

MsgBox(4096, 'Xem thit header tra vé', $rq)

Vidu 2
Twong tw Vi du 1 nhung ta sé rut gon lai code & Vidu 1:

Copy To Clipboc

#include <_HttpRequest.au3>

Local $PathImage = FileOpenDialog('Chon anh', ", 'Tmage (*.*)') ;chon 1 anh tir may

If @error Then Exit

Local $aFormlItem = ['$source=" & $PathImage] ;hodc Local $Formltem = [['$source’, $PathImage]]

$rq = _HttpRequest(1, 'http://www.upsieutoc.com/json’, $aFormItem)

; —» Nap thang Mang Data-Form vao $sDataToSend, _HttpRequest sé tw dong nhan biét day la request Uy
MsgBox(4096, 'Xem thit header tra vé', $rq)

Vidu3


https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm
https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm

HTTP Headers
Referer: https:/pastebin, comy
Cookie: __cfduid=dfZ744c67fee3at2d55451 ee9acdef27F 1504162396, PHPSESSID=ipTo307pZpduls 7Ao0s
DMT: 1
Connection: keep-alive

Text ti€ng Viét d bi chuyén sang ANSI

Upgrade-Insecure-Requests: 1
Content-Type: mulkipart/Form-data; bourgdary: 560614449506
Content-Length: 843

560614449606 Key

me="lcstf_koken_post)'

MTUWNDEZM{MENzl3RRFSd lﬂSNHQSakNHSINUijJdEWSUVkﬂTFEwbmSF :
560614449506

Zontent-Disposition: formydata; name={submit_hidden
| submit_hidden I /—
S60614449506
Cnntent-Dispns# Form-data; name="

upload chua®©n chE*a

Zontent-Disposition: form-data;
Value

560614449506
Zontent-Disposition: form-data; name= '

Cc

#include <_HttpRequest.au3>

$NoiDung = 'upload chuan chwa'

$rql = _HttpRequest(2, 'https://pastebin.com/') ; Lay source dia chi Referer dé tim csrf_token_post
$csrf_token_post = StringRegExp($rql, "csrf_token_post" value="(.*?)", 1)[0] ; Xem chui thich bén du¢

Local $aFormItems = [['csrf_token_post', $csrf_token_post], ['submit_hidden’, 'submit_hidden'], ['~paste_
['paste_format', 1], ['paste_expire_date', 'N'], ['paste_private', 0], ['paste_name', "Test']]

Local $sFormItems = _HttpRequest_CreateDataForm($aFormItems)

MsgBox(4096, 'Xem thit Form-Data dirgc tao', $sFormItems)

$rq2 = _HttpRequest(2, 'https://pastebin.com/post.php', $sFormItems)

_HttpRequest_Test($rq2)

MsgBox(4096, 'Dia chi Paste', _GetLocationRedirect() )

O vi du 3 ta can tim gia tri csrf_token_post dé hoan chinh Form-Data. Thong t]
gia tri la ta sé tim gia tri d6 trén Live HTTP Headers tredc. Néu tim khong thay
l1ay source tir dia chi header Referer. Nhin hinh, dia chi Referer dé la https://pa:


https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

request dia chi nay va luu source request duwgc vao Clipboard:
$rq_referer = _HttpRequest(2, https://pastebin.com/")
ClipPut($rq_referer)

Paste source da lwu vao Notepad hodc trang SciTE mai va search thit (Ctrl+F3)
nay la csrf_token_post) c6 nam trong source khong, néu c6 thi dung StringReg
ra. Ta tim tht thi qua nhién la thay:

<form class="paste_form" id="myform" enctype="multipart/form-data" name="myform" method="post"
onsubmit="localStorage.clear();document.getElementById('submit').disabled=true;document.getElement}
wait...";">

<input type="hidden" name="csrf_token_post" value="MTUwNDQzOTUwN1hGdVZFZnBJclpnN">
<input name="submit_hidden" value="submit_hidden" type="hidden" />

<div class="textarea_border">

— Ta StringRegExp vdi pattern la '"csrf_token_post™ value="(.*?)"" (Xem thén
day)

Hoadc ta cling c6 thé st dung ham _HttpRequest_SearchHiddenValues dé tim nh


https://www.autoitscript.com/autoit3/docs/functions/ClipPut.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

_HttpRequest_SetProxy Top Previous Next

Cai dat Proxy (toan cuc) cho request

__HttpRequest_SetProxy([ $Proxy =", $ProxyUserName =",
$ProxyPassword =", $ProxyBypass =" ])

* Tham so
$Proxy Proxy
$PronyserName Proxy username (né[u Cé)

$ProxyPassw0rd Proxy paSSWOTd (néu Cé)
$ProxyByp ass List website khong chiu dnh huéng ctia Proxy

* Ghi cha
- Dé tat Proxy da cai, ta goi ham _HttpRequest_SetProxy( ) khong gan
tham s0.

- 'WinHttp chi ho trg Proxy HTTP va HTTPS, khong ho trg Sock.
- Phan biét cach cai dat proxy toan cuc va proxy cuc b tai day

- Cdu triuc ding ctia mot mau Proxy:



Free Proxy List SSL PROXY

IP Address Port Code Ancnymity Https
164160554 63900 LG elite proxy yes
188157 122 .51 25281 PL elite proy WS
41217148151 63209 M elite proxy yes
177234766 653301 MX elite proxy yESs
177.35.40.57 653301 ER elite praxy yes

Trang tham khao https://free-proxy-list.net/

Vi du ta vao mot trang cung cap Free Proxy trén sé thdy cac thanh phan co
ban nhat ciia mé6t Proxy la:

o IP Address

o Port

o Https/Http: yes/no

0 Anonymity: N6i nom na la do bao mat cua Proxy.

o Ngoai ra con c6 Username va Password cta Proxy (néu co).
— Proxy: [Https/Http: yes/no]://[IP Address]:[Port]

Vi du ta lay proxy & hang dau tién hinh trén lam mau:
https://164.160.5.54:63909 (Vi Https=yes)

*Vidu

Copy To CIipboarcﬂ

#include <_HttpRequest.au3>
_HttpRequest_SetProxy('https://164.160.5.54:63909")

; Vao trang https://free-proxy-list.net/ tim Proxy maoi dé thir
$rq = _HttpRequest(2, 'http://ip-check.info/?lang=en")
_HttpRequest_Test($rq)



https://free-proxy-list.net/
https://free-proxy-list.net/

_HttpRequest_SetTimeout Top Previous Next

Cai dat timeout cho request

e

I_HttpRequest_SetTimeout([ $TimeOut = Default ])“

* Tham s6
$TimeQut Thoi gian Timeout tinh theo mili-giay. Mdc dinh la 30000ms

* Ghi cha
- _HttpRequest sé co gang két n6i dén server cho dén khi gii request di
thanh cong. Vi vay néu c6 mat 16i nao d6 khién khong thé giri request
dwgc thi chwong trinh sé bi do cho dén khi Timeout.
- Thoi gian Timeout méac dinh la 30s, sau 30s néu request van khong g
dwgc hodc khong nhan dwoc phéan hoi tir server thi _HttpRequest sé ngat
két n6i va bao 16i.

* Vi du

Copy To CIipboardw

#include <_HttpRequest.au3>

_HttpRequest_SetTimeout(10000) ;Sau 10s néu van khong két néi dwgc thi Timeout va béo 16i
$rq = _HttpRequest(2, 'https://autoit.de")




_HttpRequest_SetUserAgent Top Previous Next

Cai User-Agent (toan cuc) cho request

__HttpRequest_SetUserAgent([ $sUserAgent = Default ])

* Tham so
$sUserAgent|User-Agent String

* Ghi chu
- Khi cai _HttpRequest_SetUserAgent thi toan bo nhitng _ HttpRequest

bén duéi né déu chay vai User-Agent da cai dat.
- UDF da chuan bij san 2 User-Agent:
o User-Agent Firefox PC: bién Global $g___defUserAgentW
o User-Agent Android: bién Global $g_ defUserAgentA
0 Maic dinh UDF sé stt dung $g_ defUserAgentW

- Ngoai ra con c6 thé thay doi User-Agent cuc bo bang cach gan tham s6
$sAdditional_Headers

- Cai dat User-Agent cuc bo dugc wu tién hon cai dat User-Agent toan
cuc.

* Vi du

Copy To CIipboard”



#include <_HttpRequest.au3>

_HttpRequest_SetUserAgent($g__ defUserAgentA) ;Cai dit UA Android
$rql = _HttpRequest(2, 'https://autoitvn.com')

_HttpRequest_Test($rq1)

_HttpRequest_SetUserAgent($g__ defUserAgentW) ;Cai dat UA Firefox Window
$rq2 = _HttpRequest(2, 'https://autoitvn.com')
_HttpRequest_Test($rq2)

Ta sé thdy cuing mot URL nhwng 2 request trén sé ghi ra két qua la trang
autoitvn c0 2 giao dién khac nhau.



_HttpRequest_SetAuthorization Top Previous Next

Cai dat Authorization cho request

e

__HttpRequest_SetAuthorization([ $sUserName =", $sPassword =",
$nCredential = 0 ])

* Tham so
$sUserName|Username

$sPassword [Password
$nCredential |Con so dinh nghia Credential. Xem Ghi chu bén dudi.

* Ghi cha

- D@ tat Authorize thi don gian chi viéc goi
_HttpRequest_SetAuthorization( ) khong gan tham s6.

- Ngoai ra ta con c6 thé set Authorization theo cach thitc & day

- $nCredential phai la mét trong nhitng con s6 dinh nghia sau:
o 0x00 : (Mac dinh) _HttpRequest chi sé thuyc hién cung cap
User va Pass dé Authorize
o 0x01 : BASIC
o 0x02 : NTML
o 0x04 : PASSPORT
o 0x08 : DIGEST
o 0x10 : NEGOTIATE



* Vi du

- Vidu 1:

Copy To CIipboardW

#include <_HttpRequest.au3>
_HttpRequest_SetAuthorization('admin’, 'admin')
$rq = _HttpRequest(1, 'http://192.168.1.1")

- Vi du 2: Lay mail Gmail. Dé chay dwgc vi du nay can phai Bat ché do
LESS SECURE trong Settings Gmail ma&i thue hién dugc:

1. bang nhap tai khoan Gmail

2. Vao link: https://myaccount.google.com/lesssecureapps ?pli=1

bat Allow less secure apps: ON

Copy To CIipboaruﬂ

#include <_HttpRequest.au3>

$User = 'Tén mail'

$Password = 'Mat khau'
_HttpRequest_SetAuthorization($User, $Password)

$rq = _HttpRequest(2, 'https://mail.google.com/mail/feed/atom")
_HttpRequest_Test($rq)



https://myaccount.google.com/lesssecureapps?pli=1

_HttpRequest_SetHotkeyStopRequest Top Previous Next

Cai dat HotKey dé dirng request
(Khi download/upload tap tin)

__HttpRequest_SetHotkeyStopRequest([
$__sHotKeyCancelReadWrite =" ])

* Tham so

* Ghi chu
- D@ tat HotKey thi don gian chi viéc goi
_HttpRequest_SetHotkeyStopRequest( ) khong gan tham so.

- Khi nhan Phim tat (HotKey) da cai dat dé huy qua trinh
download/upload:

o Néu la download: Code sé set @error = 998

o Néu la upload: Code sé set @error = 999

* Vi du

Copy To CIipboardW

#include <_HttpRequest.au3>
_HttpRequest_SetHotkeyStopRequest('/n') ; Nhan t6 hgp phim Ctrl + N dé dirng tai anh.

Local $link = 'https://static.pexels.com/photos/39317/chihuahua-dog-puppy-cute-39317.jpeg'
ProgressOn(", 'Ba tai dugc OMb', '0%")



https://www.autoitscript.com/autoit3/docs/appendix/SendKeys.htm
https://www.autoitscript.com/autoit3/docs/functions/ProgressOn.htm

$Data = _HttpRequest(3, $link ,",",", ", ", ProgressFunc)

If @error Then Exit

ProgressOff( )

_HttpRequest_Test($Data, @DesktopDir & "Pic.jpg', 16) ; Khong can dién 16 van dugc vi ham ty

dong doi encoding

Func ProgressFunc($NowSize, $TotalSize) ; 2 tham s6 nay bat bugc phéi c6

$iPercent = Round(100 * $NowSize / $TotalSize, 2)

ProgressSet ($iPercent, $iPercent & '%', 'Pa tai dugc ' & Round($NowSize / (1024 A 2), 2) & 'Mb')
EndFunc

Doan code trén co6 st dung cach tao Progress trong _HttpRequest. Xem thém
chi tiét vé tai tap tin v4i Progess tai day


https://www.autoitscript.com/autoit3/docs/functions/ProgressOff.htm
https://www.autoitscript.com/autoit3/docs/functions/Round.htm
https://www.autoitscript.com/autoit3/docs/functions/ProgressSet.htm

_HttpRequest_QueryHeaders Top Previous Next

Lay thong tin tit Response Header

_HttpRequest_QueryHeaders($iQueryFlag [, $ilndex = 0 ])

* Tham s6
$iQueryFl ag Query Flag duoc dinh nghia b&i WinHttp Constants. Xem bang gia tri bén duoi

$ilndex St dung khi c6 nhiéu Response Header mudn ldy c6 cung tén.

* Gia tri tra ve
- Gia tri Header tuwong tng voi Query Flag da chon

- ROng va set @error néu 16i hodc khong tim thady Header twong (tng.

* Ghi chu

Ham _HttpRequest_QueryHeaders khong phu thugc vao $irReturn

Bang gia tri Query Flag:

WINHTTP QUERY FLAG Value] WINHTTP QUERY |Value] WINHTTP QUER)
FLAG

MIME_VERSION 0 |ACCEPT_ENCODING 26 |CONTENT_MD5
ICONTENT_TYPE 1 JACCEPT_LANGUAGE 27 |CONTENT_RANGE
ICONTENT_TRANSFER_ENCODING| 2 |AUTHORIZATION 28 |ETAG
[CONTENT_ID 3 |CONTENT_ENCODING | 29 |HOST
[CONTENT_DESCRIPTION 4 |FORWARDED 30 |IF_MATCH
ICONTENT_LENGTH 5 |FroM 31 |[IF_NONE_MATCH
[CONTENT_LANGUAGE 6 |IF_MODIFIED_SINCE 32 |IF_RANGE
ALLOW 7 |Locartion 33 |[IF_UNMODIFIED_S
PUBLIC 8 |ORIG_URI 34 |[MAX_FORWARDS




DATE 9 JREFERER 35 |PROXY_AUTHORIZ
EXPIRES 10 JRETRY_AFTER 36 |RANGE
LAST_MODIFIED 11 |SERVER 37 |TRANSFER_ENCOIL
MESSAGE_ID 12 ITITLE 38 |UPGRADE

URI 13 JUSER_AGENT 39 |VARY
DERIVED_FROM 14 IWWW_AUTHENTICATE | 40 [VIA

COST 15 JPROXY_AUTHENTICATE} 41 |WARNING

LINK 16 JACCEPT_RANGES 42 JEXPECT

PRAGMA 17 |SET_COOKIE 43 JPROXY_CONNECT!
VERSION 18 JCOOKIE 44 JUNLESS_MODIFIEI

STATUS_CODE

19

REQUEST_METHOD

45

PROXY_SUPPORT

STATUS_TEXT

20

REFRESH

46

AUTHENTICATION

RAW_HEADERS

21

CONTENT_DISPOSITION

47

PASSPORT_URLS

RAW_HEADERS_CRLF

22

AGE

48

PASSPORT_CONFIC

CONNECTION 23 |CACHE_CONTROL 49 IMAX
ACCEPT 24 |CONTENT_BASE 50 |CUSTOM
ACCEPT_CHARSET 25 |CONTENT_LOCATION 51

*Vidu

#include <_HttpRequest.au3>

_HttpRequest(0, 'https://autoitvn.com")

$QueryHeader = _HttpRequest_QueryHeaders(22)
MsgBox(4096, Response Header Query', $QueryHeader)

Copy To CIipboard<




_HttpRequest_SearchHiddenValues Top Previous Next

Tim cac gia tri Hidden tw source HTML

__HttpRequest_SearchHiddenValues($iSourceHtml_or_URL [,
$iKeySearch =", $iReturnArray = True, $ilnputType = 0 ])

Vi du m6t doan Html chita cac gia tri Hidden:

<input type="hidden" name="_xfToken" value=""/>
<input type="hidden" name="reg_key" value="e23a3be298b3a912be0e3c0163f79ab7"/>

</html>
* Tham so
$iSourceHtml or URL Ngu6n HTML hodc dia chi trang web can 14y gia tri an.
$iKeySearch Loc ra nhitng Key can lay
$iReturn Array Xem muc Gia tri tra vé bén dudi
$iInputType Pham vi tim kiém

* Gia tri tra ve
Phu thudc tham s6 $iReturnArray la True hay False sé tra vé:

o La True: Mang 2 chiéu [["key1", "valuel"], ["key2", "value2"], ...]

o La False: Chuoi keyl=valuel&key2=value2&
o Mac dinh: True



* Ghi chu

- Ham nay thvong dugc st dung trong cac request POST, vi DataToSend
cua request POST thuong kem theo nhitng gia tri la dugc goi la Input
Hidden. Input Hidden thwong nam trong source Html cua dia chi
Referer ma ta thay trong Live HTTP Headers. Dé hiéu r6 hon xem
thém tai day.

Vi du request mau
#include =_HtpRequest.au3=

trq = _HtpRequest_SearchHidden/alues'hifps : /fautoitvn. com/logingdlogin', ", True

_ArrayDisplay(frg)
A ArrayDisplay =] E3
Fuow Col 0 Col 1
[a] custom_fields_shown[] | njestmtrmng
[1] _xfToken
[2] req_key 61514F5350dcThza8c4c0d0eedz1 2520
Copy Data & Hdr/Row | Copy Data Only |

- Neéu tham so6 $iKeySearch cia ham _HttpRequest_SearchHiddenValues
ta dé rong nhw vi du trén thi ham sé trd vé tat ca cac Input Hidden trong
source Html.

— Neéu ta chi can lay gia tri reg_key thi ta sé gan vao tham so
$iKeySearch = "reg_key"

*Vidu
Lam lai Vi du 3 & phan huwéng dan ham _HttpRequest_CreateDataForm ta
dwoc nhu sau:

Copy To CIipboardw

#include <_HttpRequest.au3>
$NoiDung = 'upload chuan chwa'




$csrf_token_post = _HttpRequest_SearchHiddenValues(‘https://pastebin.com/', 'csrf_token_post')[0]
[1]

Local $aFormItems = [['csrf_token_post', $csrf_token_post], ['submit_hidden’, 'submit_hidden'],

['~paste_code', $NoiDung], ['paste_format', 1], ['paste_expire_date', 'N'], ['paste_private', 0],
['paste_name’, "Test']]

Local $sFormItems = _HttpRequest_CreateDataForm($aFormItems)

MsgBox(4096, 'Xem thit Form-Data dugc tao', $sFormlItems)

$rq2 = _HttpRequest(2, 'https://pastebin.com/post.php', $sFormItems)
_HttpRequest_Test($rq2)

MsgBox(4096, 'Dia chi Paste', _GetLocationRedirect() )




_HttpRequest_FileSplitSize Top Previous Next

Chia nhé kich ¢ tap tin ra cac phan déu nhau

_HttpRequest_FileSplitSize($iSize_or_URL [, $iPart = 16 ])

* Tham so
$iSiZ€ or URI,Kich c& tap tin hodc URL tdi tap tin

$iPart S6 phan mudn chia nhé. Mac dinh: 16

* Gia tri tra ve
- Tra vé mang vGi cac phan tit duge dinh dang nhu la Header Range:
Range: bytes=[byte dau]-[byte cudi]

- 0 va set @error néu 16i hoac khong tim thay Header twong ¢ng.

* Ghi chu
- Néu $iSize_or_URL la URL thi ham sé thyc hién request dén URL d6
dé lay Content-Length.

+ Vi du tap tin c6 dung lwgng 123456 bytes — byte dau sé la 0, byte cudi
sé la 123455

- Header Range khi nap vao tham s6 $sAdditional_Headers cia ham
_HttpRequest sé c6 tac dung lam cho request chi tai vé dit liéu c6 dung
lwgng tng vGi pham vi Bytes da bao, vi du: URL mot file anh c6 dung
lwgng (Content-Length) la 123456 bytes. Ta thyc hién request sau:

_HttpRequest(2, 'https://static-hw.xvideos.com/xvideos.png', ", ", ", 'Range: bytes=0-999")



thi _HttpRequest sé chi tdi vé 1000 bytes dau tién ctia anh do.

- Ung dung cta viéc chia nho ra nhiéu Range Bytes 1a dé két hop vdi cac
UDF Multi Process tao ra code download/upload da luong.

* Vi du

Copy To CIipboard}

#include <_HttpRequest.au3>
$aPart = _HttpRequest_FileSplitSize(123456)
_ArrayDisplay($aPart)

Copy To CIipboard1

#include <_HttpRequest.au3>
$aPart = _HttpRequest_FileSplitSize(123456, 8)
_ArrayDisplay($aPart)

Copy To CIipboard1

#include <_HttpRequest.au3>

$aPart = _HttpRequest_FileSplitSize('https://static.pexels.com/photos/39317/chihuahua-dog-puppy-
cute-39317.jpeg")

_ArrayDisplay($aPart)



https://www.autoitscript.com/autoit3/docs/libfunctions/_ArrayDisplay.htm
https://www.autoitscript.com/autoit3/docs/libfunctions/_ArrayDisplay.htm
http://media.doisongphapluat.com/203/2014/1/15/giaitri-tu-anh-12-doi-song-phap-luat.jpg
https://www.autoitscript.com/autoit3/docs/libfunctions/_ArrayDisplay.htm

_HttpRequest_BypassCloudflare Top Previous Next

Vuot kiém tra cua Cloudflare

_HttpRequest_BypassCloudflare($sURL [, $iTimeout = 10000 ])

* Tham so0

$sURL URL trang can bypass
$iTimeout|Thoi gian Timeout khi khong thé bypass. Tinh bdng mili-gidy. Mdc dinh: 10000ms = 10s

* Gia tri tra ve
- True néu bypass thanh cong.

- Fasle néu bypass that bai va set @error.

* Ghi cha

- Khi _HttpRequest_BypassCloudflare c6 gang bypass nhwng khong
thanh cong thi n6 sé bi do trong vong lap cho dén khi Timeout.

- Khi bypass khong thanh céng c6 thé:
o Tang thoi gian Timeout 1én thi.
o Néu van khong dugc va $sURL khong phai la URL domain thi thi

lai v6i URL domain. Vi du: URL ban dau nap vao tham so $sURL
la:

http://anime47.com/the-loai/doi-thuong-38/1.html — http://anime47.com/




* Vi du

Copy To CIipboard]

#include <_HttpRequest.au3>

_HttpRequest_BypassCloudflare(‘http://www.anime47.com/")
If @error Then Exit

$rq = _HttpRequest(2, 'http://www.anime47.com/")
_HttpRequest_Test($rq)




_HttpRequest_SetGlobalCookie Top Previous Next

Enable/Disable ché do ghi nhé Cookies
da thém bang tay

__HttpRequest_SetGlobalCookie([ $Enable = True ])

* Tham s6
$Enable|True / False dé bat tt ché do

* Ghi chu
- Madc dinh UDF _HttpRequest s€ ghi nhd nhitng Cookie ma nguoi dung
da nap vao tham so $sCookie ctia nhitng _HttpRequest truedc do.

- Néu gay ra 16i chay khong 6n dinh (nhuw 16i dang nhap chang han) thi tat
Option nay.

* Vi du (Vi du chi mang tinh twgng trung khong chay dwgc)

#include <_HttpRequest.au3>

$rql = _HttpRequest(2, 'http://abc.com/, ", 'Cookie_A")

$rq2 = _HttpRequest(2, 'http://xyz.com/') ; — request nay sé chay vdi Cookie_A

$rq3 = _HttpRequest(2, 'http://123.com/', ", Cookie_nap_vao_B') ; — request nay sé chay vai
Cookie A va Cookie B

Ngoai ra néu c6 Cookies Ivu & Cache béi WinHttp (khong phai do nguwdi dung
nap vao ma do trang request tGi Set-Cookie) thi tat ca cac Cookie nay sé chay
chung véi nhau, Cookie dugc nap vao sé dwgc wu tién hon néu trung gia tri vi
Cookie trén Cache.



_BoundaryGenerator Top Previous Next

Tao chuoi Boundary ngau nhién

__BoundaryGenerator()

* Tham so
Khong co

* Gia tri tra ve
Chuoi Boundary ngau nhién.

* Ghi cha

- Chu6i boundary la chu6i phan cach cac gia tri Key va Value ctia Data To
Send.



HTTP Headers
Accept-Encoding: gzip, deflate, br

Referer: https: [ fpastebin, com/
Cookie: __cfduid=d3al4cdezd9537928dd6al 6944381 7266150443337 7 PHPSESSID=ckjaZ143m

DMT: 1

Connection: keep-alive Bounda ry
Upgrade-Insecure-Requests: 1

Zontent-Type: multipart/form-data) boundary A593610416060

Zontent-Length: &34
l 9593610416060 |
Zontent-Disposition: Form-data; name="csrf_token_post"

MTUWMDOzMzMSMIRCNZNETTAvalpOT31222I05
| 9393610416060
Zontent-Disposition: Form-data; name="submit_hidden’;

submit_hidden

9593610416060-- .
I * Luu ¥ Boundary cudi

- Lwu y quan trong la dong Boundaray cudi cung phai c6 thém 2 dau -- &
cudi (xem hinh trén).

- Luu y quan trong thit 2 1a hdy xem hinh mau duéi day:

HTTP Headers
hitkp: [ e, upsieukoc, com/json

POST fison HTTR{1.1

Hosk: v, upsieutoc, com
User-Agent: Mozillafs.0 (windows NT 6.1; rvi52.0) Gecko/20100101 Firefox/S2,0 Cyberfox/S2,2.0
Accept: application)json
Accept-Language: en-US Form-Data
Accept-Encoding: gzip, deflae Key

Referer: hktp: f fuias, upsieutoc, comy,
Zontent-Length: 13553

Zontent-Type: multipart/Form-d F boundary 155022927624510
Cookie: __cfduid=dSdecDe1933d63b4335562053de45R8C 1F 1504155289, PHPSESSID=0qcuf362icslil
DMT: 1

Connection: keep-alive

155022927624510
Zontent-Disposition: Form-data; name='; filename="2.png"

Zontent-Type: image/png

EPNG - Value




Ta thdy n6 khong c6 dong Boundary cudi ? Thue ra la c6 day, nhung vi
Value la dir liéu tap tin rat dai nén da bi Live HTTP Headers xén di mat. Vi
vay nhé thém Boundary cudi vao méi request thanh cong dwoc.

*Vidu
Upload mot doan text 1én https://pastebin.com/

- Ta vao trang Pastebin — Dién dai m6t doan text nao do, vi du: 123123123

— M& Live HTTP Headers (Néu ma roi thi bAm Clear dé xoé cac request cii
cho do r6i mat) —» Bam Submit bén trang Pastebin dé Dang text — Va ta dugc
nhu sau:


https://pastebin.com/

R Ypashabin, Comypost, pnp |

POST foostphp HTTR/L.1

Host: pastehin.com

Lizar-Agent; Mozilla/S.0 (Windows NT 5.1; rv:40,0) Gacko,20000101 lceDragon,/40,1.1.18 Firefon40.0.2

Accept: text/himl, application)htmi+zml, spplication famlg=0.9,* /~ ;g=0.8

Accept-Language: er-UsS

Accept-Encoding: gzip, deflate

Referer: hitp:/fpastebin.com/

Coockie: _ cfduid=d723270895c5055bdah14550e70102ab1 14576834759, PHPSESSID =L fofcfpBs?pamrgjinlied;. .

Content-Disposition: form-data; mn'n:"sm;ll_hld:lm'

subrmit_hidden

2T4BE25 13020350 &
Content-Disposition: form-data; name="paste_rode”

123123123213123

274B3251 3020352 &
Content-Disposition: form-data; name="paste_format"

27483251 3628352
Content-Disposition: form-data; name="paste_namea"

2?433313323#

1/ Phan tich Headers

Xem muc $sAdditional_Headers dé biét nhitng Header nao can dién, nhitng
Header nao khong can dién.

Sau khi doc xong vé muc $sAdditional_Headers ta thdy khong can nap Header
Nao vao $sAdditional_Headers Ca.

2/ Phan tich Referer



Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugc,
chtrng nao request that bai mdéi dién vao dé thir.

3/ Phan tich Cookie can gt di

- Nhitng cookie tap nham thuong c6 dang _ abcxyz, _ abcxyz ta
khong can dé y dén chung.
- Riéng Cookie PHPSESSID c6 thé c6 trang c6 né méi request thanh
cong, c6 trang khong can.
— Tam thoi khong can nap PHPSESSID vao $sCookie, khi nao

request that bai thi thi lai.
( - Sau khi request thtr thi thdy khong can nap. )

4/ Phan tich Data can gyi di

- Cac Boundary dé phan cach giita cac Key-Value, ta tao ra ching bang
ham: $sBoundary = _BoundaryGenerator()

- Cau trac DataToSend ma ta thay dugc trén Live HTTP Headers:
(@ Boundary
(xudng dong)
(@ Content-Disposition: form-data; name="Key"
(2 1an xudng dong - miii tén mau xanh duwong trong hinh)
@ Value
(@ Boundary

Va lap lai nhw vay dén Boundary cudi (Iwu y Boundary cudi c6 thém
2 dau -- & cudi, xem hinh ch6 khoanh mau do).

+ Hay dé y cho khoanh mau hong, né co tén csrf_token_post, Token nay
la chu6i do Host tao ra va khong céi nao giong cai nao nén ta phai di
tim n6. Cach tim xem tai day.



+ Content-Disposition: form-data; name= lap lai nhiéu lan nén ta gan bién
cho gon:
$CDFAN = 'Content-Disposition: form-data; name="

+ 2 1an xudng dong ta gan bién cho gon:
$xd = @CRLF & @CRLF

+ Vay ta bat dau gan gia tri cho $sbataToSend (1am tir tir cho chudn nhé, quan
sat Live HTTP Headers bat dau tir cho duwdi Content-Length - cho thut vao)

$sDataToSend = $sBoundary & @CRLF

$sDataToSend &= $CDFAN & "'csrf_token_post" & $xd & $Token & @CRLF
$sDataToSend &= $sBoundary & @CRLF

$sDataToSend &= $CDFAN & "'submit_hidden" & $xd & 'submit_hidden' & @ CRLF
$sDataToSend &= $sBoundary & @CRLF

$sDataToSend &= $CDFAN & "'paste_code™ & $xd & 'N6i dung ma ta da gii' & @CRLF
$sDataToSend &= $sBoundary & @CRLF

$sDataToSend &= $CDFAN & "'paste_format" & $xd & '1' & @CRLF

$sDataToSend &= $sBoundary & @CRLF

$sDataToSend &= $CDFAN & "'paste_expire_date" & $xd & 'N' & @CRLF
$sDataToSend &= $sBoundary & @CRLF

$sDataToSend &= $CDFAN & "'paste_private" & $xd & '0' & @CRLF

$sDataToSend &= $sBoundary & @CRLF

$sDataToSend &= $CDFAN & "'paste_name" & $xd & 'Tén di dit' & @CRLF ;gan bién cho tién
khi code

$sDataToSend &= $sBoundary & '-='; L.udn nhd Boundary két thiic vai -

5/ Hoan thién code

Copy To CIipboartﬂ

#include <_HttpRequest.au3>

$NoiDung = 'upload chuan chwa'

$rql = _HttpRequest(2, 'https://pastebin.com/')

$csrf_token_post = StringRegExp($rql, "'csrf_token_post" value="(.*?)", 1)[0]

$sDataToSend = .... (g0p v6i $sDataToSend da code & trén)

$rq2 = _HttpRequest(2, 'https://pastebin.com/post.php’, $sDataToSend)
_HttpRequest_Test($rq2)

MsgBox(4096, 'Dia chi Paste', _GetLocationRedirect() )



https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

_URIE ncode Top Previous Next

Ma hoa chuoi chita cac ky tw khac 0-9a-z sang %
[hex]

_ URIEncode($sData [, $iOnlyANSI = False ])

* Tham so
$sData Dit liéu can ma hod sang chudn URI

$iOnly ANST|True: chi chuyén UTF-8 sang ANSI. Fasle: chuyén UTF8 sang ANSI va encode URI

* Gia tri tra ve
Phu thudc vao tham s6 $iOnlyANSI:
+ True: D liéu chi dwgc chuyén sang ANSI
- False: Dt liéu dwgc chuyén sang ANSI va ma hoa chuan URI
- Mac dinh: False

* Ghi chu
- Cach goi URIEncode va URLEncode la mot.

- Khi thyc hién POST dang application/x-www-form-urlencoded thi
thuong can phai encode $sData2Send cac ky tw khac 0-9a-z bang ham
_URIEncode, vi du:

$sData2Send = 'email=huan@gmail.com&pass=huan’'
- $sData2Send = 'email=' & _URIEncode('huan@gmail.com') & '&pass=' &
_URIEncode('huan")



* Tham s6 $iOnlyANSI caa ham _URIEncode chi bat True khi can chuyén
mot chuoi UTF-8 sang ANSI. Thuwong st dung chitc nang nay dé upload
Text tiéng Viét lén server. Xem thém tai day.

* Vi du

Copy To CIipboarcﬂ

#include <_HttpRequest.au3>
MsgBox (4096, 'Encode’, _URIEncode('Viét Nam')) ;Két qua: Vi%oE1%BB%87t+Nam

Copy To CIipboard}

#include <_HttpRequest.au3>

$name = 'huanlhoang?2'

$pass = '123456'

$rq = _HttpRequest(1, 'http://chiasenhac.vn/login.php', 'username='& _URIEncode($name) &
'&password=" & $pass &

'&autologin=on&redirect=&login=%C4%90%C4%83ng+nh%E1%BA%ADp")
MsgBox(4096, Response Header', $rq)



http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm
http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm

_URIDecode Top Previous Next

Giai ma chuoi chita %[hex] sang ky ti thwong

_URIDecode($sData [, $iEntities = True ])

* Tham so
$sData Dt liéu can giai ma

$iEntities Bat kha nang chuyén HTML Entities vé ky ti thwong. Mac dinh: Bat

* Gia tri tra ve
- Chuoi dir liéu da dwgc giai ma tir chudi chuan URI sang chudi thuong.
- Kém theo d6 la chudi ANSI ciing dwgc chuyén vé UTF-8.

* Ghi chu
- Cach goi URIDecode va URLDecode la mot.

- Ngoai kha nang chuyén chu6i chuan URI sang chudi thwong thi ham
con c6 thé chuyén chuoi ANSI vé lai UTF-8.

* Vi du

Copy To CIipboardw

MsgBox(4096, 'Decode URI', _URIDecode(Vi%E1%BB%87t+Nam')) ;Két qua: Viet Nam
MsgBox (4096, 'ANSI2UTF-8', _URIDecode('Via»t Nam")) ;Két qua: Viet Nam



https://www.w3schools.com/html/html_entities.asp

_Data2SendEncode Top Previous Next

Ham m¢ rong cia ham _URIEncode
Ma hoa chuoi chita cac ky tw khac 0-9a-z sang %
[hex]

_DataZSendEnCOde($sData2Send)ﬂ

* Tham so
$5Dataz Send /Pt liéu can ma hoa

* Gia tri tra ve
Dit liéu da duoc encode chuan URI

* Ghi cha

- Khi thyc hién POST dang application/x-www-form-urlencoded thi
thuong can phai encode $sData2Send cac ky tw khac 0-9a-z bang ham
_URIEncode, vi du:

$sData2Send = 'email=huan@gmail.com&pass=huan’'
- $sData2Send = 'email=' & _URIEncode('huan@gmail.com') & '&pass=' &
_URIEncode('huan")

biéu do6 khién ta phai 1ap di lap lai nhiéu lan ham _URIEncode dé
chuyén hét chudi dit liéu sang chuan URI. Diéu d6 vo cluing bat tién.
Thay vao do6 ta sé dung _Data2SendEncode mot lan duy nhat dé encode
chuoi dir liéu:

$sData2Send = _Data2SendEncode(‘email=huanhoang@gmail.com&pass=huan')



- Thure té thi ta khong can encode nhung 70% POST loai nay la can. Vi
vay ta cu tap thdi quen encode khi lam request POST application/x-
www-form-urlencoded dé khong boi r6i khi code phat sinh 16i va khong
biét phat sinh tir dau.

* Vi du

Copy To CIipboardW

#include <_HttpRequest.au3>

$encode = _Data2SendEncode('taikhodn=huan@gmail.com")
MsgBox(4096, 'Encode’, $encode) ;Két qua: t%C3%A0ikho%E1%BA%A3n=huan%40gmail.com

Copy To CIipboarcﬂ

#include <_HttpRequest.au3>

$name = 'huanlhoang?'

$pass = '123456'

$rq = _HttpRequest(1, 'http://chiasenhac.vn/login.php', _Data2SendEncode('username="'_& $name &
'&password=" & $pass &

'&autologin=on&redirect=&login=%C4%90%C4%83ng+nh%E1%BA%ADp")
MsgBox(4096, Response Header', $rq)



http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm
http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm

_HTMLE ncode Top Previous Next

Encode chuoi chita cac ky tu khac ascii
sang cac dang \u[hex], &#[hex]; ...

_ HTMLEncode($sData [, $Escape_Character = "\u', $iPassSpace = True

1)

* Tham so
$sData Chubi dit liéu can ma hoa

$Esc ape Character|Pau hiéu cta loai ma hod. Mdc dinh: \u

$iP assSp ace Ma hoa ludn ky tw Space hay khong. Mac dinh: Cé

* Gia tri tra ve
Chuoi dit liéu da dugc ma hoa.

* Ghi cha
- Can phan biét _HTMLEncode véi _URIEncode dé khong bi lam lan.

- _URIEncode thudng dwoc st dung rat nhiéu trong cac request method
POST. Con _HTMLEncode rat hiém khi phai sit dung dén nén ta ciing
khong can dé y t6i ham nay.

* Vi du

Copy To CIipboaruﬂ

#include <_HttpRequest.au3>



$encode = _HTMLEncode('Viét Nam')
MsgBox(4096, 'Encode', $encode) ;Két qua: Vi\ulec7t Nam



http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm

HTMLDecode Top Previous Next

Decode chuoi chira \u[hex], \h[hex], &#[hex]; ...

sang ky tu thuwong
_ HTMLDecode($sData [, $Escape_Character = "u', $iHexLength =
Default 1)
* Tham so
$sData Chudi dit liéu can giai ma

$Esc ape Character|Pau hiéu cta loai ma hod. Mdc dinh: \u

$iHeXLength D6 dai cta gia tri hex. Mdc dinh: ty dong diéu chinh 2 hodc 4.

* Gia tri tra ve
Chuoi dit liéu da dugc giai ma.

* Ghi cha

- Thong thwong ta sé bat gap trong source Html hay javascript code nhitng
chuobi dir liéu kiéu nhu: \xA321, \uABCD, \h1234 hay kiéu HTML
Entities nhuw &#4321; ... n6i chung la theo mau sau:

[Escape Character][Hex Character][; néu co]

- [Escape Character] thwong la \u, \x va cac treong hgp c6 mau tuong tu.

- Madc dinh $Escape_Character 1a \u, néu nguon can giai st dung escape
character khac thi gan twong tng cho tham s6 nay.


https://www.w3schools.com/html/html_entities.asp

* Vi du

#include <_HttpRequest.au3>

Copy To CIipboarﬂ

$decode = _HTMLDecode('Vi\ulec7t Nam \u0111\ulea5t n\u01b0\uledbc t\u00f4i y\uOOeau')
MsgBox(4096, 'Decode’, $decode) ;Két qua: Viét Nam dat nwde toi yéu

$decode = _HTMLDecode('Vi\x1ec7t Nam \x0111\x1ea5t n\x01b0\x 1edbc t\x00f4i y\x00eau', "x")
MsgBox(4096, 'Decode’, $decode) ;Két qua: Viét Nam dat nuwde toi yéu



http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm
http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm

_GetCookie

Top Previous Next

Lay Cookies (néu co6) tir Response Header

_GetCookie([ $sHeader =", $iTrimCookie = True, $Excluded_Values =" 1)

- Cau tric ctia mot Cookie tir Response Header (Xem chi tiét tai day):

Set-Cookie: <cookie-name>=<cookie-value>; Path=<path-value>; Domain=<domain-value>
Expires=<date>;

oo

- Vi du mau vé Response Header chita Cookies (Set-Cookie):

HTTP/1.1 200 OK

Date: Sun, 03 Sep 2017 17:27:14 GMT

Content-Length: 26999

Content-Type: text/html; charset=utf-8

Server: Microsoft-11S/7.5

Set-Cookie: ASP.NET_Sessionld=nleuvhv1vkOgou455w4il455; path=/; HttpOnly

Set-Cookie: webui=0;

expires=Sun, 03-Sep-2017 17:47:14 GMT,; path=/

Set-Cookie: Banner_Counter_1=1; expires=Sun, 03-Sep-2017 18:27:14 GMT; path=/
Set-Cookie: Banner_Counter_2=0; expires=Sun, 03-Sep-2017 18:27:14 GMT; path=/
Set-Cookie: Banner_Counter_3=1; expires=Sun, 03-Sep-2017 18:27:14 GMT; path=/

* Tham s6
$sHeader Response Header can trich ra Set-Cookie hodc dé rong van dugc.
$iTrimCookie Muén lam gon Cookies lay dugc hay khong. Mac dinh: Lam gon
$Excluded_Values|Loai trit nhitng Cookie cé <cookie-name> khéng mudn 1ay

* Gia tri tra ve

- Chubi cac Cookies dwoc n6i véi nhau bdi dau ;
- Rong va set @error khi Response Header khong c6 Set-Cookie.


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie

* Ghi cha

- _GetCookie khong phu thudc vao gia tri ctia $iReturn

$sHeader néu dé rong thi ham _GetCookie sé trich Set-Cookie tir Response
Header cu6i cung UDF dang luvu.

Cookies lay dugc tir Response Header vi du c6 mau nhu sau:
Set-Cookie: id=abcdef; Expires=Wed, 21 Oct 2015 07:28:00 GMT; Secure; HttpOnly
— Khi ta can lvu lai cookie nay thi phan Expires=wed, 21 Oct 2015 07:28:00 GMT
Secure; HttpOnly la khong can thiét va c6 thé bo di dé lvu cho gon. $iTrimCookie = True ¢
bat tinh nang tw loai bé nhitng phan Cookie thira nay.

$Excluded_Values gitip loai bo nhitng Cookie vGi <cookie-name> ma ta khong
muon lay tir Response Header. Vi du nhu ¢ hinh Vi du mau & dau bai, nhitn
Cookie c6 <cookie-name> 1a: Banner_Counter_1, Banner_Counter_2, Banner_Counter_3
ta khong can ldy chung thi ta nap vao:

$Excluded_Values = 'Banner_Counter_1|Banner_Counter_2|Banner_Counter_3'

(Nhiéu Cookie khong muon 14y sé dwgc cach nhau béi dau | )

* Vi du

Copy To CIipboardw

#include <_HttpRequest.au3>

$rq = _HttpRequest(2, 'http://bongdaso.com/news.aspx')
MsgBox (4096, 'Cookie', _GetCookie()) ; _GetCookie khong phu thudc $iReturn

Copy To CIipboaruﬂ

#include <_HttpRequest.au3>

$rq = _HttpRequest(1, 'http://bongdaso.com/news.aspx')
MsgBox(4096, 'Cookie', _GetCookie($rq, False)) ; Khi khong lam gon Cookies

Copy To Clipboart



http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm
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#include <_HttpRequest.au3>

$rq = _HttpRequest(1, 'http://bongdaso.com/news.aspx')

MsgBox(4096, 'Cookie', _GetCookie($rq, True,

' _Banner_Counter_* NewsPage_news_aspx_RM_1|_Banner_Counter_*_NewsPage_news_aspx_RM?2_1
; Loai bo mot s6 Cookie khong mudn lay



http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm

_GetLocationRedirect Top Previous Next

Lay dia chi redirect (néu cé) tir Response Header

_GetLocationRedirect([ $sHeader =", $ilndex = -1 ])

* Tham so

$sHeader|Response Header can trich ra Location hodc dé rong van dugc.

$ilndex |Néuxay ranhiéu Redirect lién ti€p thi dién Index ctia Location mudn 1dy.

* Gia tri tra ve

Dia chi Redirect khi xay ra redirect.

* Ghi chu

- _GetLocationRedirect khong phu thudc vao gia tri cua $iReturn

. O ban _HttpRequest version 12 tré di, khi c6 xay ra redirect thi Response
Header sé bao gom (cac) Redirect Header va Response Header cudi.

Vi du khi thye hién request sau: $rq = _HttpRequest( 1, 'http://www.autoitvn.com’) thi
$rq sé co6 két qua la:

HTTP/1.1 301 Found

Date: Mon, 04 Sep 2017 18:41:04 GMT
Content-Length: 205

Content-Type: text/html; charset=is0-8859-1
Location: http://autoitvn.com/

*Redirect to: http://autoitvn.com/



HTTP/1.1 302 Found

Date: Mon, 04 Sep 2017 18:41:04 GMT
Content-Length: 205

Content-Type: text/html; charset=is0-8859-1
Location: https://autoitvn.com/

*Redirect to: https://autoitvn.com/

HTTP/1.1 200 OK

Date: Mon, 04 Sep 2017 18:41:04 GMT

Keep-Alive: timeout=2, max=100

Content-Length: 61882

Content-Type: text/html; charset=UTF-8

Set-Cookie: xf_session=148a3f0acb68768bbf193f50551218¢9; path=/;
secure; httponly

Vary: Accept-Encoding

— Tir mau Response Header trén ta n6i thém vé tham s6 $ilndex ctia ham
_GetLocationRedirect, request xdy ra redirect 2 lan, $ilndex = 0 (tng vGi
http://autoitvn.com/, $ilndex = 1 \tng vGi https://autoitvn.com/.

Madc dinh khi khéng gan tham s6 $ilndex thi ham _GetLocationRedirect
sé 1dy dia chi redirect cudi cung.

*Vidu

Copy To CIipboard

#include <_HttpRequest.au3>

_HttpRequest(2, 'http://www.autoitvn.com') ; _GetLocationRedirect khong phu thudc vao gia tri cia
$iReturn

MsgBox(4096, 'Location', _GetLocationRedirect())



http://autoitvn.com/
https://autoitvn.com/

_GetFilelnfo

Top Previous Next

Lay thong tin cuia tap tin: Tén - Kiéu - Noi dung

_GetFileInfo($sFilePath [, $vDataTypeReturn = 1 ])

* Tham so
$sFilePath Puong dan cta tap tin can l1ay thong tin

* Gia tri tra ve

Tra vé mang 1 chiéu gom 3 phan ti:

- [0] FileName:

Tén tap tin

- [1] Content-Type: Kiéu tap tin

- [2] Data: No6i dung tap tin, phu thudc vao tham s6 $vDataTypeReturn sé

trd vé cac dang sau:

§ 0: Binary
§ 1: String
§ 2: Base64

* Ghi cha

- _GetFilelnfo thwong dugce st dung khi POST upload (multipart/form-
data) tap tin lén server.

- _GetFilelnfo da dugc tich hgp trong ham



_HttpRequest_CreateDataForm vi vay ciing rat hiém khi phai st dung
dén ham nay, trtr khi mu6n tao Form-Data bang tay.

- Ham lién quan: _HttpRequest_CreateDataForm, _BoundaryGenerator

*Vidu
Upload Text lén trang;:

http://www.uploadedit.com/ to-upload-documents-onto-internet-PL AIN-
TEXT-TXT-hosting.htm

Ta vao trang trén, chon tap tin txt can upload —» mé& Live HTTP Headers 1én
(néu ma roi thi bam Clear dé xoa cac request cii cho do r6i) — Bam nut
Upload trén trang web — Ta dugc thong tin vé request nhw sau:

http://www.uploadedit.com/_to-upload-documents-onto-internet-PL AIN-TEXT-TXT-hosting.htm

POST /_to-upload-documents-onto-internet-PLAIN-TEXT-TXT-hosting.htm HTTP/1.1

Host: www.uploadedit.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:51.0) Gecko/20100101 Firefox/51.0 Cyberfox/51.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Referer: http://www.uploadedit.com/_to-upload-documents-onto-internet-PLAIN-TEXT-TXT-
hosting.htm

Cookie: PHPSESSID=66c042553ae6cdb5eallb52dfdc14399;

Content-Type: multipart/form-data; boundary= 1545216715435

Content-Length: 325

1545216715435
Content-Disposition: form-data; name="my_field"; filename="123.txt"
Content-Type: text/plain

test thir upload
1545216715435
Content-Disposition: form-data; name="Submit" -
DataToSend
---UPLOAD - - -
1545216715435--

(Xem thém vé ham _BoundaryGenerator dé hiéu rd hon vé code mau bén


http://www.uploadedit.com/_to-upload-documents-onto-internet-PLAIN-TEXT-TXT-hosting.htm

dudi)

Copy To CIipboardW

#include <_HttpRequest.au3>

$sFilePath = FileOpenDialog('Chon 1 tap tin txt', ", 'txt (*.txt)")

If @error Then Exit

$HOST = 'http://www.uploadedit.com/_to-upload-documents-onto-internet-PLAIN-TEXT-TXT-
hosting.htm'

Local $aFileInfo = _GetFileInfo($sFilePath)

$sBoundary = _BoundaryGenerator()

$CDFAN = 'Content-Disposition: form-data; name="

$xd = @CRLF & @CRLF

$sDataToSend = $sBoundary & @CRLF

$sDataToSend &= $CDFAN & "'my_field"; filename="" & $aFileInfo[0] & "' & @CRLF
$sDataToSend &= 'Content-Type: ' & $aFileInfo[1] & $xd

$sDataToSend &= $aFileInfo[2] & @CRLF

$sDataToSend &= $sBoundary & @CRLF

$sDataToSend &= $CDFAN & "'Submit" & $xd & '- - - UPLOAD - - -' & @CRLF
$sDataToSend &= $sBoundary & '--'

$rq = _HttpRequest(2, SHOST, $sDataToSend, ", SHOST)
_HttpRequest_Test($rq)

Luu y _HttpRequest & code trén c6 gan tham s $sReferer, tham so nay thwong
thi khong can gan nhung & truong hgp trang nay thi phai gan Referer méi
request thanh cong. (Xem thém vé $sReferer dé hiéu ro hon)

Vi du & trén la lam bang tay, viét tir dau tGi cuoi kha cye. Ta c6 thé sit dung
ham _HttpRequest_CreateDataForm dé

code sé thay don gian hon rat nhiéu: (Xem thém vé
_HttpRequest_CreateDataForm dé biét cach st dung)

Copy To CIipboardw

#include <_HttpRequest.au3>

$sFilePath = FileOpenDialog('Chon 1 tap tin txt', ", 'txt (*.txt)")

If @error Then Exit

$HOST = 'http://www.uploadedit.com/_to-upload-documents-onto-internet-PLAIN-TEXT-TXT-



https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm
https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm

hosting.htm'

Local $aForm = [['$my_field', $sFilePath], ['Submit, - - - UPLOAD - - -']]
$sDataToSend = _HttpRequest_CreateDataForm($aForm)

$rq = _HttpRequest(2, SHOST, $sDataToSend, ", SHOST)
_HttpRequest_Test($rq)




_GetMDS Top Previous Next

Hash MD5 mot string hoac tap tin

_GetMD5($sFilePath_or_Data)

* Tham so
$sFilePath or Data Puong dan tap tin muén hash MD5 hodc m6t chubi mudn hash MD5

* Gia tri tra ve
Chud6i ma hoda MD5

* Ghi chu
MDS5 la loai ma hoa mot chiéu khong thé gidi ma. Con nhitng trang gidi
thiéu vé giai ma MD5 trén mang thure t€ 1a né truy chudi tir kho thw vién
cua no.

* Vi du
Xem vi du tai day.



_GetHMAC Top Previous Next

Hash HMAC mgot string

_GetHMAC($sString, $iKey, $iAlgID)

* Tham so
$s String Chudi mudn ma hoa

$iKey |Key (mat khau) mé hoa
$jA]gID Thuat toan ma hoa

* Gia tri tra ve
Chuoi ma hoa HMAC

* Ghi chu
- Thwong thi request Rest API do mot trang web cung cdp sé yéu cau
Authorize v6i HMAC.

- Bang gia tri cua tham s6 $iAlgID:

Loai Algorithm Gia tri
$CALG_AES_128 |0x0000660e
$CALG_AES_192 |0x0000660f
$CALG_AES_256|0x00006610
$CALG_MD5 0x00008003
$CALG_SHA1 |0x00008004
$CALG_SHA_256(0x0000800c
$CALG_SHA_384(0x0000800d
$CALG_SHA_512|0x0000800e




Luu y: Cac bién hang s6 $CALG_SHA_256, $CALG_SHA_384, $CALG_SHA_512
khong dugce dinh nghia trong thw vién Crypt.au3 nén ta can tw khai bao
hodc dién thang gia tri ciia né vao tham so6 $iAlgID.

*Vidu
Vi du la REST API cua trang adf.ly (trang nhiing quang cdo nay han ai
cling biét), phan HMAC Authentication, dugc trang nay gidi thich nhu sau:

Public Key/Secret Key and HMAC authentication is designed for API endpoints which provides ability
to Create / Read / Update / Delete information accessible only to account holder.
You should do following in order to access such API endpoints:

1. Before making the REST API call, combine all the parameters and values you intend on sending.
Append your Userld (_user_id), Public API Key (_api_key). In order to prevent replay attacks you must
include a current Unix timestamp (http://en.wikipedia.org/wiki/Unix time) using UTC time
(_timestamp) to this parameters list. Optionally include _page parameter for data pagination.

2. Build query string (see http://en.wikipedia.org/wiki/Query _string):

URL encoding should be performed per RFC 1738 (http://www.fags.org/rfcs/rfc1738.html)
which implies that spaces are encoded as plus (+) signs.

Sort the query string parameters using byte ordering, so parameter name 'param[10]' comes
before 'param[2]'.

3. Hash (SHA256) the URL_encoded query string from Step #2 with your Private Key assigned to you
by the system.

4. Append computed hash value to request parameters scope with _hash parameter name and send all
parameters to server in format which corresponds to the type of HTTP request.

Parameters order does not matter.

Phan tich:

Khi ta dang ky adf.ly va vao trang REST API cua no thi ta sé nhan dwgc 3
thong s6 tai khoan: User-ID, Public-Key (API-Key) va Secret-Key (Private-
Key). Vi du ta nhan dugc User-ID = 123, Public-Key = ABC va Secret-Key =
XYZ.

1. Xay dung tham s6 $sString:


http://en.wikipedia.org/wiki/Unix_time
http://en.wikipedia.org/wiki/Query_string
http://www.faqs.org/rfcs/rfc1738.html

o _user_id va _api_key : Pa san sang dugc cung cap.
o _timestamp : n6 gidi thich la a current Unix timestamp nén ta dung ham _TimeStampUNIX.

— $sString = '_user_id=123&_api_key=ABC&_timestamp='& _TimeStampUNIX()

2. URL Encode $sString va sap xép lai cac tham s6 ctia chuoi $sString theo thit tu:

$sString = _Data2SendEncode('_api_key=ABC&_timestamp=' & _TimeStampUNIX() &
"_user_id=123")

3. Hash HMAC SHA256 véi $iKey la Secret_Key.

Copy To Clipboard

#include <_HttpRequest.au3>

$sString = _Data2SendEncode('_api_key=ABC&_timestamp=' & _TimeStampUNIX() &
"_user_id=123")

$HMAC = _GetHMAC($sString, 'XYZ', 0x0000800c) ; 0x0000800c la SCALG_SHA_ 256




_GethtpTime Top Previous Next

Lay gio tieu chuan Http (GMT) va nguoc lai

_GetHttpTime([ $sHttpTime =" ])

* Tham so
$sHttpTime Xem Gia tri tra vé bén dudi

* Gia tri tra ve
- Néu $sHttpTime la rong thi ham sé tra vé gio thoi gian dugc dinh dang
theo chuan Http, vi du:
Tue, 05 Sep 2017 09:45:02 GMT

- Néu $sHttpTime duwgc nap vao thdoi gian tiéu chuan Http thi sé tra vé mot
mang gom cac phan tu:
[0] Nam [1] Thang [2] Ngay [3] Gio [4] Phat [5] Giay

* Ghi cha
Khong

* Vi du

Copy To CIipboaruﬂ

#include <_HttpRequest.au3>
$HttpTime = _GetHttpTime( )
MsgBox(4096, 'HTTP Time', $HttpTime)




$aData = _GetHttpTime('Tue, 05 Sep 2017 09:57:40 GMT")
_ArrayDisplay($aData)




_TimeStampUNIX Top Previous Next

Lay Timestamp chuan UNIX

_TimeStampUNIX([ $AddMilliSecond = False, $iYear = @YEAR,
$iMonth = @moN, $iDay = @mMpAY, $iHour = @HOUR, $iMin = @MIN, $iSec =
@SEC ])

* Tham so
$AddMilliSecond False: chi ldy dén gidy. True: 1dy dén mili-gidy

Cac tham sO con |Nam, Thang, Ngay, Gid, Phit, Gidy. Mdc dinh: thoi gian hién tai cia may.
lai

* Gia tri tra ve

Gia tri Timestamp twong tng thoi gian da gan vao cac tham so.

* Ghi cha
Khong

* Vi du

Copy To CIipboard]

#include <_HttpRequest.au3>
MsgBox(4096, '"Timestamp hién tai', _TimeStampUNIX())




B64Encode Top Previous Next

Encode Binary sang Base64

_B64Encode($binaryData [, $iLinebreak = 0, $safeB64 = False,
$iRunByMachineCode = False ])

* Tham so
$binaryData Dt liéu kiéu Binary
$il.inebreak Sau khi chuyén Base64 thi chia né ra nhiéu phan va cach nhau bgi
@CRLF
$safeB64 Kich hoat ché dg chuyén dit liéu Binary sang Safe Base64
$iRunByMachineCode|St dung Crypt32.dll d& chuyén. Mac dinh: Khong

* Gia tri tra ve
Chuoi dit liéu kiéu Base64.

* Ghi chu
- Dinh dang Base64 la mét chudi chi gom cac ky tw 0-9, A-Z, dau /, dau +
va dau =
- Khi bat ché do Safe Base64 (chi bat khi trang can request yéu cau) thi
dau + sé bi thay bang dau -, diu / bi thay bang dau _
- Tham s6 $RunByMachineCode:

o True: Chuyén binary sang base64 duva trén Crypt32.dll. Uu diém: toc
do chuyén rat nhanh.

o False: Chuyén bang thuat toan dwa trén nhitng ham dyng san cua
Autolt. Uu diém: dé tuy bién.



— Neéu Binary Data 16n (vi du dit liéu cua tap tin) thi nén bat True.

* Vi du

Copy To Clipboard

#include <_HttpRequest.au3>

$stringText = "T6i yéu Viét Nam'

$binaryText = StringToBinary($stringText, 4)
$b64Text = _B64Encode($binaryText)
MsgBox(4096, 'Base64', $b64Text)

Xem thém vi du khac tai day.



B64Decode Top Previous Next

Decode Base64 vé Binary

_B64Decode($base64Data [, $iRunByMachineCode = False ])

* Tham so

$base64Data Dit liéu kieu Base64
$iRunByM achineCode|St dung Crypt32.dll dé chuyén. Mdc dinh: Khong

* Gia tri tra ve
Chuoi dit liéu kiéu Binary.

* Ghi chu
Tham s6 $SRunByMachineCode:
o True: Chuyén base64 vé binary dwa trén Crypt32.dll. Uu diém: t6c do
chuyén rat nhanh.
o False: Chuyén bang thuat toan dwa trén nhitng ham dwng san cua Autolt.
Uu diém: dé tuy bién.

— Néu Base64 Data 16n (vi du dit liéu cua tap tin) thi nén bat True.

* Vi du
Vidu 1:

Copy To CIipboard”



#include <_HttpRequest.au3>

$b64Text = "'VMO0aSB5w6p11FZp4buHdCBOYWO0="
$binaryText = _B64Decode($b64Text)

$stringText = BinaryToString($binaryText, 4)

MsgBox(4096, 'String', $stringText) ; Két qua: Toi yéu Viét Nam

Vi du 2: Tai anh tir Google Images vai tir khoa "Dog". Sau khi request
GET dé lay source Html xong ta xem thi¥ thi thdy cac anh bi ma hoa Base64

nhv sau:
<html>

(function(){var
_image_src='data:image/jpeg;base64,/9j/4AAQ34GJ678H....UDdaVKnroS+z//2Q\x3d\x3d' ;

@ Ta phai dung stringRegExp dé tach cac dir liéu Base64 do ra.

@ Dé y thém: Ta thdy Base64 phai chi gom cac ky tw 0-9, A-Z, dau +, dau /
va dau = . Thé ma trong chuoi trén lai c6 dau \ (x3d\x3d). Vay c6 nghia la
chubi trén da bi encode, ta phai thém mot bude la dung ham
_HTMLDecode dé giai loai nay. Poc thém vé _HTMLDecode dé hiéu ro
hon.

Copy To Clipboard

#include <_HttpRequest.au3>
$rq = _HttpRequest(2, 'https://www.google.com.vn/search?hl=en&q=dog")

$b64Image = StringRegExp($rq, "var _image_src='data:image/jpeg;base64,(.*?)", 3)
_ArrayDisplay( $b64Image)

For $i = 0 To UBound($b64Image) - 1
$b64Image[$i] = _HTMLDecode($b64Image[$i], "x")
$b64Image[$i] = _B64Decode($b64Image[$il, True)
_HttpRequest_Test($b64Image[$il, 'image’ & $i & '.jpg', Default, False) ; Ghi tap tin nhung khong
Shellexecute
Next



https://www.autoitscript.com/autoit3/docs/functions/BinaryToString.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

JS Execute Top Previous Next

Chay va tra két qua Javascript Code

_JS_Execute($LibraryJS, $sCodeJS, $Name_Var_Return_Val [,
$PathTempLibJS = Default ])

* Tham s6
$L. ibraryJS URL thv vién js hodc BPuong dan tap tin thw vién js
$sCodeJS Code js
$Name Var Return Val|Tén cua bién trong code js can ldy gid tri cua n6
$P athTempLibJS Duong dan noi lwu thy vién js néu $LibraryJS 1a URL

* Gia tri tra ve
Gia tri caa bién trong code js da dwoc goi véi $Name_Var_Return_Val

* Ghi chua

- D€ chuyén nhanh tir mot code js sang string Autolt ta dung
_JS_ToStringAu3.

- Thuw vién js ta xem tir source Html, n6 sé nam trong tag:
<script src="thuvién.js" type="text/javascript"></script>
Néu thuvién.js c6 dang URL day du thi khong néi gi, nhung néu n6 chi c6
mot phan URL thoi, nhu: "/js/jquery-3.1.1.min.js" thi ta gan dia chi
Domain vao la dwgc. Vi du: Thu vién nam trong trang
https://account.garena.com/?locale_name=VN thi thu vién sé c6 URL
hoan chinh la: https://account.garena.com/js/jquery-3.1.1.min.js

- Mu6n nap nhiéu thw vién vao tham s6 ta sé n6i URL / BPuong dan cta thw


https://account.garena.com/?locale_name=VN
https://account.garena.com/js/jquery-3.1.1.min.js

vién bang dau |, vi du:
$LibraryJS = 'https://garena.com/js/jsencrypt.min.js|https://garena.com/js/jquery-3.1.1.min.js'
$LibraryJS = 'https://garena.com/js/jsencrypt.min.js|C:\jquery-3.1.1.min.js'

- Phai linh dong thay doi code js sao cho muo6n 14y gia tri nao thi gan bién
nhan gia tri do.

* Vi du

Copy To Clipboard

#include <_HttpRequest.au3>
$LibraryJS = 'https://sso.garena.com/js/crypto.js?v=0.60'

Local $sCodeJs ="

$sCodeJS &= 'var password = "huanhoang";'

$sCodeJS &= 'var passwordMd5 = CryptoJS.MD5(password);'

$sCodeJS &= 'var passwordKey = CryptoJS.SHA256(CryptoJS.SHA256(passwordMd5 + "abc™) +
"def");'

$sCodeJS &= 'var encryptedPassword = CryptoJS.AES.encrypt(passwordKey,passwordMd5, {mode:
CryptoJS.mode.ECB,padding: CryptoJS.pad.NoPadding});'

$sCodeJS &= 'var encryptedPasswordB64 =
CryptoJS.enc.Base64.parse(encryptedPassword.toString()).toString(CryptoJS.enc.Hex);'

$Name_Var_Return_Val = 'encryptedPasswordB64' ; [.dy gia tri ctia bién encryptedPasswordB64 trong
code js

$KQ = _JS_Execute($LibraryJS, $sCodeJS, $Name_Var_Return_Val)
MsgBox(4096, 'encryptedPasswordB64', $KQ)

Xem thém vi du khac tai day.



PHP Execute Top Previous Next

Chay va tra két qua PHP Code

_PHP_Execute($phpData, $Name_Var_Return_Val [, $phpVersion =

Default ])

* Tham so
$Name Var Return Val|Tén cua bién trong code PHP can ldy gid tri cua n6
$pthersion PHP Version. Mac dinh: 7.1.0

* Gia tri tra ve
Gia tri cua bién trong code PHP da dwgc goi v6i $Name_Var_Return_Val

* Ghi chua

C6 thé st dung ham _JS_ToStringAu3 dé chuyén nhanh nguén PHP sang
string Autolt cho le.

* Vi du

Copy To CIipboardW

#include <_HttpRequest.au3>

Local $php ="

$php &= '<?php' & @CRLF

sphp &= 'if($_GET) $_POST = $_GET;'
$php &= "function sign_creator(&$data){’




$php &= 1 $Sig - un;v

$php &=" foreach($data as $key => $value){$sig .= "$key=$value";}'
$php &= $sig .= "c1e620fa708a1d5696fb991c1bde5662";'
$php &= $sig = md5($sig);'

$php &=" return $data["sig"] = $sig;'

$php &="' }

$php &= '$data = array('

$php &= "api_key" => "3e7c78e35a76a9299309885393b02d97",'
$php &= "email" => "abc",’

$php &= "format" => "JSON",'

$php &= "locale" => "vi_vn",’

$php &= "method" => "auth.login",'

$php &= "password" => "123")

$php &=" "return_ssl_resources" =>"0",'

$php &= "v'=>"1.0"

$php &= " );'

$php &= 'sign_creator($data);'
$php &= '$KetQua = http_build_query($data);'

MsgBox(4096, 'Két qud', _PHP_Execute($php, 'KetQua'))




_JS_ToStringAu3

Chuyén nhanh nguon Javascript
sang string code Autolt

_JS_ToStringAu3([ $jsBeauty = False ])“

* Tham so

Top Previous Next

$jsBeauty

True: Lam dep code js trwdc khi chuyén. Mdc dinh: Khong

* Gia tri tra ve
Format nguon js sang code Autolt.

* Ghi chu
1. Copy nguon js vao clicpboard.
2. Chay ham.
3. Nguon js duwgc chuyén sang string Autolt va lwu trong Clipboard.

4. Paste vao code Autolt.






GET Top Previous Next

- Phrong thivc GET hau nhw dugce st dung dé 1ay source cia mét trang web.

- Binh thuong thi ta c6 thé 1ay source ctia 1 trang web dé dang bang cac ham
InetRead, InetGet nhwng néu dit liéu trang dé bi nén (hau nhw la gzip) thi
khong lay dwgc, vi du http://mp3.zing.vn . Nhung van c6 thé 1dy dé dang bang
WinHttp két hgp thw vién zlib. UDF _HttpRequest da tich hgp san cac thw vién
nay gitp viéc request don gian hon bao gio hét.

- Luu y 1a WinHttp ¢6 co ché ti dong lvu Cookie vao cache, nghia la khi
request dén mot trang, néu trang dé c6 set-cookie thi Cookies do sé tir dong
dwgc WinHttp lwu vao bé nhé nén, néi chung giong nhw cache Chrome, cache
Firefox...

- Céc vi du trong phan GET:

1. Lay response header trang mp3.zing.com

2. Lay source trang mp3.zing.com

3. LAy source trang anime47.com
4. Téi anh ttt mot URL
5. Tai captcha trang baivip.net

6. Lay source trang meomup.ml/adfly/hh_adfly.txt



https://www.autoitscript.com/autoit3/docs/functions/InetRead.htm
https://www.autoitscript.com/autoit3/docs/functions/InetGet.htm
http://mp3.zing.vn

Example 1 Top Previous Next

Lay Response Header (khong dang nhap)
trang:

http://mp3.zing.vn/

- Hay lwu y dau / & cudi URL, sé c6 nhitng treong hgp URL cé né méi request
thanh cong va c6 nhitng truong hgp URL khong c6 né mdi request thanh cong.

Noi chung la copy ding nhitng gi tw dia chi cua trinh duyét hoac Live HTTP
Headers vao.

- Dé lay Response Header ta dat $iReturn = 1

Copy To Clipboard

#include <_HttpRequest.au3>
$rq = _HttpRequest(1, 'http://mp3.zing.vn/")
MsgBox(4096, 'Header', $rq)



http://mp3.zing.vn/

Example 2 Top Previous Next

Lay source (khong dang nhap) trang:
http://mp3.zing.vn/

- Hay lwu y dau / & cudi URL nhé, sé c6 nhitng tredng hgp URL c6 ndé méi
request thanh cong va c6 nhitng truong hgp URL khong c6 n6 mdi request
thanh cong. Néi chung la copy dung nhitng gi tr dia chi cta trinh duyét hodc
Live HTTP Headers vao.

- Dé lay source trang ta dat $iReturn = 2

Copy To CIipboardw

#include <_HttpRequest.au3>
$rq = _HttpRequest(2, 'http://mp3.zing.vn/")
_HttpRequest_Test($rq) ;ghi gia tri $rq ra file html dé test xem request 1dy source vé chuan khong



http://mp3.zing.vn/

Example 3 Top Previous Next

L.ay source trang: hitp://www.anime47.com/

- Ta lam giong nhw bai tap lay source trang http://mp3.zing.vn/, nhung né
khong ra source trang ma ra nhu sau:

LOADING

Xin Hay Do § Gidy...
Hiy chiic rang trinh duyét dwoc bat cookies va javascript.
Trang nay hoat dong tot nhat trén trinh duyét chrome, firefox va coccoc.

- Trang nay da dugc cai dat Cloudflare dé ngan chan nhitng request khong xuat
phat tw trinh duyét.

- Ta phai thém budc st dung ham _HttpRequest_BypassCloudflare dé vrot qua
bitc twdng Cloudflare trudc roi méi 1ay source dugc.

Copy To CIipboardW

#include <_HttpRequest.au3>
_HttpRequest_BypassCloudflare('http://www.anime47.com/")
If @error Then Exit

$rq = _HttpRequest (2, 'http://www.anime47.com/")
_HttpRequest_Test($rq)



http://www.anime47.com/
http://mp3.zing.vn/

Example 4 Top Previous Next
Hay tai vé anh c6 duong dan sau:
https.//static.pexels.com/photos/39317/chihuahua-dog-puppy-cute-
39317.jpeg

- Viéc download tt* mot URL thyc ra chi la st dung phuwong thitc GET co ban.

- Tuy nhién ta lwu y khi tai vé 1 file nao dé: van ban (doc, docx, xls...), hinh
anh (png, bmp, jpg...), file nén (zip, rar...) thi ta phai:

- Lay dit liéu ¢ dang Binary chit khong phai dang String — $iReturn phai
la 3 hoac 5 hoadc -2 hoac -4

- Dung FileOpen ¢ mode ghi file (2) + encoding la binary (16) va
FileWrite dé ghi dir liéu do vao 1 file hodc c6 thé dung
_HttpRequest_Test dé ghi nhanh.

Copy To CIipboaruﬂ

#include <_HttpRequest.au3>

Local $URL = 'https://static.pexels.com/photos/39317/chihuahua-dog-puppy-cute-39317.jpeg'
Local $BinaryData = _HttpRequest(3, $URL)

_HttpRequest_Test($BinaryData, @DesktopDir & "Pic.jpg")

* Cach 2: Ta c6 thé lam tat nhu sau:

Copy To CIipboaruﬂ

#include <_HttpRequest.au3>

Local $URL = 'https://static.pexels.com/photos/39317/chihuahua-dog-puppy-cute-39317.jpeg'
_HttpRequest('$Pic.jpg', SURL)

ShellExecute('Pic.jpg") ; M¢ anh da tai l1én xem thw

Dé hiéu ro cach lam tat nay, vui long xem thém tai day.


http://media.doisongphapluat.com/203/2014/1/15/giaitri-tu-anh-12-doi-song-phap-luat.jpg
https://www.autoitscript.com/autoit3/docs/functions/FileOpen.htm
https://www.autoitscript.com/autoit3/docs/functions/FileWrite.htm
https://www.autoitscript.com/autoit3/docs/functions/ShellExecute.htm

* Luru y: Ngoai ra ta c6 thé show Progress (tién trinh) tai mot tap tin khi gan
tham s $CallBackFunc_Progress cho ham _HttpRequest. Xem vi du vé tai v6i
tién trinh tai day.



Example 5 Top Previous Next

Hay tdi ve captcha trang: hups:/baivip.nev

- Viéc tai vé captcha tir mot URL thue ra chi la stt dung phwong thiee GET co
ban.

- Tuy nhién n6 khé & cho cac captcha thwong phai thod man mat s6 diéu kién
nhat dinh dé 1dy vé dugc captcha "chuan" (nghia la dung captcha nay request
dang nhap thanh céng chang han) nhu:

- Phu thudc Cookie

- Phu thudc javascipt

- Giai ma Base64

- Lay captcha trang baivip.net kha don gian, né chi phu thudéc Cookie nén ta sé
request 2 budc:

- Request 1ay Cookie ban dau.
- Request get Captcha vd&i Cookie ban dau do.

- Luu y la captcha ciing la 1 loai tap tin anh nén ta sé phai:
- Lay dit lieu ¢ dang Binary chit khong phéi dang String — $iReturn phai
la 3 hoac 5 hodc -2 hoac -4
- Dung FileOpen ¢ mode ghi file (2) + encoding la binary (16) va
FileWrite dé ghi dir liéu d6 vao 1 file hodc c6 thé diung
_HttpRequest_Test dé ghi nhanh.

Copy To CIipboartﬂ

#include <_HttpRequest.au3>

_HttpRequest(1, 'https://baivip.net/") ;Cookie ban dau da duwge WinHttp tw dong luu vao cache
Local $Binary_Captcha_Image = _HttpRequest(3, 'https://baivip.net/captcha.php’)
_HttpRequest_Test($Binary_Captcha_Image, @DesktopDir & Capcha.jpg")



https://baivip.net/
https://www.autoitscript.com/autoit3/docs/functions/FileOpen.htm
https://www.autoitscript.com/autoit3/docs/functions/FileWrite.htm

Example 6 Top Previous Next

Lﬁy source trang: http:/meomup.ml/adfly/hh_adfly.txt

- Ta request dén trang http://meomup.ml/adfly/hh_adfly.txt dé 1dy text ma n6
lwu, nhung chi tra vé nhw sau:

<html><body> <script type="text/javascript" src="/aes.js" > </script>
<script>function toNumbers(d){var e=[]; d.replace(/(..)/g,function(d)
{e.push(parselnt(d,16))}); return ej}function toHex(){for(var d=
[],d=1==arguments.length&&arguments[0].constructor==Array?
arguments[0]:arguments, e="", f=0; f<d.length;f++)e+=
(16>d[f]?"0":"")+d[f].toString(16); return e.toLowerCase()} var
a=toNumbers("f655ba9d09a112d4968c63579db590b4"),
b=toNumbers("98344c2eee86c3994890592585b49f80"),
c=toNumbers("22d2f9f5ea71a54843492fbab0ff88bf"),
document.cookie="__test="+toHex(slowAES.decrypt(c,2,a,b))+";
expires=Thu, 31-Dec-37 23:55:55 GMT; path=/";
location.href="http://meomup.ml/adfly/hh_adfly.txt?i=1"; site requires
Javascript to work, please enable Javascript in your browser or use a browser
with Javascript support</noscript></body> </html>

- RG rang trang nay yéu cau phai bat javascript thi né méi set Cookie can thiét
cho viéc request 1ay text thanh cong. Nhin so qua code js thi ta thay code js
nay ¢ mic do dé, co thé giai dugc dé dang bang ham _JS_Execute dwgc dinh
san trong UDF. Xem thém ham _JS_Execute dé biét cach sir dung.

Copy To CIipboardw

#include <_HttpRequest.au3>

$rql = _HttpRequest(2, 'http://meomup.ml/adfly/hh_adfly.txt")

$Cookie = _JS_Execute('http://meomup.ml/aes.js', $rq1l, 'document.cookie')
MsgBox(4096, 'Cookie giai tir JS', $Cookie)

;Request lai lan 2 véi Cookie giai dugc:
$rq2 = _HttpRequest(2, 'http://meomup.ml/adfly/hh_adfly.txt', ", $Cookie)



http://meomup.ml/adfly/hh_adfly.txt
http://meomup.ml/adfly/hh_adfly.txt

[MsgBox(4096, 'KQ, $rq2)
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Khi thuc hién nhitng request GET kha co ban nhung khong thanh
cong thi phan 16n c6 thé 1a bdi cac nguyén nhan nhu:

1. Request nay can gan Header X-Requested-With:

XMLHttpRequest cho no.

2. Request nay can gan Header Referer cho né (gan vao
$sReferer).

3. Request nay can duwgc Authorize.

4. WinHttp khong ho trg request mot sé trang st dung phuwong
thitc SSL trén Win7 tré vé trudc.

5. M6t s6 trang yéu cau phai c6 Cookie hodc giai javascript mai
c6 thé GET dugc thanh cong.

... va nhiéu nguyén nhan khac.



POST Top Previous Next

- Phurong thitvc POST duge dung khi mudn gwi dit liéu 1én server. Dit liéu nay
sé dugc nap vao tham so $sData2send cia ham _HttpRequest. Tuy vao dinh dang
cua dit lieu guri len ma Header Content-Type sé€ c6 gia tri khac nhau, nhung
thwong thi sé 1a 3 loai:

1. Content-Type: application/x-www-form-urlencoded

2. Content-Type: application/json

3. Content-Type: multipart/form-data

— _HttpRequest sé tir dong liva chon chuan xac 3 loai Content-Type nay
dya trén dit liéu nap vao nhung néu doc trén Live HTTP Headers thay
Content-Type khac 3 loai trén (nhw Content-Type: image/png, Content-
Type: stream/xbe...) thi ta phéi dién Content-Type d6 vao tham s6
$sAdditional_Headers clla ham _HttpRequest .

- Luu y 1a WinHttp ¢6 co ché ti dong lvu Cookie vao cache, nghia la khi
request dén mot trang, néu trang dé c6 set-cookie thi Cookie do sé tir dong
dwgc WinHttp lwu vao b nhé nén, néi chung giong nhw cache Chrome, cache
Firefox...

- Phan POST can phdi dung nhiéu dén Live HTTP Headers. Live HTTP
Headers la mot addon cua Firefox, néu chwa tai thi hay vao dia chi sau tai vé:

https://addons.mozilla.org/vi/firefox/addon/live-http-headers/



https://addons.mozilla.org/vi/firefox/addon/live-http-headers/

application/x-www-form-urlencoded Top Previous Next

- Chu yéu la cac loai request Dang nhap trang, gtti thong tin 1én server.
- DataToSend c6 dang keyl=valuel&key2=value2&.....

- DataToSend thwong can phai encode cac ky ty khac 0-9a-z bang ham

_URIEncode, vi du:

$sData2Send = 'email=huan@gmail.com&pass=huan’
— $sData2Send = 'email=' & _ URIEncode('huan@gmail.com’) & '&pass=' &
_URIEncode('huan")

- Ngoai ra ta c6 thé sir dung ham _Data2SendEncode dé encode nhanh Data
ma khong can lap lai nhiéu lan ham
_URIEncode:

$sData2Send =
_Data2SendEncode(‘email=huanhoang@gmail.com&pass=huan')

- Cacvi du trong phﬁn POST application/x-www-form-urlencoded

1. Dang nhap trang chiasenhac.vn va l1dy Response Header

2. Bbang nhap trang vn-zoom.com va lay source Html

3. Upload anh Ién tinypng.com v6i REST API do trang nay cung cap

4. Lay link tai trang Fshare Free (Khong tai khodan)
5. Lay link tai trang Fshare (Cé tai khoan)

6. Auto "thanks" trang steam-gamers.net

* Sau khi doc cac Vi du, thi c6 vai lvu y nhé cho ngwoi da doc bai viét va con
ling ting vé phan POST khi dit liéu gri (DataToSend) c6 thanh phan la nhw
Token, ID hodc cai gi d6 ma gia tri ctia n6 la mot chuo6i ngau nhién (vi du nhw
hinh dwdi, cai _xfToken chang han) thi lam sao dé 1dy dwgc gia tri do, sé co6 vai
truong hgp xdy ra, hdy kiém tra theo thi? ty sau:




-+ TH1: Chu6i d6 sé nam & cai Set-Cookie & request treéc do, tim trong Live
HTTP Headers hodc Notepad (da xuat tir Live HTTP Headers ra) xem c6
hay khong. Néu khong tim thay gi thi chuyén qua tim tiép nhw treong hgp

N

- TH2: Ta sé request cai dia chi Referer (kiéu GET) va lwu source Html da
request duwgc vao Clipboard bang ham ClipPut dé tim trong source c6 chita
gia tri la can tim khong. Vi du: Xem hinh bén dwdi, Referer la
http://abcweb.com/index.php/login, ta co6:

$RQ_Referer = _HttpRequest(2, http://abcweb.com/index.php/login)
ClipPut($RQ_Referer)

Sau do Paste source da lvu ra Notepad hodc trang SciTE mai. Dung chirc
nang Search dé tim gia tri can tim, vi du nhu hinh thi minh can tim gia tri
thang _xfToken thi search (Ctrl + F): _xfToken. Xong xu6i néu tim dwgc thi
dung ham StringRegExp dé tach l1dy cai gia tri caa _xfToken la xong.

- TH3: Lam nhw TH2, nhung search gia tri can tim khong ra hoac ra nhung né
dé la rong (") => vay la gia tri nay n6 "gidu" trong ma javascrip réi. Gip ma
javascrip dé ban van c6 thé dé dang chuyén sang ma Autolt twong ttng dé
giai quyét, con néu kho va phirc tap thi phai két hgp véi IE hodc bé cudc
thoi :v

Hinh Vi du mau
hitp: /faboweb.cam/index. phplogin?view =login

POST findex.php,/ Iu:ugin?view:lugin| HTTF/1.1

Host: aboweb.com

User-Agent: Mozilla/S.0 {Windows NT 5.1; rv:47.0) Gecko/20100101 Firefox/47.0
Accept: texthiml, applicationxhtml+xml,applicationf«ml;q=0.9,* /,;9=0.8
Accept-Language: en-Us

Accept-Encoding: gzip, deflate

DMT: 1
Referer fhtp: /faboweb. comyindex. phpflogin Q

Connection: keep-alve ‘\
Content-Type: applicationf-www-form-urlencoded (1)
Content-Length: 80 o
login=abcde&password=123458redirect=%2F3 _xfToken=5a5ec4153c9f7 14ef01e835d180be6313
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Dang nhap trang hup:/chiasenhac.vn
va lay thong tin Response Header sau khi dar

* Néu chwa c6 tai khoan thi dung tai khoan sau:
user: huanlhoang2, password: 123456

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Vao trang chiasenhac.vn, vao trang dang nhap cua né: http://chiasenhac.v

- Dién thong tin dang nhap vao (username, password) nhung khean bam n
- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat roi thi bam Cles

- Bay gio md&i bam nut Bang nhap va Live HTTP Headers sé hién thi 1 don
POST va c6 tén host chiasenhac.vn véi login, thi thay:

http://chiasenhac.vn/login.php

POST /login.php HTTP/1.1
Host: chiasenhac.vn
User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:51.0) Gecko/20100101 Firefox/51.0 Cyberfox/51.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US
Accept-Encoding: gzip, deflate
Referer: http://chiasenhac.vn/login.php
Cookie: _ utma=54134010.1032564320.1504597696.1504597696.1504597696.1;
DNT: 1
Connection: keep-alive
Content-Type: application/x-www-form-urlencoded
Content-Length: 93
username=huanlhoang2& password=123456& autologin=on&redirect=& login=%C4%90%C4%83ng+

— DataToSend



http://chiasenhac.vn/login.php
http://chiasenhac.vn/login.php

HTTP/1.1 302 Moved Temporarily

Server: nginx admin

Date: Tue, 05 Sep 2017 07:50:10 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.4.34

refresh: 0; URL=http://chiasenhac.vn/member.php?sid=b1eb407eb2c4c07395c62e294b2ec072
Set-Cookie:
csn_data=a%3A2%3A%7Bs%3A11%3A%?22autologinid%22%3Bs%3A32%3A%226d333cab5685597e8
expires=Thu, 05-Oct-2017 07:50:10 GMT; path=/; domain=.chiasenhac.vn

Set-Cookie: csn_sid=bleb407eb2c4c07395c62e294b2ec072; path=/; domain=.chiasenhac.vn
Location: http://chiasenhac.vn/member.php?sid=b1eb407eb2c4c07395c62e294b2ec072

2/ Phan tich Headers

Cac Header nhuw Accept, Accept-Language, Accept-Encoding, Connection, (
add san hét r6i. Xem thém chi tiét tai muc $sAdditional_Headers

3/ Phan tich Referer

Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugc, cht

4/ Phan tich Cookie

Nhitng cookie tap nham thwdng c6 dang _ abcxyz, _ abcxyz ta khong can

5/ Phan tich Data can gi di

DataToSend thwong nam thut Iui qua phai hon so véGi cac dong khac, no la:
username=huanlhoang2&password=123456&autologin=on&redirect=&login=% C4% 90 % (

- Ta c6 thé dat 2 cho huanlhoang?2 va 123456 la bién dé dé tuy bién hon: s
'&autologin=on......

* Vi chudi gti di $sDataToSend phai la chuoi khong dau, nhwng sé c6 trueong &
_URIEncode($name) dé bién chuoi cé dau thanh chuoi khong dau theo ch



- Poan login=%C4%90%C4%83ng+nh%E1%BA%ADp khong phai la gia tri la gi or
can quan tam.

6/ Hoan thién code

Bai thuc hanh yéu cau 1dy Response Headers tra vé nén ta gan $iReturn = 1

#include <_HttpRequest.au3>
$name = 'huanlhoang2'
$pass = '123456'

$rq = _HttpRequest(1, 'http://chiasenhac.vn/login.php', 'username=' & _URIEncode($name) & '&passwt
MsgBox(4096, Response Header', $rq)



http://www.autoitscript.com/autoit3/docs/functions/MsgBox.htm

Example 2 Top Previous Next
DPang nhap trang hup://www.vn-zoom.com

va lay source Html sau khi dang nhap thanh
cong

* Néu chwa co6 tai khoan thi tao tai khoan méi hoac dung tai khoan sau dé
lam thii:
user: autoit_httprequest, password: 123456

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Vao trang http://www.vhn-zoom.com

- Dién thong tin dang nhap vao (username, password) nhung khoan bam
nat Pang Nhap.

-+ Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat r6i thi bam
Clear dé xoa hét cac request cii khong lién quan.

- Bay gio md&i bam nut Bang nhap va Live HTTP Headers sé hién thi 1
dong thong tin. Vi la dang nhap nén tim trong Live HTTP Headers cho
nao c6 POST va c6 tén host vn-zoom.com vd@i login, thi thay:

http://www.vn-zoom.com/login.php?do=login

POST /login.php?do=login HTTP/1.1

Host: www.vn-zoom.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:52.0) Gecko/20100101 Firefox/52.0 Cyberfox/52.2.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Referer: http://www.vn-zoom.com/

Cookie: _ utma=86548831.699110374.1504761919.1504761919.1504761919.1;



http://www.vn-zoom.com
http://www.vn-zoom.com

__utmb=86548831.1.10.1504761919
DNT: 1
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
Content-Length: 210
vb_login_username=autoit_httprequest& vb_login_password=& cookieuser=1&s=&
securitytoken=guest&do=login& vb_login_md5password=1ade52bfb3f7792a0f18febf3dccb2bb&
vb_login_md5password_utf=1ade52bfb3f7792a0f18febf3dccb2bb

— DataToSend

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 07 Sep 2017 05:22:32 GMT

Content-Type: text/html; charset=utf-8

Vary: Accept-Encoding

Set-Cookie: bb_lastactivity=0; expires=Fri, 07-Sep-2018 05:22:31 GMT; path=/; domain=.vn-zoom.com
Set-Cookie: bb_userid=1442867; expires=Fri, 07-Sep-2018 05:22:31 GMT; path=/; domain=.vn-
zoom.com; HttpOnly

Set-Cookie: bb_password=4350e784c623f3c1a3843aa23fd426ed; expires=Fri, 07-Sep-2018 05:22:31
GMT; path=/; domain=.vn-zoom.com; HttpOnly

Set-Cookie: bb_sessionhash=039f904f444e1101877a8554666edb69; path=/; domain=.vn-zoom.com;
HttpOnly

Set-Cookie: vbseo_loggedin=yes; expires=Thu, 07-Sep-2017 06:22:32 GMT; path=/
Content-Encoding: gzip

2/ Phan tich Headers
Cac Header nhuw Accept, Accept-Language, Accept-Encoding, Connection,
Content-Length, User-Agent, DNT: 1 ta khong can dé y dén chung vi UDF
da add san hét ro6i. Xem thém chi tiét tai muc $sAdditional_Headers
3/ Phan tich Referer
Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugc,
chtrng nao request that bai mai dién vao dé thr.
4/ Phan tich Cookie

Nhitng cookie tap nham thuwong c6 dang _ abcxyz, _ abcxyz ta khong
can dé y dén chung.



5/ Phan tich Data can gi di

DataToSend thwong nam thut Iui qua phai hon so véGi cac dong khac, no la:
vb_login_username=autoit_httprequest& vb_login_password=& cookieuser=1&s=&
securitytoken=guest& do=login&
vb_login_md5password=1ade52bfb3{7792a0f18febf3dcch2bb&
vb_login_md5password_utf=1ade52bfb3f7792a0f18febf3dccb2bb

- DPoan vb_login_md5password=1ade52bfb3f7792a0f18febf3dccb2bb doc tén ctia Key
ta c6 thé hiéu ngay y nghia ctia n6 la Password da bi ma hoa MD5 — S&
dung ham _GetMD5 dé ma hoa mat khau.

- Ta co thé dét username va vb_login_md5password, vb_login_md5password_utf la
bién dé dé tuy bién hon: $sDataToSend = vb_login_username=' & $name &
... & '&vb_login_mdSpassword=" & $pass &.....

+ Vi chudi gti di $sDataToSend phai la chudi khéng dau, nhung sé c6 truong
hop dat tén cho tai khoan cé chiva ky tw c6 ddu nén dé chac an, ta dung
ham _URIEncode($name) dé bién chuodi c6 ddu thanh chu6i khong dau
theo chuan URL.

6/ Phan tich ngoai luéng

Thong thuong sau khi dang nhap thanh cong thi mot trang web sé tw dong
redirect vé trang cha da c6 day da thong tin tai khodn nhung trang vn-zoom
thi n6 sé qua mot budc trung gian nita nhw hinh dvéi:

Pang chuyén t6i
Cam on, autoit_httprequest da dang nhap thanh cong
[iClick vao day néu trink duyét khing tur chuyén]

Budc nay don gian chi can request dén trang chu la xong (Sau khi da request
dang nhap thanh cong).


http://www.vn-zoom.com

7/ Hoan thién code

Copy To CIipboarﬂ

#include <_HttpRequest.au3>

$name = 'autoit_httprequest'

$pass = '123456'

$MD5_Pass = _GetMD5($pass) ; Ma hoa MD5 mat khau

$rql = _HttpRequest(0, 'http://www.vn-zoom.com/login.php?do=login’, 'vb_login_username=" &
_URIEncode($name) &'&vb_login_password=&cookieuser=1' &
'&s=&securitytoken=guest&do=login&vb_login_md5password=' & $MD5_Pass &
'&vb_login_md5password_utf="' & $MD5_Pass)

; — Sau request trén thi _HttpRequest sé ltu Cookies dang nhap vao cache
(Néu thanh cong).

; —» Tham s0 $iReturn ctia _HttpRequest dién s6 may ciing dugc bai cai ta can
la Cookies dang nhap da san sang c6 trong cache khi request thanh cong. Vi
vay ta dién 0 dé tang toc do request (do khong ton thém thaoi gian dé 1ay bat ci

gia tri trd vé nao)

$rq2 = _HttpRequest(2, 'http://www.vn-zoom.com') ; Request dén trang chu nhw Phan tich ngoai luong
0 trén
_HttpRequest_Test($rq2)




Example 3 Top Previous Next

Upload anh len https://tinypng.com
v@i REST API do trang nay cung cap

- Trudc tien ta vao trang API cua né: https://tinypng.com/developers/reference

- Trang nay gidi thich: Mudn up anh 1én thi can phai thyc hién Authentication
trwdc:

To use the API you must provide your API key. You can get an API key by

registering with your name and email address. Always keep your API key
secret!

Authentication to the API is done with HTTP Basic Auth. All requests require
an Authorization header that contains a Base64 digest of the authentication
string api:YOUR_API_KEY where YOUR_API_KEY is the key that can be
found on your API account page.

Pay la API Key mau ma trang cung cap: i6j-HvYY6XXGSqzjkZycyEyLZbCDWAEX,
ban c6 thé st dung tuy y hoac ty get mot API key khac.

Theo lwu y cho in dam: Phai chuyén cai API-Key sang Base64 mdi sit dung
cho request dwgc — Ta dung ham _B64Encode dé chuyén.

- Tiép theo ta xem Example cach upload dnh ma trang https://tinypng.com cung
cap:

Example upload from file
You can upload a local file. The post data contains the image binary.

POST /shrink HTTP/1.1

Host: api.tinify.com

Authorization: Basic

Y XBpOmFiY2R1ZmdoaWprbG1ub3BxcnN0dXZ3eHI6MDEyMzQ1



https://tinypng.com
https://tinypng.com/developers/reference
https://tinypng.com/developers
http://en.wikipedia.org/wiki/Basic_access_authentication
https://tinypng.com

[data]

Copy To CIipboardW

#include <_HttpRequest.au3>

$API_Key ="i6j-HvYY6XXGSqzjkZycyEyLZbCDWAEX'

$API_Key_B64 = _B64Encode(StringToBinary($API_Key))

$FilePath = FileOpenDialog("Chon mot file anh", @ScriptDir, "All Files (*)")

$aFileInfo = _GetFileInfo($FilePath) ; _GetFileInfo trda mang 3 gia tri: Tén tap tin, kiéu tap tin, ndi dung
tap tin

$rq = _HttpRequest(1, 'https://api.tinify.com/shrink’, $aFileInfo[2], ", ", 'Authorization: BASIC ' &
$API_Key_B64)

MsgBox(4096, 'Két qud', $rq)

Xem thém cac ham _B64Encode, _GetFileInfo néu chwa hiéu vi du.



https://www.autoitscript.com/autoit3/docs/functions/StringToBinary.htm
https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm

Example 4 Top Previous Next

Lay link tdi trang Fshare (Khong tai khoan):
https://www.fshare.vn/file/TF6JKXFF4T/

Khi tai Fshare Free ta phai chd 30s dém nguwgc rat mat thoi gian phai khong
nao ? Chi can thuc hién request nhw bén dwédi day thi ta da 1ay dugc link tai
mot cach nhanh chéng.

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Vao trang https://www.fshare.vn/file/TF6JKXFF4T/

- Khoan bam vao nit Tai Mién Phi.

- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat r6i thi bam
Clear dé xoa hét cac request cii khong lién quan.

- Bay gio md&i bam nat Tai Mién Phi va Live HTTP Headers sé hién thi 1
dong thong tin. Ta tim trong Live HTTP Headers doan request lién quan:

https://www.fshare.vn/download/get

POST /download/get HTTP/1.1

Host: www.fshare.vn

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:51.0) Gecko/20100101 Firefox/51.0 Cyberfox/51.0
Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: en-US

Accept-Encoding: gzip, deflate, br

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: https://www.fshare.vn/file/TF6JKXFF4T/

Content-Length: 148

Cookie: session_id=ha4fnbrn17anfbjkppqoinuo55; proxy_s_sv=1504842523971;
apluuid=747aec1226a444bfa2042cb543189c72; fosp_aid=be8e32c4d247cb40;
_8a=GA1.2.521239124.1504840725; _gid=GA1.2.92612061.1504840726; _gat=1;
fosp_location_zone=1



https://www.fshare.vn/file/TF6JKXFF4T/
https://www.fshare.vn/file/TF6JKXFF4T/

DNT: 1

Connection: keep-alive

fs_csrf=3342032daf77786afa935a036b11be73e9429ed0 &DownloadForm%5Bpwd%5D=
&DownloadForm%5Blinkcode%5D=TF6JKXFF4T &ajax=download-form &undefined=undefined

— DataToSend

2/ Phan tich Headers

Cac Header nhu Accept, Accept-Language, Accept-Encoding, Connection,
Content-Length, User-Agent, DNT: 1 ta khong can dé y dén ching vi UDF
da add san hét r6i. Xem thém chi tiét tai muc $sAdditional_Headers

— Header con ]ai sé nap Vao $sAdditional_Headers la: X-Requested-With:
XMLHttpRequest

3/ Phan tich Referer

Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugc,
chtrng nao request that bai mdéi dién vao dé thir.

4/ Phan tich Cookie

Nhitng cookie tap nham thuwong c6 dang _ abcxyz, _ abcxyz ta khong
can dé y dén ching. Con lai cac Cookie nhu: session_id, proxy_s_sv,
apluuid ta tam thdi khong suy nghi dén ching, thir request tri'dc, néu that
bai thi quay lai thit nap cac Cookie nay.

5/ Phan tich Data can gwi di

DataToSend thwong nam thut Iui qua phai hon so véGi cac dong khac, no la:
fs_csrf=3342032daf77786afa935a036b11be73e9429ed0& DownloadForm%5Bpwd %5D=&
DownloadForm%5Blinkcode%5D=TF6JKXFF4T& ajax=download-form

- Poan DownloadForm%5Blinkcode%5D=TF6JKXFF4T — Ta dung cac ham xt ly
String dé tach TF6JKXFF4T tw link Fshare ra, vi du:

$sURL = 'https://www.fshare.vn/file/TF6JKXFFAT/'
$1D = StringRegExp($sURL, 'file/(.*?)V?$', 1)[0]


https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

N6i chung la xtt 1y sao thi tuy, mién la tach duwgc céi ID la xong.

- fs_csrf ta tim & dau ? Thong thuwong dé tim mot gia tri la ta sé tim gia tri
do trén Live HTTP Headers tridc. Néu tim khong thay ta sé lam 1
request 1ay source tir dia chi header Referer. Nhin hinh & trén, dia chi
Referer do la https://www.fshare.vn/file/TE6JKXFF4T/ — Ta request dia
chi nay va luu source request dugc vao Clipboard:

$rq_referer = _HttpRequest(2, 'https://www.fshare.vn/file/TF6JKXFF4T/")
ClipPut($rq_referer)
Paste source da lwu vao Notepad hodc trang SciTE mai va search thir
(Ctrl+F3) gia tri la do6 (& vi du nay la fs_csrf) c6 nam trong source
khong, néu c6 thi dung StringRegExp dé tach lay né ra. Ta tim thir thi
qua nhién la thay:

<form id="login-form" action="/login" method="post">

<input type="hidden" value="cafc05fcb28231d1f5263e15aa38ba3a34dca96d"
name="fs_csrf" />

<div class="form-group">

— Ta StringRegExp vdi pattern la 'value="(.*?)" name="fs_csrf""
(Xem thém vé StringRegEXp tai day)

Hoadc ta cling c6 thé sit dung ham _HttpRequest_SearchHiddenValues dé
tim nhanh gia tri an dé.

6/ Phan tich ngoai luéng

- Sau khi request ta thay khong can cac Cookies nhu: session_id,
proxy_s_sv, apluuid... thi van request thanh cong — Khong can lam thém
budc tim cac Cookie nay.

- Neéu request thanh cong thi ta sé dwoc két qua tra vé nhu sau:

{"url":"http:VWdownload801.fshare.vn\dlVF7b910g-
SImTFSLI9rX2V5NvUIyQxsb2bu82uceWDuoHLPkqQKzU310mPypI5Q-
tYgSRO+RKrOLI7mcuRVX17-59463.is0"," wait_time":30}


https://www.fshare.vn/file/TF6JKXFF4T/
https://www.autoitscript.com/autoit3/docs/functions/ClipPut.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

— Ta phai lam thém c6ng doan StringRegExp va StringReplace dé tach cai
link tai ra.

7/ Hoan thién code

Copy To CIipboarﬂ

#include <_HttpRequest.au3>
$sURL = 'https://www.fshare.vn/file/TF6JKXFF4T/' ; Dia chi request va dia chi Referer la giong nhau
$ID_File = StringRegExp($sURL, 'file/(.*?)V?$', 1)[0]

$rq1 = _HttpRequest(2, $sURL) ; Lay source dia chi Referer dé tim fs_csrf
$fs_csrf = StringRegExp($rq1, 'value="(.*?)" name="fs_csrf", 1)

If @error Then Exit MsgBox(4096, 'Loi', 'Khong 1dy dugc fs_csrf')
$fs_csrf = $fs_csrf[0]

$rq2 = _HttpRequest(2, 'https://www.fshare.vn/download/get', 'fs_csrf="' & $fs_csrf &
'&DownloadForm%5Bpwd%5D=&DownloadForm%5Blinkcode%5D=" & $ID_File &
'&ajax=download-form&undefined=undefined', ", ", 'X-Requested-With: XMLHttpRequest')
; Tach link tai tir $rq2

$sLinkDownload = StringRegExp($rq2, "'(\Qhttp:\\WAE.*?)", 1)

$sLinkDownload = StringReplace($sLinkDownload[0], '\, ")
ShellExecute($sLinkDownload) ; Tai thi bang link da lay dwoc



https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringReplace.htm
https://www.autoitscript.com/autoit3/docs/functions/ShellExecute.htm

Example 5 Top Previous Next

Lay link tai trang Fshare (Co tai khoan):
https://www.fshare.vn/file/TF6JKXFF4T/

Lam twong tw nhw Vi du 4, chi khac mot cho la phai lam thém code request
Pang nhap vao tai khoan.

Vi vay phan lay link tai sé khong hwdng dan nita ma chi néi vé budc request
Pang nhap ma thoi.

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Vao trang https://www.fshare.vn/

- Dién username va pass. Khoan bam vao nit Pang Nhap.

- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat r6i thi bam
Clear dé xoa hét cac request cii khong lién quan.

- Bay gio md&i bam nut Bang nhap va Live HTTP Headers sé hién thi 1
dong thong tin. Ta tim trong Live HTTP Headers doan request lién quan
dén dang nhap sau:

https://www.fshare.vn/login

POST /login HTTP/1.1

Host: www.fshare.vn

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:51.0) Gecko/20100101 Firefox/51.0 Cyberfox/51.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US

Accept-Encoding: gzip, deflate, br

Referer: https://www.fshare.vn/

Cookie: session_id=ha4fnbrn17anfbjkppqoinuo55; apluuid=747aec1226a444bfa2042cb543189¢72;
fosp_aid=be8e32c4d247cb40; _ga=GA1.2.521239124.1504840725;
_gid=GA1.2.92612061.1504840726; fosp_location_zone=1



https://www.fshare.vn/file/TF6JKXFF4T/
https://www.fshare.vn/file/TF6JKXFF4T/

DNT: 1
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
Content-Length: 206

fs_csrf=3342032daf77786afa935a036b11be73e9429ed0&
LoginForm%5Bemail%5D=huan4hoang5%40gmail.com& LoginForm%5Bpassword%5D=123456&
LoginForm%5BrememberMe%5D=0& LoginForm%5BrememberMe%5D=1&
yt1=%C4%90%C4%83ng+nh%E1%BA%ADp

— DataToSend

2/ Phan tich Headers

Cac Header nhuw Accept, Accept-Language, Accept-Encoding, Connection,
Content-Length, User-Agent, DNT: 1 ta khong can dé y dén ching vi UDF
da add san hét r6i. Xem thém chi tiét tai muc $sAdditional_Headers

— Header con ]ai sé nap Vao $sAdditional_Headers la: Upgrade-Insecure-Requests: 1

3/ Phan tich Referer

Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugrc,
chtrng nao request that bai mdéi dién vao dé thir.

4/ Phan tich Cookie

Nhitng cookie tap nham thuwong c6 dang _ abcxyz, _ abcxyz ta khong
can dé y dén ching. Con lai cac Cookie nhu: session_id, proxy_s_sv,
apluuid ta tam thdi khong suy nghi dén ching, thir request tri'dc, néu that
bai thi quay lai thit nap cac Cookie nay.

5/ Phan tich Data can gyi di

DataToSend thwong nam thut Iui qua phai hon so véGi cac dong khac, no la:
fs_csrf=3342032daf77786afa935a036b11be73e9429ed0&
LoginForm % 5Bemail % 5D=huan4hoang5 %40gmail.com&
LoginForm % 5Bpassword%5D=123456& LoginForm % 5BrememberMe%5D=0&
LoginForm % 5BrememberMe%5D=1& yt1=%C4%90% C4%83ng+nh%E1%BA%ADp




- Ta c6 thé dat 2 ché huan4hoang5@gmail.com va 123456 1a bién dé dé

tuy bién hon: $sDataToSend = ... &'LoginForm%5Bemail%5D=" & $mail &
"LoginForm%5Bpassword%5D=" & $pass & ....

- Email da bi encode (@ — %40) nén ta dung ham _URIEncode dé chuyén:
$sDataToSend = ... & 'LoginForm%5Bemail%5D=' & _URIEncode($mail) &
"LoginForm%5Bpassword%5D=" & $pass & ....

- fs_csrf ta tim & dau ? Thong thuwong dé tim mot gia tri la ta sé tim gia tri
do trén Live HTTP Headers trde. Néu tim khong thay ta sé lam 1 request
lay source ttr dia chi header Referer. Nhin hinh & trén, dia chi Referer d6
la https://www.fshare.vn/ — Ta request dia chi nay va luwu source request
duoc vao Clipboard:

$rq_referer = _HttpRequest(2, 'https://www.fshare.vn/')

ClipPut($rq_referer)
Paste source da lwu vao Notepad hodc trang SciTE mai va search thir
(Ctrl+F3) gia tri la do6 (& vi du nay la fs_csrf) c6 nam trong source
khong, néu co6 thi dung StringRegExp dé tach 14y no ra. Ta tim thi thi
qua nhién la thay:

<form id="login-form" action="/login" method="post">

<input type="hidden" value="cafc05fcb28231d1f5263e15aa38ba3a34dca96d"
name="fs_csrf" />

<div class="form-group">

— Ta StringRegExp vdi pattern la 'value="(.*?)" name="fs_csrf""
(Xem thém vé StringRegEXp tai day)

Hoadc ta cling c6 thé sit dung ham _HttpRequest_SearchHiddenValues dé
tim nhanh gia tri an dé.
6/ Phan tich ngoai luéng

Sau khi request ta thay khong can cac Cookies nhu: session_id, proxy_s_sv,
apluuid... thi van request thanh cong — Khong can lam thém bwdc tim cac


https://www.fshare.vn/
https://www.autoitscript.com/autoit3/docs/functions/ClipPut.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
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Cookie nay.

7/ Hoan thién code

Két hgp code Dang nhép & trén va code 14y link tdi ¢ Vi du 4 ta dugc code
hoan chinh sau:

Copy To CIipboardW

#include <_HttpRequest.au3>

#Region <Dang nhap>
$mail = 'huan4hoang5@gmail.com’
$pass = '123456'

$rql = _HttpRequest(2, 'https://www.fshare.vn/") ; Lay source dia chi Referer dé tim fs_csrf
$fs_csrf = StringRegExp($rq1, 'value="(.*?)" name="fs_csrf", 1)

If @error Then Exit MsgBox(4096, 'L6i', 'Khong 1dy dugc fs_csrf')

$fs_csrf = $fs_csrf[0]

$rq2 = _HttpRequest(1, 'https://www.fshare.vn/login', 'fs_csrf=" & $fs_csrf &

'&LoginForm%5Bemail%5D=" & _URIEncode($mail) & '&LoginForm%5Bpassword%5D=" &

$pass & '&LoginForm%5BrememberMe%5D=0&LoginForm%5BrememberMe%5D=1" &

'&yt1=%C4%90%C4%83ng+nh%E1%BA%ADp, ", ", 'Upgrade-Insecure-Requests: 1")
#EndRegion

#Region <Lay link tai>
$sURL = 'https://www.fshare.vn/file/TF6JKXFFAT/'
$ID_File = StringRegExp($sURL, 'file/(.*?)V?$', 1)[0]

$rq3 = _HttpRequest(2, $sURL) ; Lay source dia chi Referer dé tim fs_csrf
$fs_csrf = StringRegExp($rq3, 'value="(.*?)" name="fs_csrf", 1)[0]

$rq4 = _HttpRequest(2, 'https://www.fshare.vn/download/get', 'fs_csrf=" & $fs_csrf &
'&DownloadForm%5Bpwd%5D=&DownloadForm%5Blinkcode%5D=" & $ID_File &
'&ajax=download-form&undefined=undefined', ", ", 'X-Requested-With: XMLHttpRequest')
; Tach link tai tir $rq4

$sLinkDownload = StringRegExp($rq2, "'(\Qhttp:\\WAE.*?)", 1)

$sLinkDownload = StringReplace($sLinkDownload[0], '\, ")
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ShellExecute($sLinkDownload) ; Tai thi bang link da lay dwoc
#EndRegion



https://www.autoitscript.com/autoit3/docs/functions/ShellExecute.htm

Example 6 Top Previous Next

Auto Thanks trong cac Topic trang:

https://www.steam-gamers.net

* Néu chwa co6 tai khoan thi tao tai khoan mai hoac dung tai khoan sau dé
lam thii:
user: huan4hoang5, password: 123456

Trang cu thé dé test Thanks: https://www.steam-
gamers.net/forum/showthread.php?t=72832

DPé Thanks dwgc thi di nhién phai Bang Nhap trudc. Ta sé lam 2 Budc:

A) Dang nhap

1/ Xem Live HTTP Headers cac request can lam

- Vao trang https.//www.steam-gamers.net/forum/

- Dién thong tin dang nhap vao (username, password) nhung khoan bam
nat Pang Nhap.

- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat roi thi bam Cles
deé xoa hét cac request cii khong lién quan.

- Bay gio md&i bam nut Bang nhap va Live HTTP Headers sé hién thi 1 don
thong tin. Vi la dang nhap nén tim trong Live HTTP Headers cho nao c6
POST va c6 tén host steam-gamers.net v4i login, thi thay:

https://www.steam-gamers.net/forum/login.php?s=5celal193df2cdde210ac104712d6¢c7f6&do=login

POST /forum/login.php?s=5ce1a193df2cdde210ac104712d6c7f6&do=login HTTP/1.1


https://www.steam-gamers.net
https://www.steam-gamers.net/forum/showthread.php?t=72832
https://www.steam-gamers.net/forum/

Host: www.steam-gamers.net
User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:51.0) Gecko/20100101 Firefox/51.0 Cyberfox/51.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US
Accept-Encoding: gzip, deflate, br
Referer: https://www.steam-gamers.net/forum/
Cookie: bb_lastactivity=0;
sc_is_visitor_unique=rx8874897.1504846484.58B058DAE4D74FE1CF996E7F07FBD909.1.1.1.1.1.1.1."
DNT: 1
Connection: keep-alive
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
Content-Length: 201

vb_login_username=huan4hoang5 &vb_login_password=123456 &vb_login_password_hint=Password
&s=5celal193df2cdde210ac104712d6c7f6 &securitytoken=guest &do=login
&vb_login_md5password=&vb_login_md5password_utf=

— DataToSend

Ta thay dia chi request c6 doan s=5ce1a193df2cdde210ac104712d6c7f6. Cach tim doc
phan Phan tich Data can giri di bén dudi.

2/ Phan tich Headers
Cac Header nhuw Accept, Accept-Language, Accept-Encoding, Connectior

Content-Length, User-Agent, DNT: 1ta khong can dé y dén ching vi UDF ¢
add san hét r6i. Xem thém chi tiét tai muc $sAdditional_Headers

- Header con lai Upgrade-Insecure-Requests: 1 thwong thi khong can nap vao var
dugc.

3/ Phan tich Referer

Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugc,
chirng nao request that bai mdéi dién vao dé thir.

4/ Phan tich Cookie

Nhitng cookie tap nham thwdng c6 dang _ abcxyz, _ abcxyz ta khong can
dé y dén chung.



5/ Phan tich Data can gi di

DataToSend thwong nam thut Iui qua phai hon so véGi cac dong khac, no la:
vb_login_username=huan4hoang5 &vb_login_password=123456
&vb_login_password_hint=Password &s=5cela193df2cdde210ac104712d6c7f6
&securitytoken=guest &do=login &vb_login_md5password=&vb_login_md5password_utf=

- Ta c6 thé dit username va password la bién dé dé tuy bién hon:
$sDataToSend = vVb_login_username='& $name &'&vb_login_password=' &
$pass & .....

+ Vi chudi gtti di $sDataToSend phai la chudi khong dau, nhung sé c6 truong
hop dat tén cho tai khodn cé chita ky tu c6 dau nén dé chac an, ta dung ha
_URIEncode($name) dé bién chuoi cé dau thanh chuoi khong diu theo
chuan URL.

- Poan s=5celal93df2cdde210ac104712d6c7f6: s ta tim ¢ dau ? Thong
thwong dé tim mat gia tri la ta sé tim gia tri d6 trén Live HTTP Headers
trréc. Néu tim khong thay ta sé lam 1 request l1ay source tir dia chi header
Referer. Nhin hinh & trén, dia chi Referer d6 la https://www.steam-
gamers.net/forum/ — Ta request dia chi nay va lwu source request dugc va
Clipboard:

$rq_referer = _HttpRequest(2, 'https://www.steam-gamers.net/forum/")
ClipPut($rq_referer)
Paste source da lwu vao Notepad hodc trang SciTE mai va search thir
(Ctrl+F3) gia tri la d6 (& vi du nay la s) c6 nam trong source khong, néu c
thi dung StringRegExp dé tach lay né ra. Ta tim th¥ thi qua nhién la thay:

<input type="hidden" name="s" value="7ac3ecal62de41baec9948407a2bf46a" />
<input type="hidden" name="securitytoken" value="guest" />

— Ta StringRegExp vd&i pattern la 'name="s" value="(.*?)"" (Xem thém vé

StringRegEXp tai day)
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Hodc ta cling c6 thé sit dung ham _HttpRequest_SearchHiddenValues dé
tim nhanh gia tri an dé.

6/ Phan tich ngoai luong
Twr s 1y dugc & trén ta gan vao dia chi request dé dwgc dia chi hoan chinh nhu

da nhin thdy trén Live HTTP Headers:

'https://www.steam-gamers.net/forum/login.php?s=' & $s & '&do=login’'

7/ Hoan thién code Pang Nhap

Copy To Clipboar:

#include <_HttpRequest.au3>
$name = 'huan4hoang5'
$pass = '123456'

il

$rql = _HttpRequest(2, 'https://www.steam-gamers.net/forum/") ; Request dén dia chi Referer dé tim gia
s

$s = StringRegExp($rq1, 'name="s" value="(.*?)", 1)[0]

$rq2 = _HttpRequest(0, 'https://www.steam-gamers.net/forum/login.php?s=' & $s & '&do=login’,
'vb_login_username=' & _URIEncode($name) & '&vb_login_password=' & $pass &
'&vb_login_password_hint=Password&s="' & $s &
'&securitytoken=guest&do=login&vb_login_md5password=&vb_login_md5password_utf=")

; - Sau request trén thi _HttpRequest sé lwu Cookies dang nhap vao cache (INé
thanh cong).

; » Tham s0 $iReturn cia _HttpRequest dién s6 mdy cling dugc bdi cdi ta can 12
Cookies dang nhap da san sang co trong cache khi request thanh céng. Vi vay t
dién 0 dé tang toc do request (do khong ton thém thoi gian dé 14y bat & gia tri

trd vé nao)




B) Nhan nut Thanks

1/ Xem Live HTTP Headers cac request can lam

- Vao trang https://www.steam-gamers.net/forum/showthread.php ?t=72832
hodc bat cit Topic nao tuy y. (Pa dang nhap tai khoan roi)

- Live HTTP Headers bam Clear dé xoa hét cac request cii.

- Live HTTP Headers sé hién thi 1 dong thong tin. Ta tim request lién quan
dén Thanks thi thay:

https://www.steam-gamers.net/forum/post_thanks.php

POST /forum/post_thanks.php HTTP/1.1
Host: www.steam-gamers.net
User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:51.0) Gecko/20100101 Firefox/51.0 Cyberfox/51.0
Accept: */*
Accept-Language: en-US
Accept-Encoding: gzip, deflate, br
X-Requested-With: XMLHttpRequest
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Referer: https://www.steam-gamers.net/forum/showthread.php?t=72832
Content-Length: 106
Cookie: bb_sessionhash=52bf03a35330675d028ac4ab0dc823db; bb_lastvisit=1504846519;
bb_lastactivity=0; bb_forum_view=105a91349b0a86ab3290a689b9268b569e91abb9a-2-%7Bi-10_i-
1504848326_i-254_i-1504848338_%7D; bb_userid=19354;
bb_password=2f59f076551d711149835dc32da6893d;
DNT: 1
Connection: keep-alive
do=post_thanks_add &using ajax=1 &p=903238 &securitytoken=1504848391-
37a0922bc8f485e038304d786944a0dd64ef2cf7

— DataToSend

2/ Phan tich Headers

Cac Header nhuw Accept, Accept-Language, Accept-Encoding, Connectior
Content-Length, User-Agent, DNT: 1 ta khong can dé y dén chung vi UDF
da add san hét r6i. Xem thém chi tiét tai muc $sAdditional_Headers


https://www.steam-gamers.net/forum/showthread.php?t=72832

Vay la con lai header x-Requested-with: XMILHttpRequest Can gan vao tham so
$sAdditional_Headers

3/ Phan tich Referer

Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugrc,
chirng nao request that bai mdéi dién vao dé thir.

4/ Phan tich Cookie

- Cookie trong hinh la nhitng Cookies thong tin dang nhap ma ta da lay durc
t’ request dang nhap (Sau khi dang nhap thanh cong thi cac Cookies nay ¢
dwgc tw dong luwu vao Cache nén khong can phai nap lai vao tham so
$sCookie clia _HttpRequest)

- Ngoai ra, dé bo qua bwéc Bang nhap & nhitng lan chay code sau ta c6 thé
dung _GetCookie dé trich 1dy Cookies tir request dang nhap, lwu lai
Cookies d6 vao ini hay txt, 1an sau chay code thi chi viéc doc ttr ini/txt r6i
nap vao tham so $sCookie ctia _HttpRequest la xong. Xem cu thé cach lam
tai day.

5/ Phan tich Data can gi di

DataToSend thwong nam thut Iui qua phai hon so véi cac dong khac, no la:
do=post_thanks_add &using_ajax=1 &p=903238 &securitytoken=1504848391 - 37a0922bc8f485
38304d7869 44a0dd6 4ef2cf7

* P Va securitytoken tim ¢ dau ? Thong thuong dé tim mot giatrilatasé tim g
tri do trén Live HTTP Headers truéc. Néu tim khong thdy ta sé lam 1
request 1ay source tir dia chi header Referer. Nhin hinh & trén, dia chi
Referer do la https://www.steam-gamers.net/forum/showthread.php?
t=72832 - tarequest dia chi nay va lwu source request dugc vao dau do
(stt dung ham ClipPut dé copy gia tri bién lwu source vao Clipboard r6i
paste vao Notepad, new tab SciTE... chang han) va search thir (Ctrl+F3) g
tri la d6 (& vi du nay la p va securitytoken) c6 nam trong source khong, néu «



https://www.steam-gamers.net/forum/showthread.php?t=72832
https://www.autoitscript.com/autoit3/docs/functions/ClipPut.htm

thi dung StringRegExp dé tach lay né ra. Ta tim tht thi thay:

<a href="post_thanks.php? do=post_thanks_add&amp; p=903250&amp;
securitytoken=1504849440-
461f0fa504a8f4aa3403cal27b777387a4d03d34"
id="post_thanks_button_903250" onclick="return
post_thanks_give(903250, false);" rel="nofollow"
[class="post_thanks_button">Thanks</a>

<a href="post_thanks.php? do=post_thanks_add&amp; p=903253&amp;
securitytoken=1504849440-
461f0fa504a8f4aa3403cal27b777387a4d03d34"
id="post_thanks_button_903250" onclick="return
post_thanks_give(903250, false);" rel="nofollow"
[class="post_thanks_button">Thanks</a>

<a href="post_thanks.php?

|do=post_thanks_add&amp; p=903257&amp; securitytoken=150484944
461f0fa504a8f4aa3403cal27b777387a4d03d34"
id="post_thanks_button_903250" onclick="return
post_thanks_give(903250, false);" rel="nofollow"
[class="post_thanks_button">Thanks</a>

Trong rat giong véi DataToSend nhin thdy & Live HTTP Headers diing
khong nao. (Nhitng dong trén twong tng véi cac nit Thanks ctia moi post
trong Topic.)

— Ta StringRegExp vaGi pattern la ""post_thanks.php\?do=(.*?)"" (Xem thé

vé StringRegEXD tai day)
Hodc ta cling c6 thé sit dung ham _HttpRequest_SearchHiddenValues dé
tim nhanh cac gia tri an do.

— Dung StringReplace dé thay thé &amp; thanh & cta cac chuoi gia tri &
da tach dugc & trén va noi thém vGi &using_ajax=1 la giong vGi


https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringReplace.htm

DataToSend roi.

C) Hoan thién code auto Thanks

Copy To Clipboar:

#include <_HttpRequest.au3>

#Region <Dang nhap>
$name = 'huan4hoang5'
$pass = '123456'

>

$rql = _HttpRequest(2, 'https://www.steam-gamers.net/forum/") ; Request dén dia chi Referer dé tim
giatris
$s = StringRegExp($rq1l, 'name="s" value="(.*?)", 1)[0]

$rq2 = _HttpRequest(0, 'https://www.steam-gamers.net/forum/login.php?s=' & $s & '&do=login’,
'vb_login_username=' & _URIEncode($name) & '&vb_login_password=' & $pass &
'&vb_login_password_hint=Password&s=' & $s & '&securitytoken=guest&do=login' &
'&vb_login_md5password=&vb_login_md5password_utf=")

#EndRegion

#Region <Nhan cac nit Thanks trong Topic>

$URL_Topic = 'https://www.steam-gamers.net/forum/showthread.php?t=72832'

$Source_Topic = _HttpRequest(2, $URL_Topic)

$array_Thanks = StringRegExp($Source_Topic, "'post_thanks.php\?(.*?)", 3) ; Ta sé duwgc mang cac

button Thanks

_ArrayDisplay($array_Thanks, 'Xem lai thtt cac DataToSend')

For $i = 0 To UBound($array_Thanks) - 1
$array_Thanks[$i] = StringReplace($array_Thanks[$il, '&amp;', '&') & '&using_ajax=1'
_HttpRequest(1, 'https://www.steam-gamers.net/forum/post_thanks.php', $array_Thanks[$i], ", ",
'X-Requested-With: XMLHttpRequest")

Next

#EndRegion



https://www.autoitscript.com/autoit3/docs/functions/StringReplace.htm
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- Khong c6 gi khac so vGi POST application/x-www-form-urlencoded ngoai
trir khac dang ctia DataToSend:
- x-www-form-urlencoded: Dang DataToSend la
keyl=valuel&key2=value2&....

- json: Dang DataToSend la {"key1":valuel, "key2":value2, ...}

- _HttpRequest da ty thém header Content-Type application/json nén khong can
thém nita, nhing néu c6 16i xay ra (bao sai Content-Type) thi hay tw thém
header nay vao tham so $sAdditional_Headers cia _HttpRequest.

- Cac vi du trong phﬁn POST application/json:

1. Upload anh 1én https://tinypng.com
2. Dang nhap trang chotot.com va lay AccessToken




Example 1 Top Previous Next

Upload anh len https://tinypng.com
v@i REST API do trang nay cung cap

- Trudc tien ta vao trang API cua né: https://tinypng.com/developers/reference

- Trang nay gidi thich: Mudn up anh 1én thi can phai thyc hién Authentication
trwdc:

To use the API you must provide your API key. You can get an API key by

registering with your name and email address. Always keep your API key
secret!

Authentication to the API is done with HTTP Basic Auth. All requests require
an Authorization header that contains a Base64 digest of the authentication

string api:YOUR_API_KEY where YOUR_API_KEY is the key that can be
found on your API account page.

Pay la API Key mau ma trang cung cap: i6j-HvYY6XXGSqzjkZycyEyLZbCDWAEX,
ban c6 thé st dung tuy y hoac ty get mot API key khac.

Theo lwu y cho in dam: Phai chuyén cai API-Key sang Base64 mdi sit dung
cho request dwgc — Ta dung ham _B64Encode dé chuyén.

- Tiép theo ta xem Example cach upload dnh ma trang https://tinypng.com cung
cap:

Example upload from URL

You can also provide a URL to your image instead of having to upload it. The
API accepts a JSON body with the image URL as a source location.

POST /shrink HTTP/1.1
Host: api.tinify.com
Authorization: Basic



https://tinypng.com
https://tinypng.com/developers/reference
https://tinypng.com/developers
http://en.wikipedia.org/wiki/Basic_access_authentication
https://tinypng.com

Y XBpOmFiY2R1ZmdoaWprbG1ub3BxcnN0dXZ3eHI6MDEyMzQ1
Content-Type: application/json

{
"source": {
"url": "https://tinypng.com/images/panda-happy.png"
}
}

Copy To CIipboardW

#include <_HttpRequest.au3>

$API_Key ="i6j-HvYY6XXGSqzjkZycyEyLZbCDWAEX'
$API_Key_B64 = _B64Encode(StringToBinary($API_Key))

$rq = _HttpRequest(1, 'https://api.tinify.com/shrink’, '{"source": {"url":

"https://cdn.tinypng.com/images/panda-happy.png"}}', ", ", 'Authorization: BASIC ' & $API_Key_B64)
MsgBox(4096, 'Két qud', $rq)

Xem thém cac ham _B64Encode, _GetFileInfo néu chwa hiéu vi du.



https://www.autoitscript.com/autoit3/docs/functions/StringToBinary.htm
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Dang nhap trang hups://www.chotot.com/
va lay AccessToken sau khi dang nhap thanh ¢

* Néu chwa c6 tai khoan thi tao tai khoan méi hoac dung tai khoan sau dé |
user: 0989815790, password: lucky7979

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Vao trang dang nhap cua chotot.com: https://accounts.chotot.com/login?
service=menu&continue=https://www.chotot.com/

- Dién thong tin dang nhap vao (username, password) nhung khean bam n
Nhap.

- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat roi thi bam Cle
cac request cii khong lien quan.

- Bay gio md&i bam nut Bang nhap va Live HTTP Headers sé hién thi 1 don
la dang nhap nén tim trong Live HTTP Headers cho nao c¢6 POST va c6 té
chotot.com VO1i login, thi thﬁy:

https://accounts.chotot.com/api/login

POST /api/login HTTP/1.1

Host: accounts.chotot.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:51.0) Gecko/20100101 Firefox/51.0 Cyberfox/51.0
Accept: */*

Accept-Language: en-US

Accept-Encoding: gzip, deflate, br

Content-Type: application/json

Referer: https://accounts.chotot.com/login?continue=https://www4.chotot.com/dashboard/ads&service=m
Content-Length: 99

DNT: 1



https://www.chotot.com/
https://accounts.chotot.com/login?service=menu&continue=https://www.chotot.com/

Connection: keep-alive
{"phone":"0989815790","password":"lucky7979","rememberMe":true, "msess":null,"delaySetCookie":f:

— DataToSend

HTTP/2.0 200 OK

Date: Fri, 06 Oct 2017 05:59:12 GMT

Content-Type: application/json; charset=utf-8

Content-Length: 1023

X-Powered-By: Express

Strict-Transport-Security: max-age=86400; includeSubDomains; preload

Set-Cookie: user[d=MzMONjMO0Ng%3D%3D; Max-Age=2592000; Domain=.chotot.com; Path=/; Expire
2017 05:59:13 GMT

Set-Cookie: fb_full_name=Q2hvIFJhbyBWY XQ=; Max-Age=2592000; Domain=.chotot.com; Path=/; E>
2017 05:59:13 GMT

Set-Cookie: u.r=1; Max-Age=2592000; Domain=.chotot.com; Path=/; Expires=Sun, 05 Nov 2017 05:59:1
Set-Cookie: u.ac=3346346; Max-Age=2592000; Domain=.chotot.com; Path=/; Expires=Sun, 05 Nov 201
Set-Cookie: u.ph=0989815790; Max-Age=2592000; Domain=.chotot.com; Path=/; Expires=Sun, 05 Nov
GMT

Set-Cookie: bRefreshToken=undefined; Max-Age=2592000; Domain=.chotot.com; Path=/; Expires=Sun,
05:59:13 GMT; HttpOnly

Set-Cookie: privateToken=eyJhbGciOiJIUzI. 1NilsInR5cCI6IkpXVCJ. 9.2UkW_1Fn2-ql. xongKEuKpa6
Age=2592000; Domain=.chotot.com; Path=/; Expires=Sun, 05 Nov 2017 05:59:13 GMT

Set-Cookie: refreshToken=NGVmNDIkZmFmZWNhNDIINzk. yODV]jYjM2NTEzNjRjYTc%3D; Max-A
Domain=.chotot.com; Path=/; Expires=Sun, 05 Nov 2017 05:59:13 GMT

Set-Cookie: chapyToken=0GIzOGZmM2I3NmY. wNDQzZTIINWNjZGE. yNDFINTI20WM%3D; Max
Domain=.chotot.com; Path=/; Expires=Sun, 05 Nov 2017 05:59:13 GMT

Etag: W/"3ff-D8JVCW6EGZMgDaWjQCbnWA"

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

X-Firefox-Spdy: h2

2/ Phan tich Headers
Cac Header nhuw Accept, Accept-Language, Accept-Encoding, Connection, (
Length, User-Agent, DNT: 1 ta khong can dé y dén ching vi UDF da add sar
thém chi tiét tai muc $sAdditional_Headers
3/ Phan tich Referer
Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugc, cht

that bai md&i dién vao dé thu.

4/ Phan tich Cookie



Nhitng cookie tap nham thwdng c6 dang _ abcxyz, _ abcxyz ta khong can
chung.

5/ Phan tich Data can gi di

DataToSend thwong nam thut Iui qua phai hon so véGi cac dong khac, no la:
{"phone":"0989815790","password": "lucky7979"," rememberMe" :true, 'msess " :null, " dela

Cac thong so trong DataToSend khong c6 gi can ban dén.

6/ Phan tich ngoai luéng

Néu dang nhap thanh cong thi Data tra vé sé c6 dang twong ty nhw sau:
{"last_name":"", "create_time":1474866274,"full name":"Test", "account_status
"first_name":"", "account_id":3346346,"is_active":true,"phone":"0989815790",
"phone_verified":"t", "email_verified":"f",
"account_oid":"f14421f2132abc0e3ec845bd10aa0bd1",
"avatar":"https://static.chotot.com.vn/imaginary/j43jg53g45jj", "gender":"",
"token":"eyJhbGciOiJIUzI. 1NilsInR5cCI6IkpXVCJ9. eyJzdWIiOilzMzQ2Mz(,
NzljoiY2hvdG90. liwicG9sljoiNTcx. 8BaPseelgdDsOfBIF-_- H21PU3wixmok"

- Data tra vé day dua thong tin Tai khoan la da dang nhap thanh cong.
- Yéu cau cta vi du nay la 1dy AccessToken cua trang chotot, ta thay né nam t
vé cho "token". Vay chi can StringRegExp dé 1dy Token d6 la hoan tat vi du.

7/ Hoan thién code

Copy T
#include <_HttpRequest.au3>
$phone ='0989815790'
$pass = Tucky7979'
$rq = _HttpRequest(2, 'https://accounts.chotot.com/api/login', '{""phone":"" & $phone & ","password":"" «
" "rememberMe":true,""msess":null,"delaySetCookie":false}")
$Token = StringRegExp($rq, ""token":"(.*?)", 1)



https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

If @error Then Exit MsgBox(4096, 'L6i', 'Dang nhap that bai")
$Token = $Token[0]
MsgBox(4096, 'AccessToken', $Token)
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Lay link 320 va Lossless Zingmp3 thong qua

trang
http.//www.linkvip.info

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Vao trang http://www.linkvip.info

- Dién url mot bai hat vao, vi du: https://mp3.zing.vn/bai-hat/Ngung-
Khoc-Cho-Nhau-Karik/ZW7FZWO0B.html nhung khoan bam niat GET
LINK.

- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat r6i thi bam
Clear dé xoa hét cac request cii khong lién quan.

- Bay gio mdi bam nit GET LINK, tim trong Live HTTP Headers cho
nao c6 POST va c6 tén host linkvip.info thi thay:

http://www.linkvip.info:8001/mp3/

POST /mp3/ HTTP/1.1

Host: www.linkvip.info:8001

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:51.0) Gecko/20100101 Firefox/51.0 Cyberfox/51.0

Accept: application/json

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Content-Type: application/json

Referer: http://www.linkvip.info/

Content-Length: 77

Origin: http://www.linkvip.info

DNT: 1

Connection: keep-alive
{"url":"https://mp3.zing.vn/bai-hat/Ngung-Khoc-Cho-Nhau-Karik/ZW7FZWO0B.html"}

— DataToSend



http://www.linkvip.info
http://www.linkvip.info

HTTP/1.0 200 OK

Date: Fri, 20 Oct 2017 06:08:27 GMT

Server: WSGIServer/0.1 Python/2.7.12
Access-Control-Allow-Origin: http://www.linkvip.info
Vary: Origin

X-Frame-Options: SAMEORIGIN

Content-Type: application/json

Content-Length: 413

- Ta thdy URL dé request la http://www.linkvip.info:8001/mp3/, 8001 chinh la
Custom Port cua Host nay, tuy nhién ta khéng can phan tich thém gi & cho6 nay
ca vi _HttpRequest da tw dong chuyén Port khi gap nhitng dang URL nhu thé
nay.

- Con néu ban st dung ham goc cia WinHTTP thi nhé gan 8001 vao tham so
$iServerPort cia ham _WinHttpConnect.

2/ Phan tich Headers

- Cac Header nhu Accept, Accept-Language, Accept-Encoding,
Connection, Content-Length, User-Agent, DNT: 1 ta khong can dé y dén
chiing vi UDF da add san hét r6i. Xem thém chi tiét tai muc
$sAdditional_Headers

- Vay con lai header: Origin: http://www.linkvip.info, ta khoan dién, néu request
that bai thi dién vao.
— Keét qua: Phai dién header Origin vao thi request thanh cong.

3/ Phan tich Referer
Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugrc,
chtrng nao request that bai mdéi dién vao dé thir.
— Keét qua: Phai dién Referer méi request thanh cong.

4/ Phan tich Cookie

Khong c6 Cookie.


http://www.linkvip.info:8001/mp3/

5/ Phan tich Data can gui di

DataToSend thwong nam thut Iui qua phai hon so véGi cac dong khac, no la:
{"url":"https://mp3.zing.vn/bai-hat/Ngung-Khoc-Cho-Nhau-Karik/ZW7FZW0B.html" }

Cac thong so trong DataToSend khong c6 gi can ban dén.

6/ Hoan thién code

Copy To CIipboardw

#include <_HttpRequest.au3>

$rq = _HttpRequest(2, 'http://www.linkvip.info:8001/mp3/, '{"url":"https://mp3.zing.vn/bai-
hat/Ngung-Khoc-Cho-Nhau-Karik/ZW7FZWO0B.html"}', ", 'http://www.linkvip.info/', 'Origin:
http://www.linkvip.info")

MsgBox(4096, 'Két Qua', $rq)
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- Dang POST nay c6 kiéu DataToSend (goi la Data-Form) kha rwdm ra.
Cau tric ctia mot Data-Form la: (Mo6i s6 thi? ty twong dwong véi 1 dong méi)

1. Chu6i Boundary (Thuc chat day chi la mot chudi ngau nhién)
2. Content-Disposition: form-data; name="Key1"

3. Dong trong

4. Gia tri Valuel

5. Chu6i Boundary

6. Content-Disposition: form-data; name="Key2"

7.Dong trong

8. Gia tri Value2

9. Chuti Boundary

10. Content-Disposition: form-data; name="Key3";
filename="FileName"

11. Content-Type: MIME 'Type

12. Dong trong

13. Giéa tri Value3: Noi dung cua tap tin mudn upload.
14. Lap lai ngi dung nhu trén

15. Chuoi Boundary két thiic kém véi -- & cudi.

(Xem thém 3 hinh vi du bén duéi dé hiéu ré6 hon dang cua Data-
Form)

v Néu nhin vao Data-Form trén Live HTTP Headers ma thay khong co
chuoi Boundary keét thuc thi thyc ra 1a c6, nhung do Noi dung tap tin qua
dai nén Live HTTP Headers né hién thi khong hét.

v Tuy trang web ma cac cum Data: Key1-Valuel, Key2-Value2, Key3-
Value3... c6 thé c6 hodc khong cé.



- Tuy nhién chi khi lam bang tay thi m&i quan tam dén viéc code nhitng dong
rvom ra trén (doc thém vé phan vi du cua ham _BoundaryGenerator dé thay do
riom ra), béi UDF da c6 san ham _HttpRequest_CreateDataForm gitip cho viéc
tao Form dé dang hon bao gio hét. Can doc ky vé ham
_HttpRequest_CreateDataForm dé c6 thé hiéu dwgc nhitng vi du ctia phan nay.

- Cac vi du trong phﬁn POST multipart/data-form:

1. So sanh code dung UDF WinHttp va UDF _HttpRequest khi Upload lén

trang posttestserver.com

2. Upload tap tin TXT lén trang uploadedit.com

3. Upload anh lén trang upanh.vn-zoom.org

4. Upload anh 1én trang upanh.vn-zoom.org (c6 Tién trinh tai [én)
5. Upload tap tin lén trang secufiles.com

Hinh minh hoa 1

HTTP Headers
hitkp: [ e, upsieukoc, com/json

POST fison HTTR{1.1

Hosk: v, upsieutoc, com
User-Agent: Mozillafs.0 (windows NT 6.1; rvi52.0) Gecko/20100101 Firefox/S2,0 Cyberfox/S2,2.0
Accept: application)json
Accept-Language: en-US Form-Data
Accept-Encoding: gzip, deflae Key

Referer: hktp: f fuias, upsieutoc, comy,
Zontent-Length: 13553

Zontent-Type: multipart/Form-d f boundary 155022927624510

Cookie: __cfduid=dSdecDe1933d63b4335562053de45R8C 1F 1504155289, PHPSESSID=0qcuf362icslil
DMT: 1 f

Connection: keep-alive

155022927624510

ource|; filename="z.png"

Zontent-Disposition: form-data; name="

Zontent-Type: image/png

EPNG g Value




Hinh minh hoa 2

HTTP Headers

Referer: https:/fpastebin, com/

Cookie: __ cfduid=df2744c67fEe3ad2d5845 1 ee9ac9ef 27F1504162396; PHPSESSID=ip7 0307 p2pduls 70059 aii
DMT: 1
Connection: keep-alive

Text ti€ng Viét di bi chuyén sang ANSI

Upgrade-Insecure-Requests: 1
Zontent-Type: multipart/form-data; boundary 560614449506
Zontent-Length: 843

560614449606 Key

me="\cstf_koken_posh'

MTLwWHDEZMiMSMzk3RFS lj(SNHQEakNHS 1My djBIdEwW3LVKOTFEwWbMSF :
260614449506

Zontent-Disposition: formydata; name={submit_hidden
| sul:umit_hiu:h:leni

Content-Dispositi

Zontent-Disposition: Form-data;

Value

/_SEuEIEu 14449506

: form-data; name="jpaste_codel'

upload chud?@n chiE®a

260614449506

Zontent-Disposition: form-data; name= '

Hinh minh hoa 3



HTTP Headers

Accept-Encoding: gzip, deflate, br

Referer: https: [ fpastebin, com/

Cookie: __cfduid=d3al4cdezd9537928dd6al 6944381 7266150443337 7 PHPSESSID=ckjaZ143m
DMT: 1

Connection: keep-alive Bounda ry
Upgrade-Insecure-Requests: 1
Zontent-Type: multipart/form-data) boundary A593610416060

Zontent-Length: &34
l 9593610416060 |
Zontent-Disposition: Form-data; name="csrf_token_post"

MTUWMDOzMzMSMIRCNZNETTAvalpOT31222I05
| 9393610416060
Zontent-Disposition: Form-data; name="submit_hidden’

submit_hidden

9593610416060-- .
I 4 Luu ¥ Boundary cudi




Example Top Previous Next
So sanh giira code sit dung UDF WinHttp goc
va UDF _HttpRequest khi request Upload len

trang
https://posttestserver.com

* Trang nay chi cho upload mot tap tin anh hoac text co kich c& < 500Kb

A. Code WinHttp goc lay tir tap tin Help dinh kem trong UDF WinHttp:
(Néu chwa c6 thi tai tai day)

Copy To CIipboarcﬂ

#include <WinHttp.au3>
$sFileToUpload = FileOpenDialog("Chon file dnh hodc txt < 500Kb", "", "All Files (*)")
If @error Then Exit

$sAddress = "https://posttestserver.com/post.php?dump&dir=WinHttp"
$sForm = _
'<form action="" & $sAddress & "' method="post" enctype="multipart/form-data">' & _
' <input type="file" name="upload"/>' & _
' <input type="text" name="someparam" />' & _
'</form>'
$hOpen = _WinHttpOpen()
$hConnect = $sForm
$sHTML = _WinHttpSimpleFormFill($hConnect, $hOpen, Default, "name:file", $sFileToUpload,
"name:someparam", "Candy")
_WinHttpCloseHandle($hConnect)
_WinHttpCloseHandle($hOpen)
FileWrite('result.txt', $sHTML)
ShellExecute('result.txt")



https://posttestserver.com
https://github.com/dragana-r/autoit-winhttp/releases
https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm
https://www.autoitscript.com/autoit3/docs/functions/ShellExecute.htm

B. Code sit dung UDF _HttpRequest mo phéng lai code trén:

Copy To CIipboardW

#include <_HttpRequest.au3>
$sFileToUpload = FileOpenDialog("Chon file dnh hodc txt < 500Kb", "", "All Files (*)")
If @error Then Exit

Local $aForm = ['$file=" & $sFileToUpload, 'someparam=Candy']
$sHTML = _HttpRequest(2, 'https://posttestserver.com/post.php?dump&dir=WinHttp', $aForm)
_HttpRequest_Test($sHTML, 'result.txt’)

Trong code _HttpRequest don gian hon rat nhiéu so véi code goc phai khong
nao.
Code trén st dung _HttpRequest_CreateDataForm dé tao Data-Form upload.

Khong thay _HttpRequest_CreateDataForm trong code sao ? D6 la do ta da st
dung kiéu rit gon. Xem chi tiét tai day.


https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm

Example 2 Top Previous Next

Upload tap tin TXT len trang:

http://www.uploadedit.com/_to-upload-documents-onto-internet-
PLAIN-TEXT-TXT-hosting.htm

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Vao trang http://www.uploadedit.com/_to-upload-documents-onto-
internet-PLAIN-TEXT-TXT-hosting.htm

- Bam nut Choose File va chon tap tin txt can upload nhuwng khoan bam
vao nut UPLOAD.

- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat r6i thi bam
Clear dé xoa hét cac request cii khong lién quan.

- Gio ta mdi bam nit UPLOAD, va Live HTTP Headers sé hién thi 1
dong thong tin. Ta tim trong Live HTTP Headers doan request lién quan:

http://www.uploadedit.com/_to-upload-documents-onto-internet-PL AIN-TEXT-TXT-hosting.htm

POST /_to-upload-documents-onto-internet-PLAIN-TEXT-TXT-hosting.htm HTTP/1.1

Host: www.uploadedit.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:51.0) Gecko/20100101 Firefox/51.0 Cyberfox/51.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Referer: http://www.uploadedit.com/_to-upload-documents-onto-internet-PL AIN-TEXT-TX T-hosting.htm
Cookie: PHPSESSID=66c042553ae6cdb5eal1b52dfdc14399;  servid=0

Content-Type: multipart/form-data; boundary= 1545216715435

Content-Length: 325

1545216715435
Content-Disposition: form-data; name="my_field"; filename="123.txt"
Content-Type: text/plain

test thir upload

1545216715435
Content-Disposition: form-data; name="Submit" — Data-Form



http://www.uploadedit.com/_to-upload-documents-onto-internet-PLAIN-TEXT-TXT-hosting.htm
http://www.uploadedit.com/_to-upload-documents-onto-internet-PLAIN-TEXT-TXT-hosting.htm

---UPLOAD - - -
1545216715435--

2/ Phan tich Headers

Cac Header nhuw Accept, Accept-Language, Accept-Encoding, Connection,
Content-Length, User-Agent ta khong can dé y dén ching vi UDF da add
san hét roi. Xem thém chi tiét tai muc $sAdditional_Headers

3/ Phan tich Referer

Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugc,
chtrng nao request that bai mai dién vao dé thr.
— Keét qua: Phai c6 Referer mé&i request thanh cong.

4/ Phan tich Cookie

- Nhitng cookie tap nham thuwong c6 dang _ abcxyz, _ abcxyz ta khong
can dé y dén chung.

- Con lai Cookie PHPSESSID thuwong thi khong can nap vao $sCookie,
nhung c6 nhiéu trang lai can thang PHPSESSID nay (vi du nhw
https://10minutemail.org). N6i chung la khoan nap, khi nao request that
bai thi md&i nap thu.

5/ Phan tich Data can gi di

Ta sé dung ham _HttpRequest_CreateDataForm dé tao nhanh Data-Form.

- Key1 la my_field, Valuel la Thong tin caa tap tin txt (gom Tén,
Content-Type, NOi dung). Vi Valuel la Thong tin tap tin nén:

@ Keyl ta phai thém dau $ vao truéc


https://10minutemail.org

@ Valuel ta nap duong dan cua tap tin can upload.

@ Xem huwdng dan cua ham _HttpRequest_CreateDataForm néu chwa
hiéu vi sao nhw vay.

- Key?2 la Submit, Value2 la ---UPLOAD---

6/ Phan tich ngoai luong

Khi tién hanh request thi request that bai, thir nap Referer vao thi request
thanh cong — Trang nay can phai nap Referer vao.

7/ Hoan thién code

Copy To CIipboardw

#include <_HttpRequest.au3>

$sFilePath = FileOpenDialog('Chon 1 tap tin txt', ", 'txt (*.txt)")

If @error Then Exit

$HOST = 'http://www.uploadedit.com/_to-upload-documents-onto-internet-PL AIN-TEXT-TXT-
hosting.htm'

Local $aForm = [['$my_field', $sFilePath], ['Submit, '- - - UPLOAD - - -']]

$sDataToSend = _HttpRequest_CreateDataForm($aForm)

$rq = _HttpRequest(2, SHOST, $sDataToSend, ", SHOST)

_HttpRequest_Test($rq)

Ngoai ra ta cé thé rit gon code bang cach nap thang $aForm vao tham s6
$sData2Send cua _HttpRequest ludn cling dugc:

Copy To Clipboard

#include <_HttpRequest.au3>

$sFilePath = FileOpenDialog('Chon 1 tap tin txt', ", 'txt (*.txt)")

If @error Then Exit

$HOST = 'http://www.uploadedit.com/_to-upload-documents-onto-internet-PL AIN-TEXT-TXT-
hosting.htm'

Local $aForm = [['$my_field', $sFilePath], ['Submit, - - - UPLOAD - - -']]



https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm
https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm

$rq = _HttpRequest(2, $SHOST, $aForm, ", SHOST)
_HttpRequest_Test($rq)




Example 3 Top Previous Next

Upload anh len trang: http://upanh.vn-zoom.org/
(Dung lvgng anh < 1Mb)

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Vao trang http://upanh.vn-zoom.org/

- Chon Server: Flickr roi chon Add Files va chon anh can upload. Khoan b
nat UPLOAD.

- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat roi thi bam Cle
hét cac request cii khong lién quan.

- Gig ta mdi bam nit UPLOAD, va Live HTTP Headers sé hién thi 1 dong
Ta tim trong Live HTTP Headers doan request lién quan:

https://vn-zoom.org/upanh/upload.php

POST /upload.php HTTP/1.1

Host: upanh.vn-zoom.org

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:52.0) Gecko/20100101 Firefox/52.0 Cyberfox/52
Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: en-US

Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Referer: http://upanh.vn-zoom.org/

Content-Length: 14616

Content-Type: multipart/form-data; boundary= 531682518029
Cookie: _ga=GA1.2.1230319195.1505068939; _gid=GA1.2.168204034.1505068939; _gat=1
DNT: 1

Connection: keep-alive

531682518029
Content-Disposition: form-data; name="type"

upload



http://upanh.vn-zoom.org/
http://upanh.vn-zoom.org/

531682518029
Content-Disposition: form-data; name="watermark"

1
531682518029
Content-Disposition: form-data; name="watermark_position"

br
531682518029
Content-Disposition: form-data; name="watermark_logo"

- Data-Form
1
531682518029
Content-Disposition: form-data; name="resize"

0
531682518029
Content-Disposition: form-data; name="server"

flickr

531682518029

Content-Disposition: form-data; name="files[]"; filename="1.png"
Content-Type: image/png

©PNG

2/ Phan tich Headers
Cac Header nhu Accept, Accept-Language, Accept-Encoding, Connectior

Length, User-Agent, DNT: 1 ta khong can dé y dén chiing vi UDF da add s¢
Xem thém chi tiét tai muc $sAdditional_Headers

- Vay con lai header X-Requested-With: XMLHttpRequest 1a can nap vao $sAdditios

3/ Phan tich Referer

Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugc, cht
request that bai m&i dién vao dé thr.



4/ Phan tich Cookie

Nhitng cookie tap nham thuwdng c6 dang _ abcxyz, _ abcxyz ta khong can
chung.

5/ Phan tich Data can gi di

Ta sé dung ham _HttpRequest_CreateDataForm dé tao nhanh Data-Form.
- Keyl1 la type, Valuel la upload

- Key2 la watermark, Value2 la 1

- Key3 la watermark_position, Value3 la br
- Key4 la watermark_logo, Value4 la 1

- Keyb la resize, Value5 la 0

- Keyb la server, Value6 la flickr
- Key7 la files[ ], Value7 la Thong tin ctia anh (gom Tén, Content-Type,
Vi Value7 la Thong tin tap tin nén:
@ Key7 ta phai thém dau $ vao trudc: files[ ] — $files| ]
@ Value7 ta nap duong dan cua tap tin can upload.

@ Xem huwéng dan cua ham _HttpRequest_CreateDataForm néu chira
nhu vay.

Céac Value cua watermark, resize tuy theo lya chon Option ctia minh truéce kb
UPLOAD ma n6 sé c6 cac gia tri twong tng. Vi du minh stra lai Key:waterm
Value thanh 0 thi anh upload sé khong kem theo watermark.

6/ Phan tich ngoai luong
Néu request Upload thanh c6ng thi ta sé nhan dwoc dir liéu trd vé c6 vi du nh

{"error":false,"url": " http:\/Vfarmb5.staticflickr.com\/4430V3633571!
Ta sé dung StringRegExp dé tach url ra va StringReplace dé loai bé cac dau'



7/ Hoan thién code

Copy To C

#include <_HttpRequest.au3>
$sImagePath = FileOpenDialog("Choose Pic to post", "", "Image (*.jpg;*.png;*.gif;*.bmp)", 4)
If @error Then Exit

Local $aForm = [['type', 'upload'], ['watermark', 1], ['watermark_position', 'br'], ['watermark_logo', 1], ['re
['server', 'flickr'], ['$files[]', $sImagePath]]

$sDataToSend = _HttpRequest_CreateDataForm($aForm)

$rq = _HttpRequest(2, 'https://vn-zoom.org/upanh/upload.php', $sDataToSend, ", ", 'X-Requested-With:
XMLHttpRequest")

R Tach url anh
$LinkImage = StringRegExp($rq, "url":"(.*?)", 1)

If @error Then Exit MsgBox(4096, 'L.6i', 'Upload that bai')
$LinkImage = StringReplace($LinkImage[0], '\', ")
ShellExecute($LinkImage) ; Test thit URL anh

Ngoai ra ta c6 thé rit gon code bang cach nap thang $aForm vao tham s6 $sData2s
_HttpRequest ludn cling dugc:

Copy To C

#include <_HttpRequest.au3>
$sImagePath = FileOpenDialog("Choose Pic to post", "", "Image (*.jpg;*.png;*.gif;*.bmp)", 4)
If @error Then Exit

Local $aForm = [['type', 'upload'], ['watermark', 1], ['watermark_position', 'br'], ['watermark_logo', 1], ['re
['server', 'flickr'], ['$files[]', $sImagePath]]

$rq = _HttpRequest(2, 'https://vn-zoom.org/upanh/upload.php', $aForm, ", ", 'X-Requested-With: XML



https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm
https://www.autoitscript.com/autoit3/docs/functions/ShellExecute.htm
https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm

Example 4 Top Previous Next

Upload anh len trang: http://upanh.vn-zoom.org/
(c6 Tién trinh tai lén)
(Dung lvgng anh < 1Mb)

Cac buwdc lam twong tu v6i Vi du 3, tuy nhién ta sé nap vao tham so
$CallBackFunc_Progress clia _HttpRequest mét ham nhan lwu lwgng Upload. Bé
hiéu r6 hon cach st dung vao day.

* Tim dnh nao I6n ti (> 500Kb va <1Mb) dé upload mdi thdy ro tién trinh
Upload dugc.

Copy To CIipboarcﬂ

#include <_HttpRequest.au3>
$sImagePath = FileOpenDialog("Choose Pic to post", "", "Image (*.jpg;*.png;*.gif;*.bmp)", 4)
If @error Then Exit

Local $aForm = [['type', 'upload'], ['watermark’, 1], ['watermark_position', 'br'], ['watermark_logo', 1],
['resize', '0'], ['server', 'flickr'], ['$files[]', $sImagePath]]

ProgressOn(", 'Ba upload duwgec OMb', '0%")

$rq = _HttpRequest(2, 'https://vn-zoom.org/upanh/upload.php', $aForm, ", ", 'X-Requested-With:
XMLHttpRequest', ", ProgressFunc) ; L.am tat nap thang mang Form vao luon khai qua bwégc dung
_HttpRequest_CreateDataForm

ProgressOff()

jmmmmmmmmm e Téach url anh

$LinkImage = StringRegExp($rq, "url":"(.*?)", 1)

If @error Then Exit MsgBox(4096, 'L.6i', 'Upload that bai')
$LinkImage = StringReplace($LinkImage[0], '\', ")
ShellExecute($LinkImage) ; Test thit URL anh

Func ProgressFunc($NowSize, $TotalSize) ;2 tham s6 nay bat budc phai c6

$iPercent = Round(100 * $NowSize / $TotalSize, 2)

ProgressSet ($iPercent, $iPercent & '%', 'Da upload dugc ' & Round($NowSize / (1024 A 2), 2) &
'Mb')

EndFunc



http://upanh.vn-zoom.org/
https://www.autoitscript.com/autoit3/docs/functions/FileOpenDialog.htm
https://www.autoitscript.com/autoit3/docs/functions/ProgressOn.htm
https://www.autoitscript.com/autoit3/docs/functions/ProgressOff.htm
https://www.autoitscript.com/autoit3/docs/functions/ShellExecute.htm
https://www.autoitscript.com/autoit3/docs/functions/Round.htm
https://www.autoitscript.com/autoit3/docs/functions/ProgressSet.htm
https://www.autoitscript.com/autoit3/docs/functions/Round.htm

Example 5 Top Previous Next

Upload tﬁp tin len trang: https:/secufiles.com

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Vao trang https.//secufiles.com

- Bam nut Upload va chon tap tin can upload. Khoan bam vao nut
UPLOAD QUEUE.

- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat r6i thi bam
Clear dé xoa hét cac request cii khong lién quan.

- Gio ta méi bam niat Upload Queue, va Live HTTP Headers sé hién thi 1
dong thong tin. Ta tim trong Live HTTP Headers doan request lién quan:

https://secufiles.com/core/page/ajax/file_upload_handler.ajax.php?r=secufiles.com &p=https
&csaKey1=d4091d78a6cc01e1c1152164ff17729bc8ee679756fcae31cfb178eb37b8elf5
&csaKey2=aceebd98efd974723c28fcbf532d11c8a77d4f7f6e9c97148dfb59d14d7d7f55

POST /page/ajax/file_upload_handler.ajax.php?r=secufiles.com& p=https
&csaKey1=d4091d78a6cc01elcl1152164ff17729bcBee679756fcae31cfb178eb37b8e1f5&
csaKey2=aceebd98efd974723c28fcbf532d11c8a77d4£7f6e9c97148dfb59d14d7d7£55 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/59.0.3071.86 Safari/537.36

Host: secufiles.com

Accept: application/json, text/javascript, */*; g=0.01

Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.8

X-Requested-With: XMLHttpRequest

Content-Type: multipart/form-data; boundary= B5CKBLC86qm8HZQQ
Cookie: _gat=1; _ga=GA1.2.886213774.1505364415; _gid=GA1.2.1580932931.1505364415
DNT: 1

Referer: https://secufiles.com/index.html

Connection: keep-alive

Content-Length: 10064

B5CKBLC86qm8HZQQ



https://secufiles.com
https://secufiles.com

Content-Disposition: form-data; name="_sessionid"

3sq4nkg0v51alm1c38mc5ofhr6
B5CKBLC86gqm8HZQQ
Content-Disposition: form-data; name="cTracker"

8561997c602c609e07b608d1623ef17b

B5CKBLC86qm8HZQQ
Content-Disposition: form-data; name="maxChunkSize" — Data-Form
100000000

B5CKBLC86qm8HZQQ

Content-Disposition: form-data; name="folderId"

B5CKBLC86qm8HZQQ
Content-Disposition: form-data; name="files[]"; filename="1.png"
Content-Type: image/png

©PNG

Hay dé y URL can request dén c6 chira 2 gia tri csaKey1 va csaKey2. Chiing
¢ dau ra ? Nhu thuong 1€ ta sé request dén dia chi header Referer dé lay
source Html tra vé va tim thi*. — Ta request dia chi
https://secufiles.com/index.html va luu source request dugc vao Clipboard:
$rq_refer er = _HttpRequest(2, 'https://secufiles.com/index.html")
ClipPut($rq_referer)
Paste source da lwu vao Notepad hodc trang SciTE mai va search thi
(Ctrl+F3) gia tri la d6 (& vi du nay la fs_csrf) c6 nam trong source khong, néu
c6 thi dung StringRegExp dé tach ldy n6 ra. Ta tim thit thi qua nhién la thay:

url: 'https://secufiles.com/core/page/ajax/file_upload_handler.ajax.php?r=secufiles.com &p=https
&csaKey1=8208b9c954340ed13ec45f874df6b533129ae916aba5a57abcef1c7671£3bb10d
&csaKey2=9e28f7393c7{7f32b7e5a0565a6272be07654c18c5e083b9ab97898d78374884',

— Ta StringRegExp vaGi pattern la "url: '(https://secufiles.com/core/ page/
ajax/file_upload_handler.*?)"" (Xem them vé StringRegEXD tai day)


https://secufiles.com/index.html
https://www.autoitscript.com/autoit3/docs/functions/ClipPut.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm
https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

2/ Phan tich Headers

- Cac Header nhu Accept, Accept-Language, Accept-Encoding,
Connection, Content-Length, User-Agent, DNT: 1 ta khong can dé y dén

chiing vi UDF da add san hét r6i. Xem thém chi tiét tai muc
$sAdditional_Headers

- Vay con lai header X-Requested-With: XMLHttpRequest 1a can nap vao
$sAdditional_Headers

3/ Phan tich Referer

Hinh trén c6 Referer nhung khong dién vao tham s6 $sReferer cling dugrc,
chtrng nao request that bai mdéi dién vao dé thir.

4/ Phan tich Cookie

Nhitng cookie tap nham thuwong c6 dang _ abcxyz, _ abcxyz ta khong
can dé y dén chung.

5/ Phan tich Data can gwi di

Nhin Data-Form ta sé thidy 2 Key c6 gia tri la la _sessionid va cTracker.
Van nhu thwong 1€, ta sé tim trong source request tit dia chi header Referer.
O buéc 1 khi tim csaKey1, csaKey?2 ta da ¢6 nguon Html roi, gio tim tiép
_sessionid va cTracker thi thay:

data.formData = {_sessionid: 'ghueimbpbmb712gjd6erb2f8d1', cTracker:
'e33bdeb75ff19ba65795ed801157alda’, maxChunkSize: maxChunkSize, folderId: fileFolder };

- Ta StringRegExp dé 1dy 2 gia tri nay la xong.


https://www.autoitscript.com/autoit3/docs/functions/StringRegExp.htm

Tiép theo ta sé dung ham _HttpRequest_CreateDataForm dé tao nhanh
Data-Form.

- Keyl1 la _sessionid, Valuel la gia tri da StringRegExp duogc

- Key2 la cTracker, Value2 la gia tri da StringRegExp duoc

- Key3 la maxChunkSize, Value3 la 100000000

- Key4 la folderId, Value4 la rong

- Keys5 la files[ ], Value5 la Thong tin cta tap tin (gém Tén, Content-
Type, NOi dung). Vi Value7 la Thong tin tap tin nén:

@ Key5 ta phai thém dau $ vao trudc: files[ ] — $files| ]
@ Value5 ta nap duong dan cua tap tin can upload.

@ Xem huwéng dan cua ham _HttpRequest_CreateDataForm néu chwa
hiéu vi sao nhw vay.

6/ Hoan thién code

Copy To CIipboardw

#include <_HttpRequest.au3>

$rq_referer = _HttpRequest(2, 'https://secufiles.com/index.html")

$url = StringRegExp($rq_referer, "url: '(https://secufiles.com/core/page/ajax/file_upload_handler.*?)",
Dlo]

$_sessionid = StringRegExp($rq_referer, "_sessionid: '(.*?)", 1)[0]

$cTracker = StringRegExp($rq_referer, "cTracker: '(.*?)", 1)[0]

$sFilePath = FileOpenDialog("Choose a File to post", "", "File (*.*)", 4)
If @error Then Exit

Local $aForm = ['_sessionid=' & $_sessionid, 'cTracker=" & $cTracker, 'maxChunkSize=100000000',
'folderId=", '$files[]=' & $sFilePath] ; May vi du tridc lam Form kiéu mang 2 Chiéu chan r6i, lan nay
lam kiéu Mang 1 Chiéu doi gio :v

$rq = _HttpRequest(2, $url, $aForm, ", ", 'X-Requested-With: XMLHttpRequest') ; Lam tat nap
thang mang Form vao luon khéi qua bwéc dung _HttpRequest_CreateDataForm
MsgBox(4096, 'Kiém tra gid tri tra vé', $rq)
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PUT Top Previous Next

Method PUT gan giong v6i POST, dé chuyén _HttpRequest sang method PUT
thi don gian chi can gan tham s6 $soverb cia ham _HttpRequest thanh PUT la
xong.

Vi du phan PUT: Tao m6t document mdi trén trang jsoneditoronline.org




Example 1 Top Previous Next

Tao mot document mai tren trang
http://jsoneditoronline.org/ VOi API ma trang nay cung
cap.

Trudc tién ta doc tai lieu REST API cua trang trén:
http://api.jsoneditoronline.org/

Thi ta thay noi dung Céch thitc tao mét Document mdi la:

When either the query parameter callback or jsonp is provided, the reply
will be a JSONP response.

Create or update a document

PUT /v1/docs/:id

The request body must contain the document including meta data.
To update an existing document, the document must contain an _id and _rev
property.

Example:

PUT http://api.jsoneditoronline.org/v1/docs/2e120f5b4d34c678833c354541a74e10

{
"_id": "2e120f5b4d34c678833c354541a74e10",
"_rev": "1-33913f3da9cd9f78d476£75b26f5db0f",
"name": "helloworld",

"data": "{\"goodbye\": \"world\"}",

"updated": "2015-03-14T11:39:47.394Z"

}

- Meta data ma trang nay da nhac dén & dau trang la: _id, _rev, name,
timestamp, data.


http://jsoneditoronline.org/
http://api.jsoneditoronline.org/

- D& update ndi dung trang mdi thi DataToSend phai chita _id va _rev. Con ta
chi méi tao mot Document m&i thi chwa can 2 meta data d6 nén DataToSend
chi can dung 2 meta data name va data la da

- URLdér equest dén la: http://api.jsoneditoronline.org/vl/docs/

- Néu request thanh cong thi ta sé c6 két qua tra vé c6 dang sau:
"ok":true,"id":"017d26d5907f74ea0e9d30020de", "rev":"1-1e39bdcb86061076ee02b1" }
— Ta dung StringRegExp dé tach 1ay 2 meta data la id (ID ctia document
dwgc tao) va rev (dung dé thyc hién cac request khac can dén meta data nay).

Copy To Clipboard

#include <_HttpRequest.au3>

$Data = 'Tao mot documnet moi bang method PUT"

$NameDocument = 'HuanHoang'

$sDataToSend = '{"data":"' & $Data & "',"name":"" & $NameDocument & "'}'

$rq = _HttpRequest(2, 'http://api.jsoneditoronline.org/v1/docs/, $sDataToSend, ", ", ", 'PUT")
MsgBox(4096, 'Két qua request’, $rq)

$regexp = StringRegExp($rq, "id":"(.*?)","rev":"(.*?)", 3) ; - Tach lay id va rev

$id = $regexp[0]

$rev = $regexpl[1]

ShellExecute('http:/jsoneditoronline.org/?id=' & $id) ; Thit m& Documnet da tao voi id co duoc
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Example 2 Top Previous Next
Doi tén tai khoan cia mot tai khoan ban da

tao trang:
https://www.chotot.com/

* Néu chwa co6 tai khoan thi tao tai khoan méi hoac dung tai khoan sau dé
lam thi:
user: 0989815790, password: lucky7979

Muo6n doi tén tai khodn thi tat nhién la phai dang nhap vao tai khoan dé trwdc
thi m@i doi tén dugc, vay la ta sé phai lam 2 buwdc la: Dang Nhap va Boi Teén.

Budéc Bang Nhap thi da lam & Vi du 2 bai Practice POST application/json r6i,
ta vao day dé doc lai. Sau do ta tiép tuc lam phan Boi Tén.

Ta lam theo tirng buéc nhu sau:

1/ Xem Live HTTP Headers cac request can lam

- Sau khi dang nhap chotot.com ta vao quan ly tai khoan, bam ntt Thém
ro6i chon Cai Bat Thong Tin.

- Bam Chinh Stra, dién Tén Tai Khoan méi nhung khoan bam nat Luu
Thay Dai.

- Néu chwa bat Live HTTP Headers thi bat n6 1én. Néu bat r6i thi bam
Clear dé xoa hét cac request cii khong lién quan.

- Bay gio md&i bam nut Lwu Thay Doi va Live HTTP Headers sé hién thi 1
dong thong tin. Tim doan thong tin request c6 lién quan thi thay:

https://gateway.chotot.com/v1/private/profile

B /v1/private/profile HTTP/1.1
Host: gateway.chotot.com


https://www.chotot.com/

{"full_name":"Test","address":"Ben xe nga 4 ga"}

— DataToSend

2/ Phan tich Headers

- Cac Header nhu Accept, Accept-Language, Accept-Encoding,
Connection, Content-Length, User-Agent, DNT: 1 ta khong can dé y dén
chiing vi UDF da add san hét r6i. Xem thém chi tiét tai muc
$sAdditional_Headers

- Hay dé y dén Header: Authorization: Bearer eyJhbGciOiJIUZL......

3/ Phan tich Referer

Hinh trén c6 Referer nhung khong dién vao tham s $sReferer cling dugc,
chtrng nao request that bai mdéi dién vao dé thir.



4/ Phan tich Cookie

Khong co Cookie.

5/ Phan tich Data can gwi di

DataToSend thwong nam thut Iui qua phai hon so véGi cac dong khac, no la:

{"full_name":"Test","address":"Ben xe nga 4 ga"}

Cac thong so trong DataToSend khong c6 gi can ban dén, gom: Tén tai
khodn mu6n thay va dia chi mudn thay.

6/ Phan tich ngoai luéng

- Nhuw da lvu y & trén, néu trong Request Header ctia mot trang c6
Authorization: Bearer thi d6 la mét dit kién cuc ki quan trong, diéu dé
noi lén trang request nay st dung Phwong thitc dung AccessToken dé truy
cap tai khoan chir khong dung Cookie (diéu do giai thich vi sao trong hinh
trén khong c6 Cookie)

- AccessToken thi ta da 1dy dwgc khi dang nhap trang chotot.com réi (xem
lai bai dang nhap chotot.com tai day) nén cling khong c6 gi dang ban tdi.

- Bén canh do, day la phwong thitc request PUT nén nhé gan vao tham so
$sOVerb la PUT

7/ Hoan thién code

Copy To CIipboardw

#include <_HttpRequest.au3>
#Region <DPang nhap va lay AccessToken>
$phone ='0989815790'
$pass = Tucky7979'
$rq = _HttpRequest(2, 'https://accounts.chotot.com/api/login’, '{"phone":"" & $phone &




" "password":"" & $pass & "',"rememberMe":true,"msess":null,"delaySetCookie":false}")
$Token = StringRegExp($rq, ""token":"(.*?)", 1)
If @error Then Exit MsgBox(4096, 'L6i', 'Dang nhap that bai')
$Token = $Token[0]
MsgBox(4096, 'AccessToken', $Token)
#EndRegion

#Region <Doi thong tin tai khoan>
$NewName = 'Doi ten moi' ; Dién bat ¢ tén nao minh thich
$rq = _HttpRequest(2, 'https://gateway.chotot.com/v1/private/profile’, '{"full_name":"" &
$NewName & "',"address":"Ben xe nga 4 ga"}', ", ", 'Authorization: Bearer ' & $Token, "PUT")
; Refresh lai trang Thong tin dé thay sy thay doi

#EndRegion
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Dé chuyén _HttpRequest sang method DELETE thi don gian chi can gan tham
sO $soverb cia ham _HttpRequest thanh DELETE la xong.

Vi du phan DELETE: Xo0d mo6t document trén trang jsoneditoronline.org




Example Top Previous
Xoa mot document tren trang

http://jsoneditoronline.org/ VOi API ma trang nay cung
cap.

Trudc tién ta doc tai lieu REST API cua trang trén:
http://api.jsoneditoronline.org/

Thi ta thay noi dung Céch thitc xod mot Document la:

When either the query parameter callback or jsonp is provided, the reply
will be a JSONP response.

Delete a document

DELETE /vl/docs/:id/:rev

Example:

|DELETE http://api.jsoneditoronline.org/v1/docs/2e120f5b4d3c1a74e10/2 - 5fd16897327c80d2470|

Nén doc thém veé vi du Tao Document trang http://jsoneditoronline.org/ & phan
PUT Example md&i hiéu vé meta data id va rev dé thyc hién vi du phan
DELETE nay.

Copy To CIipboardw

#include <_HttpRequest.au3>
$Data = 'Tao mot documnet moi bang method PUT"
$NameDocument = 'HuanHoang'

$sDataToSend = '{"data":"' & $Data & "',"name":"" & $NameDocument & "'}'



http://jsoneditoronline.org/
http://api.jsoneditoronline.org/
http://jsoneditoronline.org/

$rq = _HttpRequest(2, 'http://api.jsoneditoronline.org/v1/docs/, $sDataToSend, ", ", ", 'PUT")
MsgBox(4096, 'Két qua request', $rq)

$regexp = StringRegExp($rq, "id":"(.*?)","rev":"(.*?)", 3) ; — Tach lay id va rev

$id = $regexp[0]

$rev = $regexpl1]
ShellExecute('http://jsoneditoronline.org/?id=" & $id) ; Thir m& Documnet da tao vai id co dugc
MsgBox(4096, 'Luu y', 'Sau khi bAm OK thi Document d tao sé bi x0d")

$rq = _HttpRequest(2, 'http://api.jsoneditoronline.org/vl/docs/' & $id & '/' & $rev, ", ", ", ", 'DELETE)

;Reresh lai trang document da tao trén trinh duyét dé thay né da bi xoa
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