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Functions

132

132

132

132

132

132

132

sl_extlib_FlcCommit (_i32 CommitFlag)
Commits the newly downloaded images (MCU and
NWP) More...

sl_extlib_FlIcTest (_i32 flags)
Set the system to boot in test mode for new
downloaded images. More...

sl_extlib_FlclsPendingCommit (void)
Check on bootloader flags if the state is
IMG_STATUS_TESTING. More...

sl_extlib_FlcOpenFile (_u8 *file_name, 132 file_size,
_u32 *ulToken, 32 *IFileHandle, 32 open_flags)
Open file for write. More...

sl_extlib_FIcReadFile (_i32 fileHandle, i32 offset,
_u8 *buf, 132 len)
Read specified number of bytes from a file. More...

sl_extlib_FlcWriteFile (_i32 fileHandle, i32 offset,
_u8 *buf, 132 len)
Write specified number of bytes to a file. More...

sl_extlib_FlcCloseFile (_i32 fileHandle, u8
*pCeritificateFileName, _u8 *pSignature, u32
SignaturelLen)

Close a previously opened file. More...



_132 sl_extlib_FlcAbortFile (_i32 fileHandle)
Abort a file update. More...



Detailed Description

Function Documentation

_i32 sl_extlib_FIcAbortFile (_i32 fileHandle)

Abort a file update.

Parameters

[1n] fileHandle Pointer to the file (assigned from
sl_FsOpen)

Abort a file update by closing the file with signature 'A’,
rolling back to the old file (mirror).

Returns
Returns O on success or negative error number.

_i32 sl_extlib_FIcCloseFile (_i32 fileHandle,
_u8 * pCeritificateFileName,
_u8 * pSignature,
_u32 SignatureLen

)

Close a previously opened file.

Parameters



[1n] fileHandle File Handle to previously
opned file.

[1in] pCeritificateFileName Reserved for future use.
Use NULL.

[in] pSignature Reserved for future use.
Use NULL.

[1in] SignatureLen Reserved for future use.
Use 0.

Returns
Returns O on success or negative error number.

_i32 sl_extlib_FlcCommit (_i32 CommitFlag)

Commits the newly downloaded images (MCU and NWP)

Parameters
[in] CommitFlag Commit flag

This function Commits the newly downloaded images for
MCU and NWP. After downloading new images, the system is
booted in test mode with newly downloaded images. The
image(s) should self test and call this function with
appropriate CommitFlag to commit or reject the update.

The parameter CommitFlag can be one of the following: \

FLC_COMMITED
FLC_NOT_COMMITED

Returns
Bitmap of reset recommendation to the host:



FLC_TEST _RESET_MCU or FLC_TEST_RESET_NWP
See also
Note
|Warning

Example:
For example: commit after success NWP start
status =

slAccess_start_and_connect (OPEN_LINK_SSID);
( @ > status )

{
status =
sl extlib FlcCommit(FLC_NOT_COMMITED);
(status == FLC_TEST_RESET_MCU)
{
Report("main: Rebooting...");
Platform_Reset();
}
}

status = sl extlib FlcCommit(FLC_COMMITED);
(status == FLC_TEST_RESET_MCU)
{

Report("main: Rebooting...");
Platform_Reset();

_i32 sl_extlib_FlclsPendingCommit (void )

Check on bootloader flags if the state is
IMG_STATUS_ TESTING.



Returns
TRUE/FLASE

_i32 sl_extlib_FlcOpenFile (_u8 * file_name,
132 file_size,
~u32 * ulToken,
_i32* IFileHandle,
_i32 open_flags

Open file for write.

Parameters
[in] file name File name
[i1n] file size  Max size to be allocated for this file
[in] ulToken  Reserved for future use. Use NULL
[out] IFileHandle File handle
[in] open_flags File open flags

Opens a file for write. In case of OTA MCU (mcuimgA.bin),
this function takes care of renaming it to alternate image
(mcuimg2.bin or mcuimg3.bin ) name base on the boot info
file.

See SL_ HOST sl_FsOpen documentation for more details
on flags

Returns
Returns O on success, negative error number
otherwise.



_i32 sl_extlib_FIcReadFile (_i32 fileHandle,
_i32 offset,
_u8 * buf,
_i32 len

)

Read specified number of bytes from a file.

Parameters
[1n] fileHandle Handle to file opened for reading
[1n] offset Offset to specific block to be read
[in] buf Pointer the data to be read
[in] len Length of the data in bytes

This function reads len bytes into buf from the file specified
by the" fileHandle.

Returns
Returns the number of bytes read or negative error
number.

_i32 sl_extlib_FlcTest (_i32 flags)

Set the system to boot in test mode for new downloaded
images.

Parameters
[1n] flags Test flags

This function sets the system to boot in test mode during



next boot. The parameter flags can be logical OR of one or
more of the following: FLC_TEST_RESET_MCU - There is
a new image for testing require a restart
FLC_TEST_RESET _MCU_WITH_APP - There is a new
MCU for testing. FLC_TEST_RESET_NWP - There is a
new NWP for testing.

Use FLC_TEST_RESET_ MCU when there is a new
image/file but no update to MCU application image is
required, use FLC _TEST RESET _MCU_ WITH_APP
otherwise.

Returns
Bitmap of reset recommendation to the host:
FLC_TEST_RESET MCU or
FLC_TEST_RESET NWP

See also
Note
|Warning

Example:

For example: test images after OTA download
done

status = sl extLib_OtaRun(pvOtaApp);
((status & RUN_STAT_DOWNLOAD_DONE))
{

(status &
RUN_STAT_DOWNLOAD_DONE_RESET_MCU)
ImageTestFlags |= FLC_TEST_RESET_MCU;
(status &
RUN_STAT_DOWNLOAD_DONE_RESET_MCU)



ImageTestFlags |= FLC_TEST_RESET_NWP;

status =
sl _extlib_FlcTest(ImageTestFlags);
(status & FLC_TEST_RESET_MCU)

{
Report("proc_ota_run_step:
Rebooting...");
Platform_Reset();
}

(status & FLC_TEST_RESET_NWP)

{
Report("\nproc_ota_run_step: reset
the NWP to test the new image ---\n");
status =
slAccess_stop_start(OPEN_LINK_SSID);

}

_i32 sl_extlib_FlcWriteFile (_i32 fileHandle,
_i32 offset,
_u8 * buf,
_i32 len

)

Write specified number of bytes to a file.

Parameters
[1n] fileHandle Handle to file opened for reading
[1n] offset Offset to specific block to be read
[in] buf Pointer the data to be written

[in] len Length of the data in bytes



This function writes len bytes from buf to the file specified
by the" fileHandle.

Returns
Returns the number of bytes written or negative error
number.
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Functions

sl_extLib_Otalnit (_i32 runMode, FlcCb_t
*pFIcHostCb)
Initialize OTA application. More...

void *

132 sl_extLib_OtaRun (void *pvOtaApp)
Run the OTA App state machine. More...

30 sl_extLib_OtaSet (void *pvOtaApp, _i32 Option, _i32
- OptionLen, u8 *pOptionVal)
Set OTA command/parameter. More...

30 sl_extLib_OtaGet (void *pvOtaApp, _i32 Option, _i32
- *OptionLen, _u8 *pOptionVal)
Get the current OTA status. More...



Variables
132 ip_address

132 secured connection

u8 server_domain [MAX_ SERVER_ NAME]

u8 rest_update_chk [MAX PATH_ PREFIX]

u8 rest_rsrc_metadata [MAX PATH PREFIX]

u8 rest_hdr [MAX_REST HDRS_SIZE]

u8 rest_hdr val [MAX_REST HDRS_SIZE]

u8 user_name [MAX_USER_NAME_STR]

u8 user_pass [MAX _USER_PASS STR]

u8 ca_cert_filename [MAX_CERT_STR]

u8 client_cert_filename [MAX_CERT_STR]

u8 privatekey_filename [MAX KEY STR]

u8 log_server_name [MAX SERVER_NAME]

u8 rest_files_put [MAX REST HDRS_SIZE]

u8 log_mac_address [6]



OpenFileCB
WriteFileCB
ReadFileCB
CloseFileCB
AbortFileCB
_u8

132

u8

ug8 *

132

u8

u8

ug8 *

u8

ug8 *

u8

pOpenFile
pWriteFile
pReadFile
pCloseFile
pAbortFile

cdn_url [256]

flags
rsrc_file_name [256]
p_file_name
sflash_file_size
certl_filename [64]
cert2_filename [64]
p_cert_filename
sighature_filename [64]
p_signature

sighature [256]



_i32 signature_len



Detailed Description

Function Documentation

_i32 sl_extLib_OtaGet (void * pvOtaApp,
_i32 Option,
_i32 * OptionLen,
_u8* pOptionVal
)

Get the current OTA status.

Parameters
[in] pvOtaApp OTA control block pointer
[in] Option Selects the option
[1in] OptionLen option structure length
[1n] pOptionVal pointer to the option structure

This function gets the current OTA of active or Idle. The
parameter option, could be one of the following:

EXTLIB_OTA_GET_OPT_IS_ACTIVE - Check if OTA
process is active or idle

Value at pOptionVal will be setto 1 if OTA process is active,
0 if Idle

EXTLIB_OTA_GET_OPT_PRINT_STAT - Prints statistics



Returns
Return O on success, -1 otherwise.

See also
Note
|Warning

Example:
For example: Get OTA running status

sl _extLib_OtaGet (pvOtaApp,
EXTLIB_OTA_GET_OPT_IS_ACTIVE,
&ProcActivelLen, (_u8 *)&ProcActive);

void * sl_extLib_Otalnit (_i32 runMode,
FicCb_t * pFlcHostCh

)

Initialize OTA application.

Parameters
[in] RunMode Is the run mode for the application

[1in] pFlcHostCb Pointer to file commit call back
functions

This function initializes the OTA application and modules.

The parameter RunMode configure the OTA lib to run with
OS or noneQOS, use blocking or noneBlocking calls. It can
be logical OR combination of following:

-RUN_MODE_OS



-RUN_MODE_NONE_OS

-RUN_MODE_BLOCKING
-RUN_MODE_NONE_BLOCKING

The parameter pFlcHostCb is a pointer to FlcCb_t structure
containing callback function to download files to storage
other than SFLASH.

Returns
OTA control block pointer

See also

Note
Currently OTA supports only NON-OS Blocking mode
and pFlcHostCb should be set to NULL.

|Warning

Example:

For example: To initialize OTA from host
invoke

pvOtaApp = sl _extLib_OtaInit(RUN_MODE_NONE_OS
| RUN_MODE_BLOCKING, NULL);

_i32 sl_extLib_OtaRun (void * pvOtaApp)

Run the OTA App state machine.

Parameters
[1in] pvOtaApp Pointer to OTA application pointer

Run one step from the OTA application state machine. Host



should repeat calling this function and examine the return
value in order to check if OTA completed or got error or just
need to be continued. This pattern is useful in host with NON-
OS. In host with OS, host should start OTA task and
continuously calling this function till OTA completed.

Returns
Return zero or +ve bitmap number on success, -ve
otherwise.

-RUN_STAT_CONTINUE - Host should continue calling

sl _extLib_OtaRun

-RUN_STAT_NO_UPDATES - No updates for now, host can
retry

-RUN_STAT_DOWNLOAD_DONE - Current OTA update
completed, host should test bit 2,3 to reset the MCU/NWP
-RUN_STAT_ERROR_CONTINUOUS_ACCESS_FAILURES
- Fatal access error, OTA try more than 10 times to reach the
OTA server and failed, it is recommended to reset the NWP.

Other negative value - OTA error, OTA can recover from this
failue, host should continue calling sl_extLib_OtaRun.

See also
Note
|Warning

Example:
For example: Run OTA from host

pvOtaApp = sl _extLib_OtaRun(pvOtaApp);



_i32 sl_extLib_OtaSet (void * pvOtaApp,
_i32 Option,
_i32 OptionLen,
_u8* pOptionVal
)

Set OTA command/parameter.

Parameters
[in] pvOtaApp OTA control block pointer
[in] Option Select the option
[in] OptionLen Option structure length
[in] pOptionVal pointer to the option structure

This function sets OTA command/parameter. The parameter C
of the following:

EXTLIB_OTA_SET_OPT_SERVER_INFO - Set the Server in
EXTLIB_OTA_SET_OPT_VENDOR_ID - Set the Vendor ID s
EXTLIB_OTA_SET_OPT_COMMITED - Commit the last OTA
to idle

Returns
On success, zero is returned. On error, -1 is returned

See also
Note
|Warning

Example:



For example: Set OTA server info from host

sl _extLib_OtaSet (pvOtaApp,
EXTLIB_OTA_SET_OPT_SERVER_INFO, sizeof(g_otaC
(_u8 *)&g_otaOptServerInfo);
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@ FlcCb t
@ OtaFileMetadata t
@ OtaOptServerinfo_t
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Data Fields
OpenFileCB pOpenFile

WriteFileCB pWriteFile
ReadFileCB pReadFile
CloseFileCB pClosekFile

AbortFileCB pAbortFile

The documentation for this struct was generated from the
following file:

e 1.0.0/ota_api.h
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Data Fields
_u8 cdn_url [256]

_132 flags

u8 rsrc_file_name [256]

ug8 * p_file_name

132 sflash_file size

u8 certl_filename [64]

u8 cert2_filename [64]

u8 * p_cert_filename

u8 signature_filename [64]

u8 * p_signature

u8 signature [256]

_i32 signature_len

The documentation for this struct was generated from the
following file:

e 1.0.0/ota_api.h
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Data Fields
132 ip_address

132 secured connection

u8 server_domain [MAX_ SERVER_ NAME]

u8 rest_update_chk [MAX PATH_ PREFIX]

u8 rest_rsrc_metadata [MAX PATH PREFIX]

u8 rest_hdr [MAX_REST HDRS_SIZE]

u8 rest_hdr val [MAX_REST HDRS_SIZE]

u8 user_name [MAX_USER_NAME_STR]

u8 user_pass [MAX USER_PASS STR]

u8 ca_cert_filename [MAX_CERT_STR]

u8 client_cert_filename [MAX_CERT_STR]

u8 privatekey_filename [MAX KEY STR]

u8 log_server_name [MAX SERVER_NAME]

u8 rest_files_put [MAX REST HDRS_SIZE]

u8 log_mac_address [6]



The documentation for this struct was generated from the
following file:

e 1.0.0/ota_api.h
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“1.0.0
— flc_api.h
— mainpage .h
— ota_api.h
— flc_api.h
— mainpage .h
— ota_api.h
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Files

file flc_api.h [code]
file mainpage .h [code]

file ota_api.h [code]
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flc_api.h
1| /*
2| * flc_api.h - Header file for File commit
1lib APIs
3 *
4| * Copyright (C) 2014 Texas Instruments
Incorporated
5 *
6| * All rights reserved. Property of Texas

Instruments Incorporated.
7| * Restricted rights to use, duplicate or
disclose this code are
8| * granted through contract.
9| * The program may not be used without the
written permission of
10| * Texas Instruments Incorporated or against
the terms and conditions
11| * stipulated in the agreement under which
this program has been supplied,
12| * and under no circumstances can it be used
with non-TI connectivity device.
13| *
14| */
15| #ifndef __FLC_API_H__



16| #define _ FLC_API_H_

17

18| #ifdef __cplusplus

19| extern "C" {

20| #endif

21

22| #define FLC_LIB_VERSION "1.00"

23

24| #define FLC_COMMITED 1

25| #define FLC_NOT_COMMITED O

26

27| #define FLC_TEST_RESET_MCU Ox1

28| #define FLC_TEST_RESET_NWP Ox2

29| #define FLC_TEST_RESET_MCU_WITH_APP 0x4

gg /*******************************************
R I b b I b I B b b I b I I b b I b b I b b I b b I b b i b 4

32

33 API Prototypes

34

35

kkhhkkkhhkkhkkhhkkhkkhhkhkkhhkhkkhhkhkkhhkhkhhhkhkhhkhhhkkhkhkkhkhkkhkhkkhkikkhk*x

*******************************/

36

89| _132 sl _extlib_FlcCommit(_1i32 CommitFlag);

90

137| _132 sl _extlib_FlcTest(_132 flags);

138

144| _i32 sl_extlib_FlcIsPendingCommit(void);

145

164| _132 sl _extlib_FlcOpenFile(_u8 *file_name,
132 file_size, _u32 *ulToken, _1i32
*1FileHandle, _1i32 open_flags);

165|

179| _i32 sl_extlib_FlcReadFile(_i32 fileHandle,
132 offset, _u8 *buf, _i32 len);

180 |




194| _i32 sl_extlib_FlcWriteFile(_i32 fileHandle,
132 offset, _u8 *buf, _i32 len);

195|

206| _i32 sl_extlib_FlcCloseFile(_i32 fileHandle,
_u8 *pCeritificateFileName,_u8 *pSignature
,_u32 SignaturelLen);

207

218| _132 sl_extlib_FlcAbortFile(_i32

fileHandle);

219

220 | #ifdef __ _cplusplus

221| }

222| #endif /* __cplusplus */

223

224 | #endif /* _ _FLC_API_H__ */

225
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ota_api.h
1| /*
2| * ota_api.h - Header file for OTA library
APIs
3 *
4 *
5| * Copyright (C) 2014 Texas Instruments
Incorporated
6 *
7| * All rights reserved. Property of Texas
Instruments Incorporated.
8| * Restricted rights to use, duplicate or
disclose this code are
9| * granted through contract.
10| * The program may not be used without the
written permission of

11|
t
12|
t
13|
W
14|
15|

* Texas Instruments Incorporated or against
he terms and conditions

* stipulated in the agreement under which
his program has been supplied,

* and under no circumstances can it be used
ith non-TI connectivity device.

*

*/



16
17
18
19
20
21
22
23
24

25
26
27
28
29

30
31
32
33
34
35
36
37
38
39

40
41

42
43
44

45
46
a7

#ifndef = OTA _APP_EXT H
#define _ OTA_APP_EXT H

#ifdef __cplusplus

extern "C" {

#endif

#define OTA_LIB_VERSION "1.00"
#define OTA_VENDOR_TEMPLATE_STR

VidOO _PidOO_Veroo"

#define OTASTAT_FILENAME "/sys/otastat.txt"

#define MAX_EAGAIN_RETRIES 10
#define MAX_RESOURCES 16
#define MAX_CONSECUTIVE_NET_ACCESS_ERRORS

#define MAX_SERVER_NAME 32
#define MAX_PATH_PREFIX 48
#define MAX_REST_HDRS_SIZE 96
#define MAX_USER_NAME_STR 8
#define MAX_USER_PASS_STR 8
#define MAX_CERT_STR 32
#define MAX_KEY_STR 32

/*******************************************
PP b b b b 20 30 20 2 b b 20 b b b b b 20 b b b b b b b b Jb b b b b b b 4
. .
Server info Structure
PR b I b I 20 b 0 b b Jb 20 b b b b b b b b b b b 20 b b b b b b b b b b b b b b b b b b b 4

*********************************/

typedef struct
{
_1i32 ip_address; /* 0x0 ® use server
ame */
_132 secured_connection;
_u8 server_domain[MAX_SERVER_NAME];
_u8 rest_update_chk[MAX_PATH_PREFIX];



48 _us8
rest_rsrc_metadata[MAX_PATH_PREFIX];

49 _u8 rest_hdr [MAX_REST_HDRS_SIZE];
50 _u8 rest_hdr_val[MAX_REST_HDRS_SIZE];
51 _u8 user_name [MAX_USER_NAME_STR];
52 _u8 user_pass[MAX_USER_PASS_STR];
53 _u8 ca_cert_filename[MAX_CERT_STR];
54 _u8

client_cert_filename[MAX_CERT_STR];
55 _us8 privatekey_filename[MAX_KEY_STR];
56 /* logger */
57 _u8 log_server_name[MAX_SERVER_NAME];
58 _u8

rest_files_put[MAX_REST_HDRS_SIZE];
59 _u8 log_mac_address[6];
60| } OtaOptServerInfo_t;
61

62 /*******************************************
R b b S b b i b b b i b b i b i S b i b b i b b i b b S S 4
*
63 typedefs
64 R S S b b i b b S b b b b i i b b i i b i i b b i b b e b b b i b b i i b i

**********************************/

65| typedef _1i32 (*OpenFileCB) (_u8 *file_name,
132 file_size, _u32 *ulToken, _1i32

66
*1FileHandle, _1i32 open_flags);

67| typedef _i32 (*WriteFileCB) (_i32
fileHandle, _i32 offset, _u8 *buf, _i32 len);

68| typedef _i32 (*ReadFileCB) (_i32
fileHandle, _i32 offset, _u8 *buf, _i32 len);

69| typedef _i32 (*CloseFileCB) (_i32
fileHandle, _u8 *pCeritificateFileName,

70 _u8
*pSignature ,_u32 SignaturelLen);

71| typedef _i32 (*AbortFileCB)(_1i32
fileHandle);

72| typedef _i32 (*CheckConvertFileCB)(_u8*



file_name);
73

74 /*******************************************
R b b S b b S b S S b I I I b b b b I b b i b b i b b
*
75 FLC structure
76 R I S e b b S b b S b b S b b b b I I b b b I b b i b b i b b b b b b S I A

**********************************/

77| typedef struct

78| {

79 OpenFileCB pOpenFile;
80 WriteFileCB pWriteFile;
81 ReadFileCB pReadFile;
82 CloseFileCB pCloseFile;
83 AbortFileCB pAbortFile;
84| } FlcCb_t;

85

86 /*******************************************

R b b e b b I b I b S S i b b b b I b b i b b i b b

87 * File metadata Structure

88 R I S S b b S b b S b S b b S b I B b b b b b b b b i b b b b R I b

**********************************/

89| typedef struct

90 {

91 /* files server name */
92 _u8 cdn_url[256];

93

94 /* file flags */

95 132 flags;

96

97 /* file name */

98 _u8 rsrc_file_name[256];
99 _u8 *p_file_name;

100 132 sflash_file_size;
101

102 /* certificate file name */
103 _u8 certl_filename[64];
104 _u8 cert2_filename[64];



105 _u8 *p_cert_filename;

106

107 /* signiture file name */
108 _u8 signature_filename[64];
109 _u8 *p_signature;

110 _u8 signature[256];

111 132 signature_len;

112| } OtaFileMetadata_t;

113

114 /*******************************************

R b b B b b S b I b S S I b b b b b b b i b b i b b

115 * Enumerations

116 R I b e b b S b b S b b S b b b b I B b b b b b b b b i b b b b S I I

**********************************/

117 | typedef enum

118/ {

119 EXTLIB_OTA_SET_OPT_SERVER_INFO = 0, /*
see OtaOptServerInfo_t */

120 EXTLIB_OTA_SET_OPT_VENDOR_ID,

121 EXTLIB_OTA_SET_OPT_IMAGE_TEST,

122 EXTLIB_OTA_SET_OPT_IMAGE_COMMIT

123| } OtaSetOpt_e;

124

125| typedef enum

126/ {

127 EXTLIB_OTA_GET_OPT_IS_ACTIVE,

128 EXTLIB_OTA_GET_OPT_IS_PENDING_COMMIT,

129 EXTLIB_OTA_GET_OPT_PRINT_STAT

130| } OtaGetOpt_e;

131

132 /*******************************************
R b b B S b i b I b S I I b b b b b b b b i b b i b b
*
133 Macros
134 R I b I b b S b b S b b S b b i b I B b b b i b b b b i b b b b S I

**********************************/

135| /* RunMode bitmap */
136| #define RUN_MODE_OS (0 << 0)



/* bit ©: 1-NoneOs, 0-0s */
137| #define RUN_MODE_NONE_O0S (1 << 0)
138| #define RUN_MODE_BLOCKING (0 << 1)
/* bit 1: 1-NoneBlocking, 0-Blocking */
139| #define RUN_MODE_NONE_BLOCKING (1 << 1)
140
141| /* RunStatus */
142 | #define RUN_STAT_DOWNLOAD_DONE
OX0002
143|#define RUN_STAT_NO_UPDATES
OxX0001
144| #define RUN_STAT_OK
145|#define RUN_STAT_CONTINUE
146| #define RUN_STAT_ERROR
-1
147|#define RUN_STAT_ERROR_TIMEOUT
-2
148|#define RUN_STAT_ERROR_CONNECT_OTA_SERVER
-3
149|#define RUN_STAT_ERROR_RESOURCE_LIST
-4
15®|#define RUN_STAT_ERROR_METADATA
—15)
151|#define RUN_STAT_ERROR_CONNECT_CDN_SERVER
-6
152|#define RUN_STAT_ERROR_DOWNLOAD_SAVE
-7
153| #define
RUN_STAT_ERROR_CONTINUOUS_ACCESS_FAILURES
-1000
154
155| /* commit process decisions */
156 | #define OTA_ACTION_RESET_MCU Ox1
157 | #define OTA_ACTION_RESET_NWP Ox2
158
159| #define OTA_ACTION_IMAGE_COMMITED 1
160| #define OTA_ACTION_IMAGE_NOT_COMMITED ©

(o o)




161

162 /*******************************************

kkhkhkkhkkhhkkhkkhhkkhkkhhkhkkhhkkkhkhkhkkhkhkhkkhkhkhkhkhkkkhkhkkkhk*x

163 * API Prototypes
164

kkhhkkkhhkkhkkhhkkhkkhhkhkkhhkhkkhhkhkkhhkhkhhhkhhhkkhhkkhkhkkhkhhkikhkkhkikkhk*x

*******************************/

165
205| void *sl_extlLib_OtaInit(_i32 runMode,
FlcCb_t *pFlcHostCb);

206
243| _132 sl_extLib_OtaRun(void *pvOtaApp);
244
273| _132 sl _extlLib_OtaSet(void *pvOtaApp, _i32
Option, _132 OptionLen, _u8 *pOptionval);
274
306| _132 sl extlLib_OtaGet(void *pvOtaApp, _i32
Option, _132 *OptionLen, _u8 *pOptionval);
307
308| #ifdef __ cplusplus

309 }

310| #endif /* __cplusplus */
311
312| #endif /* __OTA_APP_EXT_H__ */
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I$ TEXAS : .
INsTRUMENTS User's Guide 1.1.0

Main Page | Modules | Data Structures m

File List |

flc_api.h
1| /*
2| * flc_api.h - Header file for File commit
1lib APIs
3 *
4| * Copyright (C) 2014 Texas Instruments
Incorporated
5 *
6| * All rights reserved. Property of Texas

Instruments Incorporated.
7| * Restricted rights to use, duplicate or
disclose this code are
8| * granted through contract.
9| * The program may not be used without the
written permission of
10| * Texas Instruments Incorporated or against
the terms and conditions
11| * stipulated in the agreement under which
this program has been supplied,
12| * and under no circumstances can it be used
with non-TI connectivity device.
13, *
14| */
15| #ifndef __FLC_API_H_
16| #define __ _FLC_API_H_
17




18
19
20
21
22
23
24
25
26
27
28
29
30
31

*
32
33
34

#ifdef

__cplusplus

extern "C" {

#endif

#define

#define
#define

#define
#define
#define

FLC_LIB_VERSION "1.00"

FLC_COMMITED 1
FLC_NOT_COMMITED ©

FLC_TEST_RESET_MCU Ox1
FLC_TEST_RESET_NWP OXx2
FLC_TEST_RESET_MCU_WITH_APP Ox4

/*******************************************

kkhkhkkkhhkkhkkhhkkhkkhhkhkkhhkhkkhhkkhkkhkhkkhkkhkhkkkhkhkkhkkhkk*k

API

35

Prototypes

kkhhkkkhhkkhkkhhkkhkkhhkhkkhhkhkkhhkhkkhhkhkkhhkhkhhkkhkhhkkhkhkkhkhkkhkhkkkikikkh*k*x

*******************************/

36
89
90
137
138
144
145
164

~ 132 sl extlib FlcCommit(_1i32 CommitFlag);

_ 132 sl_extlib_FlcTest(_i32 flags);

_i32 sl _extlib_FlcIsPendingCommit(void);

_ 132 sl_extlib_FlcOpenFile(_u8 *file_name,

132 file_size, _u32 *ulToken, _i32
*1FileHandle, _1i32 open_flags);

165
179

180 |

132 sl _extlib_FlcReadFile(_1i32 fileHandle,
132 offset, _u8 *buf, _i32 len);

194

_ 132 sl _extlib_FlcWriteFile(_i32 fileHandle,
132 offset, _u8 *buf, _i32 len);



195|

206| _i32 sl_extlib_FlcCloseFile(_i32 fileHandle,
_u8 *pCeritificateFileName,_u8 *pSignature
,_u32 SignaturelLen);

207

218| _132 sl_extlib_FlcAbortFile(_i32

fileHandle);

219

220| #ifdef _ cplusplus

221| }

222| #endif /* __cplusplus */

223

224| #endif /* __ _FLC_API_H__  */

225

Generated on Wed Mar 4 2015 15:37:50 for CC3X00 Simplelink OTA
Extlib API User's Guide by @@3gy/g@m 1.8.7


http://www.doxygen.org/index.html

CC3X00 Simplelink
; OTA Extlib API

I$ TEXAS : .
INsTRUMENTS User's Guide 1.1.0

Main Page | Modules | Data Structures m

File List |

mainpage .h

1

Generated on Wed Mar 4 2015 15:37:50 for CC3X00 Simplelink OTA
Extlib API User's Guide by @@igy/@@m 1.8.7


http://www.doxygen.org/index.html

CC3X00 Simplelink
; OTA Extlib API

13 TEXAS _
INsTRUMENTS User's Guide 1.1.0

Main Page | Modules | Data Structures m

File List |

ota_api.h

1| /*
2| * ota_api.h - Header file for OTA library
APIs

*

*

* Copyright (C) 2014 Texas Instruments
ncorporated

*

~NOoO 40 hw

* All rights reserved. Property of Texas
Instruments Incorporated.

8| * Restricted rights to use, duplicate or
disclose this code are

9| * granted through contract.

10| * The program may not be used without the
written permission of

11| * Texas Instruments Incorporated or against
the terms and conditions

12| * stipulated in the agreement under which
this program has been supplied,

13| * and under no circumstances can it be used
with non-TI connectivity device.

14| *

15| */

16| #ifndef __ OTA_APP_EXT_H__

17| #define __ OTA_APP_EXT_H__




18
19
20
21
22
23
24
25
26
27
28
29
1
30
31
32
33
34
35
36
37
38
39
*
40
41
*
42
43
44
n
45
46
a7

#ifdef

__cplusplus

extern "C" {

#endif

#define
#define

OTA_LIB_VERSION "1.00"
OTA_VENDOR_TEMPLATE_STR

Vid0O_Pid0O_Veroo"

#define OTASTAT_FILENAME "/sys/otastat.txt"
#define MAX_EAGAIN_RETRIES 10

#define MAX_RESOURCES 16

#define MAX_CONSECUTIVE_NET_ACCESS_ERRORS
0]

#define MAX_SERVER_NAME 32

#define MAX_PATH_PREFIX 48

#define MAX_REST_HDRS_SIZE 96

#define MAX_USER_NAME_STR 8

#define MAX_USER_PASS_STR 8

#define MAX_CERT_STR 32

#define MAX_KEY_STR 32

/*******************************************
R I S b I b I I b I b S b b b I b b I b b I b b I b b e b 4

* Server info Structure
R I S b I b b I b b I b b I b b b b b I b I b b b b I b b b b I b b I b b I b b

*********************************/

48
r

typedef struct
{
_1i32 ip_address; /* 0x0 ® use server
ame */
_132 secured_connection;
_u8 server_domain[MAX_SERVER_NAME];
_u8 rest_update_chk[MAX_PATH_PREFIX];
us

est_rsrc_metadata[MAX_PATH_PREFIX];



49 _u8 rest_hdr [MAX_REST_HDRS_SIZE];

50 _u8 rest_hdr_val[MAX_REST_HDRS_SIZE];
51 _u8 user_name [MAX_USER_NAME_STR];
52 _u8 user_pass[MAX_USER_PASS_STR];
53 _u8 ca_cert_filename[MAX_CERT_STR];
54 _u8

client_cert_filename[MAX_CERT_STR];
55 _us8 privatekey_filename[MAX_KEY_STR];
56 /* logger */
57 _u8 log_server_name[MAX_SERVER_NAME];
58 _u8

rest_files_put[MAX_REST_HDRS_SIZE];
59 _u8 log_mac_address[6];
60| } OtaOptServerInfo_t;
61

62 /*******************************************
R b I S b b b b b b i S b e b b i b b i b b i b i i b S S 4
*
63 typedefs
64 R S S b b i b b S b b b b i i b b i i b i i b b i b b e b b b i b b i i b i

**********************************/

65| typedef _1i32 (*OpenFileCB) (_u8 *file_name,
132 file_size, _u32 *ulToken, _i32

66
*1FileHandle, _1i32 open_flags);

67| typedef _i32 (*WriteFileCB) (_i32
fileHandle, _i32 offset, _u8 *buf, _i32 len);

68| typedef _i32 (*ReadFileCB) (_i32
fileHandle, _i32 offset, _u8 *buf, _i32 len);

69| typedef _i32 (*CloseFileCB) (_i32
fileHandle, _u8 *pCeritificateFileName,

70 _u8
*pSignature ,_u32 SignaturelLen);

71| typedef _i32 (*AbortFileCB)(_1i32
fileHandle);

72| typedef _i32 (*CheckConvertFileCB)(_u8*
file_name);

73



74 /*******************************************
R b b S b b S b S S b I I I b b b b I b b i b b i b b
*
75 FLC structure
76 R I S S b b S b b S b S b b S b I B b b b b b b b b i b b b b R I b

**********************************/

77| typedef struct

78| {

79 OpenFileCB pOpenFile;
80 WriteFileCB pWriteFile;
81 ReadFileCB pReadFile;
82 CloseFileCB pCloseFile;
83 AbortFileCB pAbortFile;
84| } FlcCb_t;

85

86 /*******************************************

R b b e b b I b S S b S I S i b b b b I b b i b b i b b

87 * File metadata Structure

88 R I b e b b S b b S b b S b b b b I B b b b i b b i b b i b b b b S I b

**********************************/

89| typedef struct

90 {

91 /* files server name */
92 _u8 cdn_url[256];

93

94 /* file flags */

95 132 flags;

96

97 /* file name */

98 _u8 rsrc_file_name[256];
99 _u8 *p_file_name;

100 132 sflash_file_size;
101

102 /* certificate file name */
103 _u8 certl_filename[64];
104 _u8 cert2_filename[64];
105 _u8 *p_cert_filename;

106



107 /* signiture file name */

108 _u8 signature_filename[64];
109 _u8 *p_signature;

110 _u8 signature[256];

111 132 signature_len;

112| } OtaFileMetadata_t;

113

114 /*******************************************

kkhkkkhkkhkhkkhkkhhkkkhhkhkkhhkkhkkhkhkkhkhkhkkhkhkkhkkhkhkkhkkikhkkhkk*x

115, * Enumerations

116 kkhkhkkhkkhhkkhkkhhkhkkhhkhkkhhkhkkhhkhkhhkhkkhhkhkkhkhkhkhkhkhkkhkhkkhkhkkhkkikkhkx*kx

**********************************/

117 | typedef enum

118/ {

119 EXTLIB_OTA_SET_OPT_SERVER_INFO = 0, /*
see OtaOptServerInfo_t */

120 EXTLIB_OTA_SET_OPT_VENDOR_ID,

121 EXTLIB_OTA_SET_OPT_IMAGE_TEST,

122 EXTLIB_OTA_SET_OPT_IMAGE_COMMIT

123| } OtaSetOpt_e;

124

125| typedef enum

126/ {

127 EXTLIB_OTA_GET_OPT_IS_ACTIVE,

128 EXTLIB_OTA_GET_OPT_IS_PENDING_COMMIT,

129 EXTLIB_OTA_GET_OPT_PRINT_STAT

130| } OtaGetOpt_e;

131

132 /*******************************************
kkhkhkkkhhkkhkkhhkkhkkhhkhkkhhkhkkhhkhkhhkkhkhkkkhkhhkikkihkhkk*k
*
133 Macros
134 kkhhkkkhhkkhkkhhkkhkkhhkkhkkhhkhkkhhkhkhhkhkkhkhkhkhkhkhkhkhkhkhkhkkhkhhkkhkkiikik*x*k

**********************************/

135| /* RunMode bitmap */

136| #define RUN_MODE_OS (0 << 0)
/* bit ©: 1-NoneOs, 0-0s */

137| #define RUN_MODE_NONE_OS (1 << 0)



138| #define

RUN_MODE_BLOCKING (0 << 1)

/* bit 1: 1-NoneBlocking, 0-Blocking */

139| #define
140

RUN_MODE_NONE_BLOCKING (1 << 1)

141| /* RunStatus */

142| #define
0X0002

143| #define
0x0001

144| #define

145| #define

146 | #define
-1

147| #define
-2

148| #define
-3

149| #define
-4

150| #define
-5

151| #define
-6

152| #define
-7

153| #define

RUN_STAT_DOWNLOAD_DONE

RUN_STAT_NO_UPDATES

(O]

RUN_STAT_OK
RUN_STAT_CONTINUE
RUN_STAT_ERROR

(O]

RUN_STAT_ERROR_TIMEOUT

RUN_STAT_ERROR_CONNECT_OTA_SERVER

RUN_STAT_ERROR_RESOURCE_LIST

RUN_STAT_ERROR_METADATA

RUN_STAT_ERROR_CONNECT_CDN_SERVER

RUN_STAT_ERROR_DOWNLOAD_SAVE

RUN_STAT_ERROR_CONTINUOUS_ACCESS_FAILURES

-1000
154

155| /* commit process decisions */
156 | #define OTA_ACTION_RESET_MCU Ox1
157 | #define OTA_ACTION_RESET_NWP Ox2

158

159| #define OTA_ACTION_IMAGE_COMMITED 1
160| #define OTA_ACTION_IMAGE_NOT_COMMITED ©

161

162 /*******************************************



kkhkhkkhkkhhkkhkkhhkkhkkhhkhkkhhkkhkkhkhkhkkhkhkhkkhkhhkhkhkkhkhhkhk*x

163| * API Prototypes
164 |

kkhhkkkhhkkhkkhhkkhkkhhkhkkhhkhkkhhkhkkhhkhkkhhkhkhhkkhkhkkhkhkkikhkkhkhkkikhkkhk*x

*******************************/

165
205| void *sl_extLib_OtaInit(_i32 runMode,
FlcCb_t *pFlcHostCb);

206
243| _132 sl_extLib_OtaRun(void *pvOtaApp);
244
273| _132 sl _extlLib_OtaSet(void *pvOtaApp, _i32
Option, _132 OptionLen, _u8 *pOptionval);
274
306| _132 sl extlLib_OtaGet(void *pvOtaApp, _i32
Option, _132 *OptionLen, _u8 *pOptionval);
307
308| #ifdef __ cplusplus

309 }

310| #endif /* __cplusplus */
311
312| #endif /* __OTA_APP_EXT_H__ */
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