Welcome

Topics

Who Should Read This Guide
Reader Feedback

How This Guide Is Organized
Amazon EC2 Resources

This is the Amazon Elastic Compute Cloud Command Line Tools Reference
Guide. It provides the syntax, a description, options, and usage examples for
each command line tool. This section describes who should read this guide, how

the guide is organized, and other resources related to Amazon Elastic Compute
Cloud.

The Amazon Elastic Compute Cloud is occasionally referred to within this guide
as simply "Amazon EC2"; all copyrights and legal protections still apply.



Who Should Read This Guide

This guide is intended for users that administer Amazon EC2 instances using the
command line tools.

Required Knowledge and Skills

Use of this guide assumes you are familiar with the following:

¢ Basic understanding of web services (go to W3 Schools Web Services
Tutorial)

e Experience using Amazon EC2 obtained by working through the Amazon
Elastic Compute Cloud Getting Started Guide,

¢ A basic understanding of the command line AMI and API tools (which
were installed when working through the Amazon Elastic Compute Cloud
Getting Started Guide).

it Note

For high level concepts and examples of how to use major Amazon EC2 features,
go to the Amazon Elastic Compute Cloud User Guide.


http://www.w3schools.com/webservices/default.asp
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/UserGuide/

Reader Feedback

The online version of this guide provides a link at the top of each page that
enables you to enter feedback about this guide. We strive to make our guides as
complete, error free, and easy to read as possible. You can help by giving us
feedback. Thank you in advance!

Docurnentation Feedback e



How This Guide Is Organized

This guide is organized into several major sections described in the following
table.

Information Relevant Sections

Comprehensive reference to the tools for creating Amazon EC2 AMI Tools Reference
AMIs.

Comprehensive reference to the Amazon EC2 command line API Command Line Tools
tools. Reference
Amazon EC2 terms. Glossary

Typographic and symbol conventions. Document Conventions




Amazon EC2 Resources

The following table lists related resources that you'll find useful as you work

with this service.

Resource

Amazon Elastic

Compute Cloud
Getting Started Guide

Amazon Elastic
Compute Cloud User
Guide

Amazon Elastic

Compute Cloud
Developer Guide

Amazon Elastic
Compute Cloud API
Reference

Amazon EC2
Technical FAQ

Amazon EC2 Release
Notes

AWS Developer
Resource Center

AWS Management
Console

Discussion Forums

AWS Support Center

AWS Premium
Support Information

Amazon EC2 Product
Information

Form for questions
related to your AWS

Description

The Getting Started Guide provides a quick tutorial of the service based on a
simple use case. Examples and instructions are included.

The Console and Command Line User Guide provides conceptual information
about Amazon EC2 and describes how to use Amazon EC2 features using the
AWS Management Console and command line tools.

The Developer Guide provides conceptual information about Amazon EC2
and describes how to use Amazon EC2 features using the SOAP and Query
APIs.

The API Reference contains a comprehensive description of all SOAP and
Query APIs. Additionally, it contains a list of all SOAP data types.

The FAQ covers the top questions developers have asked about this product.

The Release Notes give a high-level overview of the current release. They
specifically note any new features, corrections, and known issues.

A central starting point to find documentation, code samples, release notes,
and other information to help you build innovative applications with AWS.

The console allows you to perform most of the functions of Amazon EC2 and
other AWS products without programming.

A community-based forum for developers to discuss technical questions
related to Amazon Web Services.

The home page for AWS Technical Support, including access to our Developer
Forums, Technical FAQs, Service Status page, and AWS Premium Support (if
you are subscribed to this program).

The primary web page for information about AWS Premium Support, a one-
on-one, fast-response support channel to help you build and run applications
on AWS Infrastructure Services.

The primary web page for information about Amazon EC2.

This form is only for account questions. For technical questions, use the
Discussion Forums.


http://docs.amazonwebservices.com/AWSEC2/2009-08-15/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/UserGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/DeveloperGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/APIReference/
http://aws.amazon.com/ec2/faqs/
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=86
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=59
http://aws.amazon.com/console/
http://developer.amazonwebservices.com/connect/forum.jspa?forumID=30
http://developer.amazonwebservices.com/connect/support.jspa
http://aws.amazon.com/premiumsupport
http://aws.amazon.com/ec2/

account: Contact Us

Conditions of Use Detailed information about the copyright and trademark usage at Amazon.com
and other topics.


http://aws.amazon.com/contact-us/
http://www.amazon.com/gp/help/customer/display.html/104-5054883-7838319?ie=UTF8&Version=1&nodeId=508088&entries=0

What's New

This What's New is associated with the 2009-08-15 release of Amazon EC2.
This guide was last updated on October 26, 2009.

The following table describes the important changes since the last release of the
Amazon EC2 documentation set.

Change Description Release
Date
High- Amazon EC2 now supports High-Memory instance types. Instances of 26
Memory this family offer large memory sizes for high throughput applications, October
Instance including database and memory caching applications. 2009
Types
Consolidation ' Amazon EC2 no longer differentiates between Amazon EC2 running 1 October
of Windows | Windows and Amazon EC2 running Windows with Authentication 2009
AMIs Services. New and existing Windows instances can now run

Authentication Services, such as LDAP and Kerberos, at no additional
charge. Additionally, any currently running Windows with Authentication
Services instances are now charged the same price as Windows instances.

Existing Windows AMIs will be removed starting October 15. If you need
the current version of a Windows AMI, please rebundle it as described in

the Amazon Elastic Compute Cloud Developer Guide.

Shared Amazon EC2 now supports shared snapshots, which enables users to 15

Snapshots launch Amazon EBS volumes from your snapshots. Using shared September
snapshots, you can grant access to specific users or make your snapshots | 2009
public.


http://docs.amazonwebservices.com/AWSEC2/2009-08-15/DeveloperGuide/

Getting the Command Line Tools

To use the commands described in this guide, you must install both the AMI
tools and the API tools. The AMI tools create, bundle, and migrate AMIs
between regions. The API tools mirror the Amazon EC2 SOAP and Query APIs
and enable you to perform all other functions.

The command line tools are available as a ZIP file in the Amazon EC2 Resource
Center. These tools are written in Java and include shell scripts for both
Windows 2000/XP and Linux/UNIX/Mac OSX. The ZIP file is self-contained;
no installation is required. You just download it and unzip it.

For information on setting up and using the tools, go to the Amazon Elastic
Compute Cloud Getting Started Guide.

it Note

If you need to create and modify Amazon EC2 AMIs, download the AMI tools
from the public Amazon S3 downloads bucket. For instructions on how to create

AMIs, go to the Amazon Elastic Compute Cloud User Guide.


http://developer.amazonwebservices.com/connect/entry.jspa?externalID=351&categoryID=88
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/GettingStartedGuide/
https://s3.amazonaws.com/ec2-downloads/ec2-ami-tools.noarch.rpm
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/UserGuide/

AMI Tools Reference

Topics

Common Options for AMI Tools

ec2-bundle-image
ec2-bundle-vol

ec2-delete-bundle
ec2-download-bundle
ec2-migrate-bundle
ec2-migrate-manifest
ec2-unbundle
ec2-upload-bundle




Common Options for AMI Tools

Most AMI tools described in this section accept the set of optional parameters
described in the following table.

Option Description

r;-helpl - Display the help message.

--version Displays the version and copyright notice.
--manual  Displays the manual entry.
--batch

Runs in batch mode, suppressing user interaction and confirmation.

- -debug Prints internal debugging information. This is useful to assist us when troubleshooting
problems.



ec2-bundle-image



Description

Create a bundled AMI from an operating system image created in a loopback
file. For more information, go to the

Amazon Elastic Compute Cloud Getting Started Guide or Amazon Elastic
Compute Cloud User Guide.

it Note

Scripts that require a copy of the public key from the launch key pair must obtain
the key from the instance's metadata (not the key file in the instance store) for
instances bundled with the 2007-08-29 AMI tools and later. AMIs bundled before
this release will continue to work normally.


http://docs.amazonwebservices.com/AWSEC2/2009-08-15/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/2009-08-15/UserGuide/

Syntax

ec2-bundle-image -k private key -c cert -u user_id -i image _path -r {i386 |
x86_64} [-d destination] [-p ami_prefix] [--ec2cert cert path] [--kernel
kernel-id] [--ramdisk ramdisk_id] [--block-device-

mappingblock device_mapping]



Options

Option

-k, --
privatekey
private_key

-c, --cert
cert

-u, --user
user_id

-i, --image
image_path

-d, --
destination
destination

_p, -
prefix
ami_prefix

--ec2cert
cert_path

--kernel
kernel_id

--ramdisk
ramdisk_id

Description

The path to the user's PEM-encoded RSA key file.

EX&HHﬂe:-k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem

The user's PEM encoded RSA public key certificate file.

Exanuﬂe:-c cert-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem

The user's AWS account number without dashes. Do not use the Access
Key ID.

Example: -u AIDADH4IGTRXXKCD

The path to the image to bundle.

Example: -i /var/spool/my-image/version-2/debian.img

The directory in which to create the bundle.
Default: The current directory

Example: -d /var/run/my-bundle

The filename prefix for bundled AMI files.

Default: image

Example: -p my-image-is-special

The path to the Amazon EC2 X.509 public key certificate.

Default: /etc/ec2/amitools/cert-ec2.pem (varies, depending on tools)

Example: --ec2cert /etc/ec2/amiutil/cert-ec2.pem

The ID of the kernel to select.
Default: 2.6.16-xenu

Example: - -kernel aki-ba3adfd3

The ID of the RAM disk to select.

Some kernels require additional drivers at launch. Check the kernel

requirements for information on whether you need to specify a RAM disk.

To find kernel requirements, go to the Resource Center and search for the
kernel ID.

Required
Yes

Yes

Yes

Yes


http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=59

--block-
device-
mapping
mappings

Example: - -ramdisk ari-badbadoo

Default block-device-mapping scheme with which to launch the AMI. This
defines how block devices are exposed to an instance of this AMI if the
instance type supports the specified device.

The scheme is a comma-separated list of key=value pairs, where each key
is a virtual name and each value is the desired device name. Virtual names
include:

ami—The root file system device, as seen by the instance
root—The root file system device, as seen by the kernel
swap—The swap device, as seen by the instance
ephemeralN—The Nth ephemeral store

Example: --block-device-mapping
ami=sdal, root=/dev/sdal, ephemeral®=sda2, swap=sda3

Example: --block-device-mapping
ami=0, root=/dev/dsk/c0d0s0, ephemeralo=1

No



Output

Status messages describing the stages and status of the bundling process.



Example

This example creates a bundled AMI from an operating system image that was
created in a loopback file.

$ ec2-bundle-image -k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO.pem -c cert-HK
Splitting bundled/fred.gz.crypt...
Created fred.part.00

Created fred.part.o1

Created fred.part.02

Created fred.part.03

Created fred.part.04

Created fred.part.05

Created fred.part.06

Created fred.part.07

Created fred.part.08

Created fred.part.09

Created fred.part.10

Created fred.part.11

Created fred.part.12

Created fred.part.13

Created fred.part.14

Generating digests for each part...
Digests generated.

Creating bundle manifest...

Bundle Image complete.




Related Topics

ec2-bundle-vol

ec2-unbundle

ec2-upload-bundle

ec2-download-bundle

ec2-delete-bundle




ec2-bundle-vol



Description

Creates a bundled AMI by compressing, encrypting and signing a snapshot of
the local machine's root file system.

it Note

Scripts that require a copy of the public key from the launch key pair must obtain
the key from the instance's metadata (not the key file in the instance store) for
instances bundled with the 2007-08-29 AMI tools and later. AMIs bundled before
this release will continue to work normally.

On a running instance, Amazon EC2 attempts to inherit product codes, kernel
settings, RAM disk settings, and block device mappings with which the instance
launched.



Syntax

ec2-bundle-vol -k private key -u user_id-c cert -r {i386 | x86_64} [-s size]
[-d destination] [-e exclude directory 1,exclude directory 1,..] [-p
ami_prefix] [-v volume] [--ec2cert cert_path] [--fstab fstab_path] [--
generate-fstab] [--kernel kernel-id] [--ramdisk ramdisk id] [--block-device-
mappingblock device_mapping]



Options

Option

_k,

--privatekey

private_key

-c, --cert cert
-u, --user user_id
-s, --size size
-d, --destination
destination

-e, --exclude

directory_1,directory_2, ...

-Py

-V,

--prefix ami_prefix

--volume volume

--all

Description

The path to the user's PEM-encoded RSA key file.

Example: -k pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem

The user's PEM encoded RSA public key certificate file.

Example: -c cert-
HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem

The user's AWS account number without dashes. Do not
use the Access Key ID.

Example: -u AIDADH4IGTRXXKCD

The size, in MB (1024 * 1024 bytes), of the image file
to create. The maximum size is 10240 MB.

Default: 10240

Example: -s 2048

The directory in which to create the bundle.
Default: /tmp

Example: -d /var/run/my-bundle

A list of absolute directory paths and files to exclude
from the bundle operation. This overrides the --all
parameter.

Example: -e /tmp, /home/secret-data

The filename prefix for bundled AMI files.
Default: image
Example: -p my-image-is-special

The absolute path to the mounted volume from which to
create the bundle.

Default: The root directory (/)

Example: -v /mnt/my-customized-ami

Bundle all directories, including those on remotely

Required

Yes

Yes

Yes



mounted filesystems.
Example: -a

--ec2cert cert_path The path to the Amazon EC2 X.509 public key No
certificate.

Default: /etc/ec2/amitools/cert-ec2.pem (varies,
depending on tools)

Example: - -ec2cert /etc/ec2/amiutil/cert-
ec2.pem

--fstab fstab_path The path to the fstab to bundle into the image. If thisis | No
not specified, Amazon EC2 bundles /etc/fstab.

Example: --fstab /etc/fstab

--generate-fstab Causes Amazon EC2 to bundle the volume using an No
Amazon EC2-provided fstab.

Example: - -generate-fstab

--kernel kernel_id The ID of the kernel to select. No

Example: - -kernel aki-ba3adfd3

--ramdisk ramdisk_id The ID of the RAM disk to select.

Some kernels require additional drivers at launch. Check
the kernel requirements for information on whether you
need to specify a RAM disk. To find the kernel
requirements, go to the

Resource Center and search for the kernel ID.

Example: --ramdisk ari-badbadoe
No
--block-device-mapping mappings

Default block-device-mapping scheme with which to launch the AMI. This
defines how block devices are exposed to an instance of this AMI if the instance
type supports the specified device.

The scheme is a comma-separated list of key=value pairs, where each key is a
virtual name and each value is the desired device name. Virtual names include:


http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=59

ami—The root file system device, as seen by the instance
root—The root file system device, as seen by the kernel
swap—The swap device, as seen by the instance
ephemeralN—The Nth ephemeral store

Example: --block-device-mapping
ami=sdal, root=/dev/sdal, ephemeral®=sda2, swap=sda3

Example: --block-device-mapping
ami=0, root=/dev/dsk/c0d0s0, ephemeralo=1

No



Output

Status messages describing the stages and status of the bundling.



Example

This example creates a bundled AMI by compressing, encrypting and signing a
snapshot of the local machine's root file system.

$ ec2-bundle-vol -d /mnt -k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO.pem -c ¢

Copying / into the image file /mnt/image.img...
Excluding:
sys
dev/shm
proc
dev/pts
proc/sys/fs/binfmt_misc
dev
media
mnt
proc
sys
tmp/image.img
mnt/img-mnt
1+0 records in
1+0 records out
mke2fs 1.38 (30-Jun-2005)
warning: 256 blocks unused.

Splitting /mnt/image.gz.crypt...
Created image.part.00
Created image.part.o1l
Created image.part.02
Created image.part.03

Created image.part.22

Created image.part.23

Generating digests for each part...
Digests generated.

Creating bundle manifest...

Bundle Volume complete.




Related Topics

ec2-bundle-image

ec2-unbundle

ec2-upload-bundle

ec2-download-bundle

ec2-delete-bundle




ec2-delete-bundle



Description

Deletes the specified bundle from Amazon S3 storage.



Syntax

ec2-delete-bundle -b s3_bucket -a access_key_id -s secret_key [-m
manifest_path] [-p ami_prefix] [--url url] [--retry] [-y] [--clear]



Options

Option Description Required
-b, --bucket The name of the Amazon S3 bucket containing the bundled AMI,  Yes
s3_bucket

followed by an optional '/'-delimited path prefix

Example: -b ec2-cracker-ami-bucket

-a, --access-key  The AWS access key ID. Yes
access_key id

Example: -a AKIADQKE4SARGYLE

-s, --secret-key  The AWS secret access key. Yes
secret_key

Example: -s eW91dHVizS5jb20vd2FeY2g/dj1SUBNKMT1ze TNKSQ==

-m, --manifest The path to the unencrypted manifest file. Conditional
manifest_path

Example: -m /var/spool/my-first-bundle/Manifest

Condition: You must specify - -prefix or --manifest

-p, --prefix The bundled AMI filename prefix. Conditional
ami_prefix

Example: -p eos-

Condition: You must specify - -prefix or --manifest

--url url The Amazon S3 service URL. No
Default: https://s3.amazonaws.com

Example: --url https://s3.amazonaws.ie

--retry Automatically retries on all Amazon S3 errors, up to five times per No
operation.

Example: --retry

-y, --yes Automatically assumes the answer to all prompts is 'yes'. No
Example: -y
--clear Deletes the specified bundle from the Amazon S3 bucket and No

deletes the bucket, if empty.

Example: - -clear



Output

Amazon EC2 displays status messages indicating the stages and status of the
delete process.



Example

This example deletes a bundle from Amazon S3.

$ ec2-delete-bundle -b my-s3-bucket -a AKIADQKE4SARGYLE -s eW91dHViZS5jb
Deleting files:
my-s3-bucket/fred.manifest.xml
my-s3-bucket/fred.part.00
my-s3-bucket/fred.part.o1
my-s3-bucket/fred.part.02
my-s3-bucket/fred.part.03
my-s3-bucket/fred.part.04
my-s3-bucket/fred.part.05
my-s3-bucket/fred.part.06
Continue? [y/n]

y

Deleted my-s3-bucket/fred.manifest.xml
Deleted my-s3-bucket/fred.part.00
Deleted my-s3-bucket/fred.part.o1
Deleted my-s3-bucket/fred.part.02
Deleted my-s3-bucket/fred.part.03
Deleted my-s3-bucket/fred.part.04
Deleted my-s3-bucket/fred.part.05
Deleted my-s3-bucket/fred.part.06
ec2-delete-bundle complete.




Related Topics

ec2-bundle-image

ec2-bundle-vol

ec2-unbundle

ec2-upload-bundle

ec2-download-bundle




ec2-download-bundle



Description

Download the specified bundles from S3 storage.



Syntax

ec2-download-bundle -b s3 bucket [-m manifest] -a access_key id -S
secret_key -k private_key [-p ami_prefix] [-d directory] [--url url]



Options

Option

-b, --bucket
s3_bucket

-m, --manifest
manifest

-a, --access-key
access_key id

-s, --secret-key
secret_key

-k, --privatekey
private_key

-p, --prefix
ami_prefix

-d, --directory
directory

--retry

--url url

Description

The name of the Amazon S3 bucket where the bundle is located,
followed by an optional '/'-delimited path prefix.

Example: -b ec2-cracked
The manifest path and filename.
Example: -m /var/spool/my-first-bundle/Manifest

Your AWS access key ID.

Example: -a AKIADQKE4SARGYLE

Your AWS secret access key.

Example: -s eW91dHVizS5jb20vd2FeY2g/dj1SUBNKMT1ze TNKSQ==

The private key used to decrypt the manifest.

EX&HHﬂe:-k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem

The filename prefix for the bundled AMI files.
Default: image

Example: -p my-image

The directory where the downloaded bundle is saved. The directory

must exist.
Default: The current working directory

Example: -d /tmp/my-downloaded-bundle

Automatically retries on all Amazon S3 errors, up to five times per

operation.

Example: --retry

The S3 service URL.
Default: https://s3.amazonaws.com

Example: --url https://s3.amazonaws.ie

Required
Yes

Yes

Yes

Yes

No

No



Output

Status messages indicating the various stages of the download process are
displayed.



Example

This example creates the bundled directory and downloads the bundle from the
my-s3-bucket Amazon S3 bucket.

downloading part
downloading part
downloading part
downloading part
downloading part
downloading part

downloading part

Downloaded image.
Downloaded image.
Downloaded image.
Downloaded image.
Downloaded image.
Downloaded image.

Downloaded image.
Download Bundle complete.

$ mkdir bundled
$ ec2-download-bundle -b my-s3-bucket -m fred.manifest.xml -a AKIADQKEA4S

downloading manifest https://s3.amazonaws.com/my-s3-bucket/image.manifest.xml to bundled/i

https://s3.amazonaws.com/my-s3-bucket/image.part.00
part.00 from https://s3.amazonaws.com/my-s3-bucket.
https://s3.amazonaws.com/my-s3-bucket/image.part.01
part.o1 from https://s3.amazonaws.com/my-s3-bucket.
https://s3.amazonaws.com/my-s3-bucket/image.part.02
part.02 from https://s3.amazonaws.com/my-s3-bucket.
https://s3.amazonaws.com/my-s3-bucket/image.part.03
part.03 from https://s3.amazonaws.com/my-s3-bucket.
https://s3.amazonaws.com/my-s3-bucket/image.part.04
part.04 from https://s3.amazonaws.com/my-s3-bucket.
https://s3.amazonaws.com/my-s3-bucket/image.part.05
part.05 from https://s3.amazonaws.com/my-s3-bucket.
https://s3.amazonaws.com/my-s3-bucket/image.part.06
part.06 from https://s3.amazonaws.com/my-s3-bucket.

to

to

to

to

to

to

to

bundled/image.
bundled/image.
bundled/image.
bundled/image.
bundled/image.
bundled/image.

bundled/image.

part
part
part
part
part
part

part

it Note

This example uses the Linux and UNIX mkdir command.



Related Topics

ec2-bundle-image

ec2-bundle-vol

ec2-unbundle

ec2-upload-bundle

ec2-delete-bundle




ec2-migrate-bundle



Description

Copy a bundled AMI from one region to another. For information on regions, go
to the

Amazon Elastic Compute Cloud User Guide.

it Note

After copying a bundled AMI to a new region, make sure to register it as a new
AMI.

During migration, Amazon EC2 replaces the kernel and RAM disk in the
manifest file with a kernel and RAM disk designed for the destination region.
Unless the --no-mapping parameter is given, ec2-migrate-bundle might use the
Amazon EC2 DescribeRegions and DescribeImages operations to perform
automated mappings.


http://docs.amazonwebservices.com/AWSEC2/2009-08-15/UserGuide/

Syntax

ec2-migrate-bundle -k private key -c cert -a access_key id-s secret_key -
-bucket source _s3_bucket --destination-bucket destination s3 bucket --
manifest manifest_path --location {US | EU} --ec2cert ec2 _cert _path [--

kernel kernel-id] [--ramdisk ramdisk id] {--no-mapping} --region
mapping_region_name



Options

Option Description Required
-k, --privatekey The path to the user's PEM-encoded RSA key file. Yes
private_key
Exarnple: -k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO.pem
-C, --cert cert The user's PEM encoded RSA public key certificate file. Yes
Exarnple: -C cert-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem
-a, --access-key The AWS access key ID. Yes
access_key id
Example: -a AKIADQKE4SARGYLE
-s, --secret-key The AWS secret access key. Yes
secret_key
Example: -s
eW91dHVizZzS5jb20vd2FOY29/dj1SU3NKMT1zeTNKSQ==
--bucket The source Amazon S3 bucket where the AMI is located, Yes

source_s3_bucket followed by an optional '/'-delimited path prefix.

Default: None

Example: - -bucket my-us-bucket

--destination-bucket

> 1 The destination Amazon S3 bucket, followed by an optional /- = Yes
destination_s3_bucket

delimited path prefix. If the destination bucket does not exist, it
is created.

Default: None

Example: - -destination-bucket my-eu-bucket

--manifest manifest The location of the Amazon S3 source manifest. Yes

Default: None

Example: - -manifest my-ami.manifest.xml

--location {US | EU}  The location of the destination Amazon S3 bucket. No
If the bucket exists and the location is specified, the tool exits

with an error. if the specified location does not match the actual
location. If the bucket exists and no location is specified, the

tool uses the bucket's location. If the bucket does not exist and

the location is specified, the tool creates the bucket in the

specified location. If the bucket does not exist and location is

not specified, the tool creates the bucket without a location



--acl acl

--retry

--kernel kernel_id

--ramdisk ramdisk_id

--no-mapping

--region

constraint (in the US).
Default: None

Example: - -location EU

The access control list policy of the bundled image.
Valid Values: public-read | aws-exec-read
Default: aws-exec-read

Example: --acl public-read

Automatically retries on all Amazon S3 errors, up to five times
per operation.

Example: --retry

The ID of the kernel to select.

Example: - -kernel aki-ba3adfd3

The ID of the RAM disk to select.

Some kernels require additional drivers at launch. Check the
kernel requirements for information on whether you need to
specify a RAM disk. To find kernel requirements, go to the
Resource Center and search for the kernel ID.

Example: - -ramdisk ari-badbadoo
Disables automatic mapping of kernels and RAM disks.
Example: --no-mapping

Region to look up in the mapping file. If no region is specified,
Amazon EC2 attempts to determine the region from the
location of the Amazon S3 bucket.

Example: --region eu-west-1


http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=59

Output

Status messages describing the stages and status of the bundling process.



Example

This example copies the AMI specified in the my-ami.manifest.xml manifest
from the US to the EU.

$ ec2-migrate-bundle --cert cert-THUMBPRINT.pem --privatekey pk-THUMBPRI
Downloading manifest my-ami.manifest.xml from my-us-bucket to /tmp/ami-migration-my-ami.me
Copying 'my-ami.part.00'...

Copying 'my-ami.part.ol1'...

Copying 'my-ami.part.02'...

Copying 'my-ami.part.03'...

Copying 'my-ami.part.04'...

Copying 'my-ami.part.05'...

Copying 'my-ami.part.06'...

Copying 'my-ami.part.07'...

Copying 'my-ami.part.08'...

Copying 'my-ami.part.09'...

Copying 'my-ami.part.10'...

Your new bundle is in S3 at the following location:

my-eu-bucket/my-ami.manifest.xml




Related Topics

e ec2-register

e ec2-run-instances




ec2-migrate-manifest



Description

Modify a bundled AMI to work in a new region. For information on regions, go
to the

Amazon Elastic Compute Cloud User Guide.

You must use this command if you are bundling in one region for use in another
or if you copy a bundled AMI out of band (without using ec2-migrate-bundle)
and want to use it in a different region.

it Note

This command replaces the kernel and RAM disk in the manifest file with a
kernel and RAM disk designed for the destination region.


http://docs.amazonwebservices.com/AWSEC2/2009-08-15/UserGuide/

Syntax

ec2-migrate-manifest -k private key -c cert -a access_key id -S secret_key
--manifest manifest_path --ec2cert ec2 cert_path [--kernel kernel-id] [--
ramdisk ramdisk_id] {--no-mapping} --region mapping_region_name



Options

Option

-k, --
privatekey
private_key

-c, --cert
cert

-a, --access-
key

access_key id

-s, --secret-
key
secret_key

--manifest
manifest

--kernel
kernel_id

--ramdisk
ramdisk_id

--mapping-
file
mapping_file

--mapping-url
url

--no-mapping

--region

Description

The path to the user's PEM-encoded RSA key file.

EX&HHﬂe:-k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem

The user's PEM encoded RSA public key certificate file.

Exanuﬂe:-c cert-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem

The AWS access key ID.

Example: -a AKIADQKE4SARGYLE

The AWS secret access key.

Example: -s eW91dHViZS5jb20vd2FeY2g/dj1SUBNKMT1ze TNKSQ==

The location of the Amazon S3 source manifest.
Default: None

Example: - -manifest my-ami.manifest.xml

The ID of the kernel to select.

Example: - -kernel aki-ba3adfd3

The ID of the RAM disk to select.

Some kernels require additional drivers at launch. Check the kernel

requirements for information on whether you need to specify a RAM
disk. To find kernel requirements, go to the Resource Center and search

for the kernel ID.

Example: - -ramdisk ari-badbadoo

Overrides the file containing kernel and RAM disk region mappings.

Example: --mapping-file eu-mappings

Overrides the file containing kernel and RAM disk region mappings
from the specified hostname portion of a URL.

Example: - -mapping-url mysite.com/eu-mappings
Disables automatic mapping of kernels and RAM disks.

Example: - -mapping-file mysite.com/eu-mappings

Required
Yes

Yes

Yes

Yes

Yes


http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=59

Region to look up in the mapping file. If no region is specified, The tool = No
attempts to determine the region from the location of the Amazon S3
bucket.

Example: --region eu-west-1



Output

Status messages describing the stages and status of the bundling process.



Example

This example copies the AMI specified in the my-ami.manifest.xml manifest
from the US to the EU.

$ ec2-migrate-manifest --manifest my-ami.manifest.xml --cert cert-HKZYKT

Backing up manifest...
Successfully migrated my-ami.manifest.xml It is now suitable for use in eu-west-1.




Related Topics

e ec2-register

e ec2-run-instances




ec2-unbundle



Description

Recreates the AMI from the bundled AMI parts.



Syntax

ec2-unbundle -m manifest -k private_key [-d destination_directory] [-s
source_directory]



Options

Option

-m, --manifest manifest

-k, --privatekey
private_key

-d, --destination
destination_directory

-s, --source
source_directory

Description

The path to the unencrypted AMI manifest file.

Example: -m /var/spool/my-first-bundle/Manifest

The path to your PEM-encoded RSA key file.

Example: -k $HOME/pk-234242DEADCAFE . pem

The directory in which to unbundle the AMI. The
destination directory must exist.

Default: The current directory

Example: -d /tmp/my-image

The directory containing the bundled AMI parts.
Default: The current directory

Example: -s /tmp/my-bundled-image

Required
Yes

Yes



Example

This Linux and UNIX example unbundles the AMI specified in the
fred.manifest.xml file.

$ mkdir unbundled

$ ec2-unbundle -m fred.manifest.xml -s bundled -d unbundled

cat bundled/fred.part.00 bundled/fred.part.01 bundled/fred.part.02 bundled/fred.part.03 k
Unbundle complete.

$ s -1 unbundled

total 1025008

-rw-r--r-- 1 root root 1048578048 Aug 25 23:46 fred.img




Output

Status messages indicating the various stages of the unbundling process are
displayed.



Related Topics

ec2-bundle-image

ec2-bundle-vol

ec2-upload-bundle

ec2-download-bundle

ec2-delete-bundle




ec2-upload-bundle



Description

Upload a bundled AMI to Amazon S3 storage.



Syntax

ec2-upload-bundle -b s3 bucket -m manifest -a access_key _id -s
secret_key [--acl ac1] [--ec2cert certificate] [-d directory] [--part part] [--
location {US | EU}] [--url url] [--retry] [--skipmanifest]



Options

Option Description Required
-2, b_ -It;utgket The name of the Amazon S3 bucket in which to store the bundle, Yes
S5_bucke

followed by an optional '/'-delimited path prefix. If the bucket doesn't
exist it will be created (if the bucket name is available).

Example: -b ec2-cracker-ami

-m, f The path to the manifest file. The manifest file is created during the Yes
,mnzzifgzi bundling process and can be found in the directory containing the bundle.

Example: -m /var/spool/my-first-bundle/Manifest

l;a’ --access-  Your AWS access key ID. Yes
ey

access_key id
Example: -a AKIADQKE4SARGYLE

l;S, --secret-  Your AWS secret access key. Yes
ey

secret_ke
—Key Example: -s eW91dHViZS5jb20vd2FOY2g/dj1SU3NKMT1zeTNKSQ==

--acl acl The access control list policy of the bundled image. No
Valid Values: public-read | aws-exec-read
Default: aws-exec-read

Example: --acl public-read

--ec2cert The path to the Amazon EC2 X.509 public key certificate. No

certificate
Default: /etc/ec2/amitools/cert-ec2.pem (varies, depending on tools)
Example: --ec2cert /etc/ec2/amiutil/cert-ec2.pem

-d, -- The directory containing the bundled AMI parts. No

directory

di t . .. . . .

1rectory Default: The directory containing the manifest file (see the -m option).
Example: -d /var/run/my-bundle

--part part Starts uploading the specified part and all subsequent parts. No
Example: - -part

%Géo‘faéﬁﬁn The location of the destination Amazon S3 bucket. No

If the bucket exists and the location is specified, the tool exits with an
error. if the specified location does not match the actual location. If the
bucket exists and no location is specified, the tool uses the bucket's



--url url

--retry

skipmanifest

location. If the bucket does not exist and the location is specified, the tool
creates the bucket in the specified location. If the bucket does not exist
and location is not specified, the tool creates the bucket without a
location constraint (in the US).

Default: None

Example: - -location EU

The S3 service URL. No
Default: https://s3.amazonaws.com

Example: --url https://s3.amazonaws.ie

Automatically retries on all Amazon S3 errors, up to five times per No
operation.

Example: --retry

Does not upload the manifest. No

Example: - -skipmanifest



Output

Amazon EC2 displays status messages that indicate the stages and status of the
upload process.



Example

This example uploads the bundle specified by the bundled/fred.manifest.xml
manifest.

$ ec2-upload-bundle -b my-s3-bucket -m bundled/fred.manifest.xml -a AKIA
Creating bucket. ..
Uploading bundled image parts to the S3 bucket my-s3-bucket ...
Uploaded fred.part.00
Uploaded fred.part.o1
Uploaded fred.part.02
Uploaded fred.part.03
Uploaded fred.part.04
Uploaded fred.part.05
Uploaded fred.part.06
Uploaded fred.part.07
Uploaded fred.part.08
Uploaded fred.part.09
Uploaded fred.part.10
Uploaded fred.part.11
Uploaded fred.part.12
Uploaded fred.part.13
Uploaded fred.part.14
Uploading manifest ...
Uploaded manifest.
Bundle upload completed.




Related Topics

ec2-bundle-image

ec2-bundle-vol

ec2-unbundle

ec2-download-bundle

ec2-delete-bundle




API Command Line Tools Reference

Topics

Common Options for API Tools
List of Command Line Operations by Function

ec2-add-group
ec2-add-keypair

ec2-allocate-address
ec2-associate-address
ec2-attach-volume
ec2-authorize
ec2-bundle-instance
ec2-cancel-bundle-task
ec2-confirm-product-instance
ec2-create-snapshot
ec2-create-volume
ec2-delete-group
ec2-delete-keypair
ec2-delete-snapshot
ec2-delete-volume
ec2-deregister
ec2-describe-addresses
ec2-describe-availability-zones
ec2-describe-bundle-tasks
ec2-describe-group
ec2-describe-image-attribute
ec2-describe-images
ec2-describe-instances
ec2-describe-keypairs
ec2-describe-regions
ec2-describe-reserved-instances
ec2-describe-reserved-instances-offerings
ec2-describe-snapshot-attribute
ec2-describe-snapshots
ec2-describe-volumes
ec2-detach-volume
ec2-disassociate-address




ec2-fingerprint-key
ec2-get-console-output

ec2-get-password
ec2-get-password-data
ec2-migrate-bundle
ec2-migrate-image
ec2-modify-image-attribute
ec2-modify-snapshot-attribute
ec2-monitor-instances
ec2-purchase-reserved-instance-offering
ec2-reboot-instances
ec2-register
ec2-release-address
ec2-reset-image-attribute
ec2-reset-snapshot-attribute
ec2-revoke

ec2-run-instances
ec2-terminate-instances
ec2-unmonitor-instances




Common Options for API Tools

Most API tools described in this section accept the set of optional parameters
described in the following table.

Option

--region
region

-U URL

-K EC2-
PRIVATE-
KEY

-C EC2-
CERT

--show-
empty-
fields

--debug

Description

Overrides the region specified in the EC2_URL environment variable.

Default: The EC2_URL environment variable, or us-east-1 if the environment variable is
not set.

Example: --region eu-west-1

URL is the uniform resource locator of the Amazon EC2 web service entry point.

Default: The EC2_URL environment variable, or https://ec2.amazonaws.com if the
environment variable is not set.

Example: -U https://ec2.amazonaws.com

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRIVATE_KEY environment variable.

EX&HHﬂe:-K pk-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.

Exanqﬂe:-c cert-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO. pem

Displays verbose output by showing the SOAP request and response on the command
line. This is particularly useful if you are building tools to talk directly to our SOAP API.

Shows empty columns as (nil).

Prints internal debugging information. This is useful to assist us when troubleshooting
problems.

Displays help.

If - is specified as an argument to one of the parameters, a list of arguments are read from
standard input. This is useful for piping the output of one command into the input of
another.

Example: ec2-describe-instances | grep running | cut -f 2 | ec2-terminate-
instances -i -



List of Command Line Operations by
Function

Amazon DevPay

ec2-confirm-product-instance
AMIs

ec2-deregister

ec2-describe-image-attribute

ec2-describe-images

ec2-migrate-bundle

e ec2-migrate-image

e ec2-modify-image-attribute

Availability Zones and Regions

e ec2-describe-availability-zones

e ec2-describe-regions

Elastic Block Store

e ec2-attach-volume

e ec2-create-snapshot

e ec2-create-volume

e ec2-delete-snapshot




e ec2-delete-volume

e ec2-describe-snapshot-attribute

e ec2-describe-snapshots

e ec2-describe-volumes

e ec2-detach-volume

e ec2-modify-snapshot-attribute

e ec2-reset-snapshot-attribute

Elastic IP Addresses

e ec2-allocate-address

e ec2-associate-address

e ec2-describe-addresses

e ec2-disassociate-address

e ec2-release-address

General

e ec2-get-console-output

Images

e ec2-register

e ec2-reset-image-attribute

Instances

e ec2-describe-instances

e ec2-reboot-instances




e ec2-run-instances

e ec2-terminate-instances
Key Pairs
e ec2-add-keypair

e ec2-delete-keypair

e ec2-describe-keypairs

e ec2-fingerprint-key
Monitoring

e ec2-monitor-instances

e ec2-unmonitor-instances
Reserved Instances

e ec2-describe-reserved-instances

e ec2-describe-reserved-instances-offerings

e ec2-purchase-reserved-instance-offering

Security Groups

e ec2-add-group

ec2-authorize

ec2-delete-group

ec2-describe-group

ec2-revoke

Windows



ec2-bundle-instance

ec2-cancel-bundle-task

ec2-describe-bundle-tasks

ec2-get-password

ec2-get-password-data




ec2-add-group



Description

Creates a new security group. Group names must be unique per account.

Every instance is launched in a security group. If no security group is specified
during launch, the instances are launched in the default security group. Instances
within the same security group have unrestricted network access to each other.
Instances will reject network access attempts from other instances in a different
security group. As the owner of instances you can grant or revoke specific
permissions using the AuthorizeSecurityGroupIngress and
RevokeSecurityGroupIngress operations.



Syntax

ec2-add-group group -d description



Options

Name

group

-d
description

Description Required

Name of the security group. Yes
Type: String
Default: None

Constraints: Accepts alphanumeric characters, spaces, dashes, and
underscores.

Example: websrv

Description of the group. This is informational only. If the description Yes
contains spaces, you must enclose it in single quotes (‘) or URL-encode it.

Type: String
Default: None

Constraints: Accepts alphanumeric characters, spaces, dashes, and
underscores.

Example: -d "Web servers'



Output

The command returns a table that contains the following information:
e GROUP identifier
e Group name
e Group description

Amazon EC2 displays errors on stderr.



Examples

Example Request

This example creates the websrv security group.

PROMPT> ec2-add-group websrv -d 'Web Servers'
GROUP websrv Web Servers




Related Operations

ec2-run-instances

o ec2-describe-group

e ec2-authorize

e ec2-revoke

o ec2-delete-group



ec2-add-keypair



Description

Creates a new 2048-bit RSA key pair with the specified name. The public key is
stored by Amazon EC2 and the private key is displayed on the console. The
private key is returned as an unencrypted PEM encoded PKCS#8 private key. If
a key with the specified name already exists, Amazon EC2 returns an error.



Syntax

ec2-add-keypair key



Options

Name Description Required

key A unique name for the key pair. Yes
Type: String
Default: None
Constraints: Accepts alphanumeric characters, spaces, dashes, and underscores.

Exam