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6.1. MD50%3

EE—NENEWNAF , BARSEDIEEFERRSRRFZG ,
BAVEZRINETHER N T HERISEN IEE PR~ 270
2, REXMGNAFRRDNHEIME TUER—T , REBAEAR
EEMPIABRIMBANEL , XE—H23 4LMHES , ALERAIZED
?@eﬁ%ﬁ%i&ﬁhﬂﬁﬁ , XAFRMERIREERIGE , he] ARIER P ZEENER

&AL ERERMDSE AN ENHITIRENE , IR —MBETNEF
Ex , TimEUINZE R R R HEERRIZLEIEN,

AT EAMDSNZRINE , BANFEREN— FEEEXH,

<authentication-provider>

<password-encoder hash="md5"/>

<jdbc-user-service data-source-ref="dataSource"/>
</authentication-provider>

LEIARBAFIBNEESD , BEAndsSEiE, XN BATESREEFRT
HWZWEZABRIANT , EBERGRE —HEZRELTERIELE,

INSERT INTO USERS VALUES('admin', '21232f297a57a5a743894a0e4a801fc3'
INSERT INTO USERS VALUES('user', 'eellchbb19052e40b07aac@ca060c23ee’,’

] UBEZBEEPELEELIET , BEEARE THIRE , E22XFEl
Bt EERRAAGREFRER.

XERENEBE ARSI , R EZRABECHED ,
Spring Security 2 BIIICAESR |, FEMMNER SHIBREFRENERIFIT
EEXS , CALESREIRT A 2 & ] LE RS,

XA, BONRRMT —1TECE , MARGE TR T EBRIINZRIINEE,



6.2. HENNZR

KPR £, EERSEGIEMSHERAFEFES — A0, FAmdsE

ERATEN , ERAAENE - N FARITENSREME—H , ATEA—

A\ R RERFER“FHIE NARRBEmSINZN RS, ISABETR
NIEE , ATHEW , AARSURENWAFZLEHBAERK,

KR L, RKEBRAARE ERFHadminfE hENANEIEREMZN , FiA , HE
ITEEIB EE R EF B “21232f297a57a5a743894a0e4a801fc3”BY , FAeT AR Z
adminFBFPERMNZR T, ELE , mdsEIEXFERZESEN , ARNEA
=W,

BT BRI LR, FA1e] CA{E A {E 0% “salt-source”,
BRI E N -

<authentication-provider>
<password-encoder hash="md5">
<salt-source user-property="username"/>
</password-encoder>
<jdbc-user-service data-source-ref="dataSource"/>
</authentication-provider>

fEpassword-encoder N7 0 T salt-source , 7+ B 15 %E £ FusernamefF AL {E,

HEMNFREBEEES , SR tEZUHRERENRNESHE—I , BE
AmdSWEARNATRITERE , XK, MEEEE—IMRELNT
&, BN EAFR , &R REHRMIndEMSIBLATZBELRT. Bl
REENMERENE  hREREHREBEFE,

HBAX B ENAF NusernamefF A E , RIEVRIFEEFHIZEEBI AL
Y T IXHE

INSERT INTO USERS VALUES('admin', 'ceb4f32325eda6142bd65215f4c0f371'
INSERT INTO USERS VALUES('user', '47a733d60998c719cf3526ae7d106d13"',’



6.3. AFPEELE=F

NFRAAFEEHAELENRT , BALEREFMA R TR FAMEER
— N EBFENEREE, Spring Security N E BV EFSLILEE Fehcachely , AT
BREEFINE , BIEAREXXEFFRRMBEXRAS,

<authentication-provider>
<password-encoder hash="md5">
<salt-source user-property="username'"/>
</password-encoder>
<jdbc-user-service data-source-ref="dataSource" cache-ref="user
</authentication-provider>

HA17Ejdbc-user-serviceZB 537 I T ¥fuserCachefV5 | B , EFFEF X bean
E R P PERETFRISKIL, YuserCacheFIEEEIN FFI7R :

<beans:bean id="userCache" class="org.springframework.security.prov
<beans:property name="cache" ref="userEhCache"/>
</beans:bean>

<beans:bean id="userEhCache" class="org.springframework.cache.ehcac
<beans:property name="cacheManager" ref="cacheManager"/>
<beans:property name="cacheName" value="userCache"/>
</beans:bean>

<beans:bean id="cacheManager" class="org.springframework.cache.ehca

EhCacheBasedUserCache & Spring Security I B AI4877353 , ©45 Jajdbce-
user-servicelR (4877 IN8E, EFT5| A#JuserEhCache3k Bspringi® Ay
EhCacheFactoryBeanFJEhCacheManagerFactoryBean , ¥} FuserCachef4&7%
fc & hEehcache.xmlAR :

<ehcache>
<diskStore path="java.io.tmpdir"/>

<defaultCache
maxElementsInMemory="1000"
eternal="false"
timeToIdleSeconds="120"



timeTolLiveSeconds="120"
overflowToDisk="true"

/>

<cache
name="userCache"
maxElementsInMemory="100"®
eternal="false"®
timeToIdleSeconds="600"&
timeToLiveSeconds="3600"@
overflowToDisk="true"®

/>

</ehcache>

© RS ERI0NTE,

® RRXAEF,

© =k ZS PR E] F9600FD,

0 = HGENATE F3600FD,

© MBRFNFEE MRFRIE,

NERAE T fEB Xehcache VB ZSECE |, FILAAIRIERE 75 Mih
http://ehcache.sf.net/,

X, BAMARAPXRERIREY TE7F , S— T AFP3X0NA
B, AREEGREFBOEIBET |, ehcache RN AVERLEFR | X415
WARNIRSRAZNENERE , Rt REIEEFSISIIXEE,
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cache-ref&7EJdbcUserDetailsManager®11% & ¥ iz AYuserCache |,
Shfe REE 1EM1TIdbcUserDetailsManager 89 753% , FieT A
BoEIFR P &%,

B]1g , cache-refSKfix R 7EJdbcUserDetailsManagerff &l =
4R} T —/ CachingUserService , iX“>CachedUserDetailsService
¥ #loadUserByUsername()757% , LI iZEVA P EENETR
Ih&E, Frll1TEcache-refFR5| AR UserCacheSLfR £ 2T
CacheUserDetailsServiced? , IR~ E TIRER/Y
JdbcUserDetailsManager , iIXFhi S
JdbcUserDetailsManager® %1 Fi P B 7 RIIRIE £ 20K M,




6.4. FKENZHRIAHFER

MRRAZENITH EERIRIEFGIVAF R , PILLEE{E A Spring Security
12 taglib,

<%@ taglib prefix="sec" uri="http://www.springframework.org/securit
<div>username : <sec:authentication property="name"/></div>

NRBAERF PRSI EFEA P YN,

UserDetails userDetails = (UserDetails) SecurityContextHolder.getCo
.getAuthentication()
.getPrincipal();

NRABIRS SR E LA P TR EAT AR,

GrantedAuthority[] authorities = userDetails.getAuthorities();

% FUserDetails 2 d0{A 5 E SecuirtyContextH 89 , BAKzSpring Security P {&
FifTheadLocal#2T\ , FANSEREIFANA, XERIIELE T HE 79010
RIFHEMAFPNER.

Bl prigzmm® |, SEEBARSEZMEEANGNS , BRTZHE  AGE—REndEES
FRMELE |, ERREDPHTIES | YANTEMNERN |, S UREN RS =4 S
—mn =% F—m
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5.1. BURERLEM

XORFAMERANKTER , userFAFER , role AR |, resciRBEREEMI , E
BELRE ZEIEERWS B XA,

-- AR

create table resc(
id bigint,
name varchar(50),
res_type varchar(50),
res_string varchar(200),
descn varchar(200)

),
alter table
alter table

- mE

resc add constraint pk_resc primary key(id);
resc alter column id bigint generated by default as ide

create table role(
id bigint,
name varchar(50),
descn varchar(200)

),
alter table
alter table

- AP

role add constraint pk_role primary key(id);
role alter column id bigint generated by default as ide

create table user(
id bigint,
username varchar(50),
password varchar(50),
status integer,
descn varchar(200)

),
alter table
alter table

user add constraint pk_user primary key(id);
user alter column id bigint generated by default as ide

-- RRALERR

create table resc_role(

resc_id
role_id
),
alter table
alter table
alter table

bigint,
bigint

resc_role add constraint pk_resc_role primary key(resc_
resc_role add constraint fk_resc_role_resc foreign key(
resc_role add constraint fk_resc_role_role foreign key(



-- AFAtEER

create table
user_id
role_id

)

alter table

alter table

alter table

user_role(
bigint,
bigint

user_role add constraint pk_user_role primary key(user_
user_role add constraint fk_user_role_user foreign key(
user_role add constraint fk_user_role_role foreign key(

userr RABIZAFPEFER | e ABERPESENER | rescARRTPE
BRERIFIFIR.

EREIUIFEIR :

USER ROLE RESC

B ID BIGINT (0} B ID BIGINT(O) B ID BIGINT (0}
STATUS INTEGER(D) N&ME VARCHAR (50 EES _TYPE VARCHAR(EQ)
PASSWORD VARCHAR(GO) DESCHN VARCHAR (2000 NANE VARCHAR (50)
USERNANE VARCHAR (50) EES STRING VARCHAR(Z00)
DESCH VARCHAR(Z00) DESCH VARCHAR(Z00)

FE_USEE_EOLE ROLE FE_EESC RORE ROLE
FE_USEE_ROME TSEER E_RESC _ROLE EESC

USER_ROLE RESC_ROLE
BiROLE_ID BIGINT (D) e

B3USEE_ID BIGINT ()

5.1. WIBERK R



5.2. ¥R L E3E

BIEMENAF DN RN AR AP AR, M EER AR
BA75 (8] /admin.jsp”F0/++ , “F P R R EELE])«/**7,

insert
insert

insert
insert

insert
insert

insert
insert
insert

insert
insert
insert

into
into

into
into

into
into

into
into
into

into
into
into

user(id, username, password, status,descn) values(1, 'admin
user(id, username, password, status, descn) values(2, 'user'

role(id, name,descn) values(1, 'ROLE_ADMIN', 'EZEERAE");
role(id, name,descn) values(2, 'ROLE_USER', 'HFff&');

resc(id, name, res_type,res_string,descn) values(1,'', 'UR
resc(id, name, res_type,res_string,descn) values(2,'', 'UR

resc_role(resc_id, role_id) values(1,1);
resc_role(resc_id, role_id) values(2,1);
resc_role(resc_id, role_id) values(2,2);

user_role(user_id, role_id) values(1,1);
user_role(user_id, role_id) values(1,2);
user_role(user_id, role_id) values(2,2);



5.3. SEMMEUREEFIEENFRER

Spring Security; 3 IR SR SRS IRENS RIS 2 A9755% , SEBT L Spring

Security & ;88 AFANE—NFIAT BiEO , R XXESE =LK
AT,
B , ZIREBFEIRMMAMERNGE , AR, ST CAER(NREEH

RBERRERBNENIAR , S TULERTZ ZE |, Br]UERKINEN
TO

5.3.1. EEMFMEUEEN

MECE G L= AT Z , Spring Security T EAVEIE RN 1Z 2 — A 9 URL M 4L
FVA )X LM 1t Fr FE IR R

<intercept-url pattern="/login.jsp" access="IS_AUTHENTICATED_ANONYM
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />

Spring Security T EVFLRER RV IR LT | 3F LA EXMLARE B A%
ERBIRERT , MERPEMAF TR RAXESERIINWEE  BTE
il Z fa YR UEIRME,

MEXEZFRESHERFELIRES , FATTCAMEAR EENEISQLIER]
MR &I,

select re.res_string, r.name
from role r
join resc_role rr
on r.id=rr.role_id
join resc re
on re.id=rr.resc_id

THEHEHIRRSSEIMNAE T,
1. BRVYEERTRRER.



A @ —“MappingSqlQuery SLIZXHE FE 1RV,

private class ResourceMapping extends MappingSqlQuery {
protected ResourceMapping(DataSource dataSource,
String resourceQuery) {
super (dataSource, resourceQuery);
compile();

}

protected Object mapRow(ResultSet rs, int rownum)
throws SQLException {
String url = rs.getString(1);
String role = rs.getString(2);
Resource resource = new Resource(url, role);

return resource;

XA T T ARITE Hexecute ) i ERISFIERIRER.

protected List<Resource> findResources() {
ResourceMapping resourceMapping = new ResourceMapping(getDa
resourceqQuery);

return resourceMapping.execute();

2. {ERAREMNEIREREHRrequestMap,

protected LinkedHashMap<RequestKey, ConfigAttributeDefinition>
LinkedHashMap<RequestKey, ConfigAttributeDefinition> reques
requestMap = new LinkedHashMap<RequestKey, ConfigAttributeD

ConfigAttributeEditor editor = new ConfigAttributeEditor();
List<Resource> resourcelList = this.findResources();
for (Resource resource : resourcelList) {

RequestKey key = new RequestKey(resource.getUrl(), null

editor.setAsText(resource.getRole());
requestMap.put(key,



}

(ConfigAttributeDefinition) editor.getValue());

return requestMap;

3. {#EFRurlMatcherflrequestMap el
DefaultFilterInvocationDefinitionSource,

public Object getObject() {
return new DefaultFilterInvocationDefinitionSource(this

.getUrlMatcher(),
¥
XAFEFA IR IS

this.buildRequestMap());

T DefaultFilterInvocationDefinitionSource , | Ty R Z1EiX

MHEAECRIZMRBIRERBINRE T,
TR TR

package com.family168.springsecuritybook.ch@5;

import
import

import
import

import
import

import
import

import
import
import
import
import
import
import

java.
java.

java.
java.

sql.ResultSet;

util.List;

sql.SQLException;

util.LinkedHashMap;

javax.sql.DataSource;

org.

org.
org.

org
org.
org.
org
org.
org.
org.

springframework.

springframework.
springframework.

.springframework.
springframework.
springframework.
.springframework.
springframework.
springframework.
springframework.

beans.factory.FactoryBean;

jdbc.core.support.JdbcDaoSupport;
jdbc.object.MappingSqlQuery;

security.
security.
security.
security.
security.
security.
security.

ConfigAttributeDefinition;
ConfigAttributeEditor;
intercept.web.DefaultFilterInvo
intercept.web.FilterInvocationD
intercept.web.RequestKey;
util.AntUrlPathMatcher;
util.UrlMatcher;



public class JdbcFilterInvocationDefinitionSourceFactoryBean
extends JdbcDaoSupport implements FactoryBean {
private String resourceQuery;

public boolean isSingleton() {
return true;

}

public Class getObjectType() {
return FilterInvocationDefinitionSource.class;
3

public Object getObject() {
return new DefaultFilterInvocationDefinitionSource(this
.getUrlMatcher(), this.buildRequestMap());

}

protected List<Resource> findResources() {
ResourceMapping resourceMapping = new ResourceMapping(getDa
resourceqQuery);

return resourceMapping.execute();

}

protected LinkedHashMap<RequestKey, ConfigAttributeDefinition>
LinkedHashMap<RequestKey, ConfigAttributeDefinition> reques
requestMap = new LinkedHashMap<RequestKey, ConfigAttributeD

ConfigAttributeEditor editor = new ConfigAttributeEditor();
List<Resource> resourcelList = this.findResources();

for (Resource resource : resourcelList) {
RequestKey key = new RequestKey(resource.getUrl(), null
editor.setAsText(resource.getRole());
requestMap.put(key,
(ConfigAttributeDefinition) editor.getValue());

}

return requestMap;

}

protected UrlMatcher getUrlMatcher() {
return new AntUrlPathMatcher();

}



public void setResourceQuery(String resourceQuery) {
this.resourceQuery = resourceQuery;
3

private class Resource {
private String url;
private String role;

public Resource(String url, String role) {
this.url = url;
this.role = role;

}

public String getUrl() {
return url;
b

public String getRole() {
return role;
b

}

private class ResourceMapping extends MappingSqlQuery {
protected ResourceMapping(DataSource dataSource,
String resourceQuery) {
super (dataSource, resourceQuery);
compile();
3
protected Object mapRow(ResultSet rs, int rownum)
throws SQLException {
String url = rs.getString(1);
String role = rs.getString(2);
Resource resource = new Resource(url, role);

return resource;

5.3.2. Bk [FBEINEEMIIAR
fEspring PR E F A 1w E R,



<beans:bean id="filterInvocationDefinitionSource"
class="com.family168.springsecuritybook.ch05.JdbcFilterInvocati
<beans:property name="dataSource" ref="dataSource"/>
<beans:property name="resourceQuery" value="
select re.res_string, r.name
from role r
join resc_role rr
on r.id=rr.role_id
join resc re
on re.id=rr.resc_id
II/>
</beans:bean>

T —2{EHiX/MfilterInvocationDefinitionSource Gl 3
filterSecurityInterceptor , F{ERAEBRA KR REIZEIIBTLIRS,

<beans:bean id="filterSecurityInterceptor"
class="org.springframework.security.intercept.web.FilterSecurit
<custom-filter before="FILTER_SECURITY_INTERCEPTOR" />
<beans:property name="objectDefinitionSource" ref="filterInvoca
</beans:bean>

7EEIX N custom-filterbr 2 |, 'ETR/R IS filterSecurityInterceptorfBENE SR/ K
RIFILTER_SECURITY_INTERCEPTORMTJEES Z Al , XHEFHANITIRBES
FTFERINTIRBENIT , AR ENINESETIREZTE—F , TS
TFRERITIRBERET,

STTEMBECE I AR

<?xml version="1.0" encoding="UTF-8"?>

<beans:beans xmlns="http://www.springframework.org/schema/security"
xmlns:beans="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.0.xs
http://www.springframework.org/schema/security
http://www.springframework.org/schema/security/spring-security-

<http auto-config="true"/>

<authentication-provider>
<jdbc-user-service data-source-ref="dataSource"



users-by-username-query="select username, password, statu

from user
where username=?"

authorities-by-username-query="select u.username, r.name

from user u
join user_role ur
on u.id=ur.user_id
join role r
on r.id=ur.role_id
where u.username=?"/>

</authentication-provider>

<beans:bean id="filterSecurityInterceptor"

class="org.

springframework.security.intercept.web.FilterSec

<custom-filter before="FILTER_SECURITY_INTERCEPTOR" />
<beans:property name="objectDefinitionSource" ref="filterIn

</beans:bean>

<beans:bean id="filterInvocationDefinitionSource"
class="com.family168.springsecuritybook.ch05.JdbcFilterInvo
<beans:property name="dataSource" ref="dataSource"/>
<beans:property name="resourceQuery" value="

select

from

join

on

join

on

l|/>
</beans:bean>

re.res_string, r.name
role r

resc_role rr
r.id=rr.role_id

resc re
re.id=rr.resc_id

<beans:bean id="dataSource" class="org.springframework.jdbc.dat
<beans:property name="driverClassName" value="org.hsqldb. jd
<beans:property name="url" value="jdbc:hsqgldb:res:/hsqldb/t
<beans:property name="username" value="sa'"/>
<beans:property name="password" value=""/>

</beans:bean>
</beans:beans>

L5 Bd.chos,

NRBFEEPHIFRLIMOEN , EBRRIFAFFENHNZTREZ2M

ERTENRE .



<%@page import="org.springframework.context.ApplicationContext"%>
<%@page import="org.springframework.web.context.support.wWebApplicat
<%@page import="org.springframework.beans.factory.FactoryBean"%>
<%@page import="org.springframework.security.intercept.web.FilterSe
<%@page import="org.springframework.security.intercept.web.FilterIn
<%
ApplicationContext ctx = WebApplicationContextUtils.getWebAppl
FactoryBean factoryBean = (FactoryBean) ctx.getBean("&filterInv
FilterInvocationDefinitionSource fids = (FilterInvocationDefini
FilterSecurityInterceptor filter = (FilterSecurityInterceptor)
filter.setObjectDefinitionSource(fids);
%>
<jsp:forward page="/"/>

HMAEXERBE AR EIERER , BAIFEREZ/G R Mehcachesz 5,
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UrlMatcher

g

org.

org

org.
org.
org.
org.
org.
org.
org.
org.
org.

FilterChainProxy: FilterChainProxy[

org.springframework.security.util.AntUrlPathMatche
Filter Chains: {

springframework.
.springframework.
springframework.
springframework.
springframework.
springframework.
springframework.
springframework.
springframework.
springframework.
springframework.

security.
security.
security.
security.
security.
security.
security.
security.
security.
security.
security.

context.HttpSessionContext
ui.logout.LogoutFilter[ or
ui.webapp.AuthenticationPr
ui.webapp.DefaultLoginPage
ui.basicauth.BasicProcessi
wrapper .SecurityContextHol
ui.rememberme.RememberMePr
providers.anonymous.Anonym
ui.ExceptionTranslationFil
ui.SessionFixationProtecti
intercept.web.FilterSecuri
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2R L EE

TE—HIE  BA1EZ R IR E LB E Spring Security , EA{ERSpring
Security,

ATRFEEBNMIFREECESFENE=FKF , EX0ESpring.jarfi 8
2MZ |, FrAFR(ER T Maven2 EIBINH, WMNR(REOVEE LiF8%& 3%
Maven2 , B4 B] ASEFAIMib1E (£ FIMaven2%4
FZhttp://www.family168.com/oa/maven2/html/index.html,

BARERNE =T KMMEXANTAR :

[INFO] [dependency:tree]
[INFO] com.family168.springsecuritybook:ch@l:war:0.1
[INFO] \- org.springframework.security:spring-security-taglibs:jar:

[INFO] +- org.springframework.security:spring-security-core:jar:
[INFO] | +- org.springframework:spring-core:jar:2.0.8:compile
[INFO] | +- org.springframework:spring-context:jar:2.0.8:compil
[INFO] | | \- aopalliance:aopalliance:jar:1.0:compile

[INFO] | +- org.springframework:spring-aop:jar:2.0.8:compile
[INFO] | +- org.springframework:spring-support:jar:2.0.8:runtim
[INFO] | +- commons-logging:commons-logging:jar:1.1.1:compile
[INFO] | +- commons-codec:commons-codec:jar:1.3:compile

[INFO] | \- commons-collections:commons-collections:jar:3.2:com
[INFO] +- org.springframework.security:spring-security-acl:jar:2
[INFO] | \- org.springframework:spring-jdbc:jar:2.0.8:compile
[INFO] | \- org.springframework:spring-dao:jar:2.0.8:compile
[INFO] \- org.springframework:spring-web:jar:2.0.8:compile
[INFO] \- org.springframework:spring-beans:jar:2.0.8:compile
i T-M@
f‘%’% EEQL‘F'_I % 1 E _/I\ﬁiﬁiﬁg

HelloWorld
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4.1. LY BE X EFETIE
B & 3L —Mogin.jsp , B #Esrc/main/webapp/ B3R T,

+ cho4/
+ src/
+ main/
+ resources/
* applicationContext.xml
+ webapp/
+ WEB-INF/
* web.xml
* admin.jsp
* index.jsp
* login.jsp
+ test/
+ resources/
* pom.xml



4.2 (2oqBEc & XA+

fExmlA BVhttpAR 2 R I —Morm-loginfREz

<http auto-config='true'>
<intercept-url pattern="/login.jsp" access="IS AUTHENTICATED AN
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />
<form-login login-page="/login.jsp"@
authentication-fajlure-url="/login.jsp?error=true"®
default-target-url="/" />

</http>

® ILRERIAS B M ogin jsp, 1
X RENEEXGTN - EE  BERAPHEAEE—REAR
i , WIUHAEROLE_USERA® , /login jsptB RSN , R IFATAR

J9/login jsp R MECE VIR INFR , ISR P IEERLRINPRER RS | X
N,

® login-pageR R P EMR R REATEE X Hlogin.jsp,
XEEATG R RS E RIERITEE 231 LE eI /login.jsp.

® Juthentication-failure-urlZe ;R P B Fh L MMAY |, BEEEZI B/ NT1mE,

HAFPBMANERBINZBHEAERN , RAIGHRIEER/ogin.jsp ,
FH AR N0—Nerror=true S #4E 70 & fif K WAV FR R,

9 default-target-url R BFERINAT , BEEBIMATIE, ©



4.3. EMTTEPHENECE
AT REA T8I ogin jsp AR E BB,

<div class="error ${param.error == true ? '' : 'hide'}">
BhERM<br>
${sessionScope['SPRING_SECURITY_LAST_EXCEPTION'].message}
</div>
<form action="${pageContext.request.contextPath}/j_spring_security_.
<fieldset>
<legend>Effi</legend>
BF : <input type="text" name="j_username®" style="width:150px;
B . <input type="password" name="j_password®" style="width:15
<input type="checkbox" name="_spring_security_remember_me®" />}
<input type="submit" value="ZEpt"/>
<input type="reset" value="EE'"/>
</fieldset>
</form>

® /i_spring_security_check , 13X E S 2FJURLitHE,

BE XformBY , EfEformAYactioni’ & J9/j_spring_security_check, iF&
XBEEFERAENIRZ , BRER I EFMA T E =] fE5 KA )/, ¢
® j_username , WA BFERBIIS AT,

® i password , EIAZEBIYSEZH

@ _spring_security_remember_me , iERERE B R IFENE RSB,

] B\EIFIEX NS EIRE I —Ncheckbox , L& Evalue , Spring
Security = BITHITER B HIE,
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Spring Security BRIANREIIERIIA . FAINMUXZMWAEF |, MESLFR
B2 & T &/ Spring Security FTERIS %L , E1IEFBE X & Fk D1 5 Spring
Security REMBEET —i2, U TNTRERABEXERIIESEIMEITITE9E,
o

—ERE
AP
Y.
BB 2 A 2B RE
B | =2F |

E 4.1. HEAERIIE

EREEM

Bad credentials
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3481 L. ch004,
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javascript:if(confirm('http://family168.com/tutorial/jsp/html/jsp-ch-03.html  \n\nThis file was not retrieved by Teleport Ultra, because it is linked too far away from its Starting Address. If you increase the in-domain depth setting for the Starting Address, this file will be queued for retrieval.  \n\nDo you want to open it from the server?'))window.location='http://family168.com/tutorial/jsp/html/jsp-ch-03.html#jsp-ch-03-04-01'

03.html#jsp-ch-03-04-01

£—n £—4% T—m
3 E BEXMIBERSGN YA TT FS5E FRMIEEEERIR


javascript:if(confirm('http://family168.com/oa/springsecurity/html/index.html  \n\nThis file was not retrieved by Teleport Ultra, because it is linked too far away from its Starting Address. If you increase the in-domain depth setting for the Starting Address, this file will be queued for retrieval.  \n\nDo you want to open it from the server?'))window.location='http://family168.com/oa/springsecurity/html/index.html'

www.family168.co

E—T1

57 & EIfTIRES
2857 IL {R3FwebiE



javascript:if(confirm('http://www.family168.com/  \n\nThis file was not retrieved by Teleport Ultra, because it is addressed on a domain or path outside the boundaries set for its Starting Address.  \n\nDo you want to open it from the server?'))window.location='http://www.family168.com/'

%‘- 7 E ﬁ*ﬁ;lu\%ﬁ

www.family168.com

[E_l HttpSessionContextintegrationFilter j

[E_l LogoutFilter j

[E_l Authenticationl-"rocessingFiIterj

[E_l DefaultLoginPageGeneratingFiIterj

[1{’1 BasicProcessingFilterj

[E_l SecurityContextHolderAwareRequestFilter j

[E_l Rem emberMeProcessingFilterj

[E_l AnonymousProcessingFiIterj

[E_l ExceptionTranslationFilter j

[E_l SessionFixationProtectionFilter j

[E_l FilterSecuritylnterceptor j

7.1. auto-config="true'B} 131} 8871 R



7.1. HttpSessionContextIntegrationFilter

VAT TAYY ]

i

HttpSessionContextintegrationFilter

'$

Other Filters

7.2. org.springframework.security.context. HttpSessionContextIntegratior

TR Nm , F—NEERNTIESS,

FiE— , ERITEMITIERERE 281 , BEFIME Fsession P @B 2L FHE
—SecurityContext [, JNRTZEE , FLIESecurityContextEH K , HE
SecurityContextHolder™? , fitSpring SecurityB E L Z 2 EH, MWRATF
£ . FEIE— SecurityContext 3K , & Z M E|SecurityContextHolderd ,
{#£Spring Security A Efth ZB 5 {E A,

FREZ , B LIREEMITIREER | /EZ= SecurityContextHolder , &l
SecurityContextHolders@ & FThreadLocally , Y1 RIERIETMIEEE
ThreadLocal , 22| Bk 55 23RV T2 /AL HIRIR2 A,



7.2. LogoutFilter

TuTATTAT,Y - Y esle .

LogoutFilter

(Ij_spring_security_logom )

7.3. org.springframework.security.ui.logout.LogoutFilter

SAIEEHEK , BRIAJ9/j_spring_security_logout,

AERERF&IXFHBEKEN , %"Eﬁﬁa)t'se§sion b=
SecurityContextHolder , AIGEE @EFHMAINTIE, 7] LA SrememberMe
ZEBVGEGES , EEHEEREZ A Fcookie,



7.3. AuthenticationProcessingFilter

VAT TAYY ] Y sle W

(Ij_spring_security_check)

§

AuthenticationProcessingFilter

7.4. org.springframework.security.ui.webapp.AuthenticationProcessingFi

AL IBformBEFLAVITIERS , SformE A XM ERIFARELLEITH,

FRIATE LT RAL3E/j_spring_security_checkig K , IX/MEKMN1ZERAF{EA
formZE IR |, formFAEREMSEIUSE | 207,

BRI TR ERIRER |, BUAFRMELFIAFREEN , IR
BRMINFEREERI R IITNE ( AJRERE M ZRIVIRMRRIFIIE , tha]6E
RFVARIPLINE ) , MREFRKMN , FEkEERIKIKNIIHE.



7.4. DefaultLoginPageGeneratingFilter

YVWTRTTRTY - Y ™ ) '

(Ispring_security_login )

DefaultLoginPageGeneratingFilter

7.5. org.springframework.security.ui.webapp.DefaultLoginPageGeneratir

Lt R BR FSRER — N ENARE RDIE |, ZNIARYUG (0] sk
7/spring_security_login , XPMENAMNERINIHSARFAFBARFRA ,
2y |, th¥FrememberMelllgE , BRREAAKIEEFT , ReERETERMEAD
T, NeJgeEEAELRmE .
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7.5. BasicProcessingFilter

LYAVYATYY - \J sle W

( Basic QWxhZGRpbjpvcGVUlHNIc2FtZQ==

| o~

BasicProcessingFilter

7.6. org.springframework.security.ui.basicauth.BasicProcessingFilter

Itb1d 8 88 A T3t 1TbasiclEiE , IHEES AuthenticationProcessingFilters£{lA , R
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7.6. SecurityContextHolderAwareRequestFilter

LYAVYATYY - \J sle W

SecurityContextHolderAwareRequestFilter

(Wrap Request )

[l

7.7. org.springframework.security.wrapper.SecurityContextHolder Aware

IR ARBEREFIER, BMNRERBIEREM L , ARERERF
?ZEE_"%E?J%%E%E’\J%Q}EO EE @l getRemoteUser() Y B #21R Bl ST EFERIA F &



7.7. RememberMeProcessingFilter

LYAVYATYY - \J sle W

) ()

RememberMeProcessingFilter

U

7.8. org.springframework.security.ui.rememberme.RememberMeProcessi

Itbid e 88 SCI RememberMeIfIBE , 3 B P cookie R fFfErememberMefY 4R
iZ , TSRS RIEMRCE ISR FER; , FEIESecurityContext , 12F
X Nz BN PR,

B XrememberMeIJREANIFME R , AJASE : & 12 & HiER,



7.8. AnonymousProcessingFilter

NWW T3 J 1B D

- (CreateAnonymous)

AnonymousProcessingFilter |

7.9. org.springframework.security.providers.anonymous.AnonymousProc

ATRIEEES N, SAPREERN , N DAFDEERBRFRRX
PR,

BXEBERNENFMHEE , TUSE . E13E EBEX,



7.9. ExceptionTranslationFilter

WWW 13

che

ExceptionTranslationFilter

7.10. org.springframework.security.ui.ExceptionTranslationFilter

133 88 A9 VE F R AL IB HFilterSecurityInterceptortl B R &, ARG ERK
SE@EINMIIE , SR BN MmN FE IR,



7.10. SessionFixationProtectionFilter

WNWWW T3 V1obd D

SessionFixationProtectionFilter

Protect Fix

7.11. org.springframework.security.ui.SessionFixationProtectionFilter

friflziEfnsliE. BXREISIEREMFRER , AJUSE 145
Bhifl A RIS,



7.11. FilterSecurityInterceptor

VAT TAYY ] Y sle W

(User Request )

FilterSecuritylnterceptor

7.12. org.springframework.security.intercept.web.FilterSecurityIntercept

A PRI RIZHIER B S EX TR .
DheE— : WIRAFEARER , Wit

AuthenticationCredentialsNotFoundException“[& R IAIE R E .

INEEZ : ARAFEER , BREZHIANSFIZIERIANEE , ML
AccessDeniedException“{B4&15[0] R &7,

Ihge=  MRAFEER , LBEEIARSHFIRIREHNE , MRIT,
EIIt , BT 2RR T EIAE R FSpring Security F{ERRIANTIERE , AR
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1.1. B &R Es

A7 EE A {ESpring SecurityZ2HIIXFRE , B EEEwebxmlPEEEITIE
25, XHEFA ] UIZHFIXPMNBEREMNEKRT,

<filter>
<filter-name>springSecurityFilterChain</filter-name>
<filter-class>org.springframework.web.filter .DelegatingFilterPr

</filter>

<filter-mapping>
<filter-name>springSecurityFilterChain</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

FTERIAFPEIRINE <81 , BZE 55181 Spring SecurityAIA&N , IXMEE—
B EES B IENEKERER K I  RIERARZBRNEE, X TTIE
22 B AV Z 1/ #E 7] A S&http://www.family168.com/tutorial/jsp/html/jsp-
ch-07.html#jsp-ch-07-03-01,
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1.2. EAGRZE

fEapplicationContext.xml A {# FSpring Securityi2 i FmRAZ B H#HI1TIEE.,

<?xml version="1.0" encoding="UTF-8"?>

<beans:beans xmlns="http://www.springframework.org/schema/security"
xmlns:beans="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.0.xs
http://www.springframework.org/schema/security
http://www.springframework.org/schema/security/spring-security-

<http auto-config='true'>&
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />

</http>

<authentication-provider>
<user-service>
<user name="admin" password="admin" authorities="ROLE_U
<user name="user" password="user" authorities="ROLE_USE
</user-service>
</authentication-provider>

</beans:beans>

9 =EBRTExmIFERSpring SecurityiR I E B =48],

® hitpER P EEEUAIZE A EK, auto-config="true" G BN E/LME
FHEIAN PRSI &I | ’_J}Eiform, anonymous, rememberMe,
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Bintercept-url i F{TANPREIERI, EFANVXNMEFHIZ , SHAFA
[o)/admin.jspAY , BIAFNintercept-url&BHEER , BEERAE N
intercept-urlH{EfE L , FrBASpring Security={#FH % — 4 intercept-url 7
AUEC & AL IEXY /admin.jspBYiEK , HEiRIR , REMLERET
ROLE_ADMIN#X BRAYFE 7~ =4 BEi/30)/admin.jsp,

accessTEERIMNFRER D LEER B , KK A] LLERRX LA PRIR R AT ED
R UROLE_FA3LAY , 3LFR LiX5Spring Security B Voter¥lHIEE T
L RSNEBRR , REES TIEERSNFERNE A S Spring Security&k
B, BRRHBNREZISEI—=SMeIT |, ARIEUGERIERS
AN FMIHE VoterlI A A,

user-service BE X THANEF , adminfluser, J 7 E{EFRLIL , Fli1fE
FAIRXEX THAMBAPNNZED , IR THINERWAE , 2
G R8I F A 1S {#EF Spring Security iR EHIINZ AT |, B % AP =G
#ith AZFEY,

B Bx 2 2 HYER 7 =authorities , XBEX TEXNMNHAFEMZRIGSHE
HIANER , ES _E@intercept-url FAE XFINFER BT ——W N, BIEF
] AR E SR |, FlFHEJadmin B FFiEROLE_ADMINF]
ROLE_USERMFIXPE , :X{FESadmin B FPEE R Z G LAiA(0]
ROLE_ADMINFIROLE_USER#FAI0IMIFR B &R IR,

523 NAIZE , userFA PR RBROLE_USERMR , FrLAfth R &Ei/(a]
ROLE_USERStiFAO)RIZFIR , MABEVSIBIROLE_ADMIN #3151/ (8]Y
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1.3. SEEEANE

[£] J9Spring Security & 237 7 Spring V&t 2 EHY , FilAweb.xmlFlR T EE
EEEFANINIIZZIBNTIESS , FEMN ENEHSSpringfIHXEE, REEE
HIweb.xmlBEEERE B IXHF

<?xml version="1.0" encoding="UTF-8"?>
<web-app version="2.4"
xmlns="http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://java.sun.com/xml/ns/j2ee
http://java.sun.com/xml/ns/j2ee/web-app_2_4.xsd">

<context-param>
<param-name>contextConfiglLocation</param-name>
<param-value>classpath:applicationContext™*.xml</param-value
</context-param>

<filter>
<filter-name>springSecurityFilterChain</filter-name>
<filter-class>org.springframework.web.filter.DelegatingFilt

</filter>

<filter-mapping>
<filter-name>springSecurityFilterChain</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

<listener>
<listener-class>org.springframework.web.context.ContextLoad
</listener>

</web-app>

ERANENEMAFRERZ BRI AR AREEIERE , HATAMBARNTH
NjspX & , admin.jspFlindex.jsp, EAadmin.jsp R BB
ROLE_ADMINAXPREVA F A 8EiA(0) , Mindex.jsp R R 1FARLEHB
ROLE_USERXFRAVAR = 7 gevsla],

REATHNNEBANTE LM FEXHF
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+ src/
+ main/
+ resources/
* applicationContext.xml
+ webapp/
+ WEB-INF/
* web.xml
* admin.jsp
* index.jsp
+ test/
+ resources/
* pom.xml



1.4. BTG

BABRBECEZR TMaven2, IR Za1ZAI1E Maven2 , A ASZE 4189
Maven2#Z¥ #2http://www.family168.com/oa/maven2/html/index.html,
ZRIFMaven2 Zfg , HACh01B R , AR {Tmvn,

{§8: Root WebApplicationContext: initialization completed in 1578 m
2009-05-28 11:37:50.171::INFO: Started SelectChannelConnector@0.0.
[INFO] Started Jetty Server

[INFO] Starting scanner at interval of 10 seconds.

F2mE BN GE. FTHXEEES18]http://localhost:8080/ch01/F B] LAF
2 ZEFEDImE,

Login with Username and Password

User: |

Password: |

r Eemember me on this computer.
Eﬁﬁﬁl

_EE |

& 1.1. BFRERE

XN &I R AY D1 E 2 Spring Security BRI , —3R A TERPAE , K
HREAFECREZEFEDIMATIEEE , Spring Security J9 7 1 52 7] G HILAY XL
e, ENXANERIIEEBIEMRTER T, EXEFRIIMEEZREERE
TIHMST ] , ERERINAE/MINE RITEFITERIE,

BB A - MERANAFREED | XERAER est/test , SR
XNMAPRAEEN , RERRZEHRNEFIZIF—INERFEIRERRT
EO
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Your login attempt was not successful, try again.

Eeason: Bad credentials

Login with Uszsername and Password

User: |t ezt
Password: |
[ Eemember me on this computer.

Eﬁﬁﬁ|
£E|

E 1.2. EFHELM

NRM AR IERBAFR BTN |, tbiluser/user , RAEEFERINES
ERIABEEEZEindex.jsp,

USETAITIE | USEr

adrmin {sp logout

& 1.3. EFHKRLIN

X B A TP] A R thadmin.jspBé#&i/ioJadmin.jsp , the] AR Elogouti#ITiE
.

MR AEE Tlogout , RASTHIERMERMARF , AGHEESMIIE
WNR 5T 7 admin.jspidiEFi S E/RU0 T D1MH,

1.4. ¥E42173(0]

BE |, user AP 2 & 15(0)/admin.jspIX M url F5RER |, XE LFERREX



BHPEZFLRANTE, BIEXEBEHEEE—B : userAFHE
ROLE_USER#XPR , {B2/admin.jspF iR 2H FHBEROLE_ADMINAXPE 7
Bei/ala] , FrCAZuser A P AL [B14% R $PRY/admin.jspEY , Spring Security%
EPREEEIX—1EK , REELE1;0] TTE,

AT IEEianladmin.jsp , Bl TEBZ TR Tlogou EHIRIAF |, ABRER
admin/adminZEPER A , AfFHE/R A dadmin.jspitiEfE E/RHadmin.jspH
MRE,

adtmin. jsp

1.5. £ /~admin.jsp

BIEFA1ZE19ECE , adminFlP##BROLE_ADMINFIROLE_USERFE
PR , ERthHBROLE_USERMPR , FTCARTLAif[a)/index.jsp , &l Jofthif
BROLE_ADMINAXPE , FrBAfth ] BA1A(8]/admin.jsp,

Ziit , BINESMINER , BIE2KEATMN , FEITERT {1 REER
AU Spring SecurityfRIFEIwebR R , T — T FA NS RAIT1E Spring Security
AENRENEMRIFINEE , 222 EMIFHE,

E—T —y T—0
2R 1. BEilE $344 BT F2E EAREEEEAR

X PR
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Spring Security FAIARHAVREM AL B R T , ESLMMERINRHIVREN
REZ , WEEFEMBEEL A AFLEENNREEEENER, &
AEBNEWAREE-—EBCHAFEEEESN , AT —EN
RIFIAXPRIS 2R FR |, WN{ATiLSpring Security?EiX LB BRIFUIBLEM 2 £iB1T
WE 2



3.1. BEXREHN
BB E AR R A TR -

-- RE

create table role(
id bigint,
name varchar(50),
descn varchar(200)

),
alter table
alter table

- AP

role add constraint pk_role primary key(id);
role alter column id bigint generated by default as ide

create table user(
id bigint,
username varchar(50),
password varchar(50),
status integer,
descn varchar(200)

),
alter table
alter table

user add constraint pk_user primary key(id);
user alter column id bigint generated by default as ide

-- AFAtEER

create table user_role(

user_id
role_id
),
alter table
alter table
alter table

bigint,
bigint

user_role add constraint pk_user_role primary key(user_
user_role add constraint fk_user_role_user foreign key(
user_role add constraint fk_user_role_role foreign key(

PRt BE=5kR , EFuserAFER |, role R NFREFHEPIRHUENE
= , user_role A RKEXR, userFIFPR , oleABRZEANSWEXER , 2
H—1MEAFPIUESIMNEE, EREIWNTEIR .



USER
B ID BEIGINT(0)

STATUS INTEGER (0]
PASSWORD VARCHAR(50)
USERNANME VARCHAR (50)
DESCH VARCHAR (200)

FE_USER_ROLRE_TISEE

USER_ROLE
BIROLE_ID BIGINT(0)

BIUSER_ID BIGINT(0)

FE_USER_ROLE_ROLE

ROLE
B ID EIGINT(0)

NAME VARCHAR (50)
DESCH VARCHAR (200)

3.1. MIEERK R



3.2. ¥]in (L &R
BIEFNEBF , adminFluser, adminfAFIBE“EIEG”HAR® |, userAFH

ﬁ“m)j”%@o

insert into user(id,username, password, status,descn) values(1, 'admin
insert into user(id,username, password, status,descn) values(2, 'user'
insert into role(id, name,descn) values(1, 'ROLE_ADMIN', 'EERfARE');
insert into role(id, name,descn) values(2, 'ROLE_USER', 'AAFH&E®E');
insert into user_role(user_id,role_id) values(1,1);

insert into user_role(user_id,role_id) values(1,2);

insert into user_role(user_id,role_id) values(2,2);



3.3. RSEEXAHFPNRER

MEFANZEE XAV EIR SS9 E A _E{E A Spring Security , Spring SecurityFfr
FENSEIZATRIEAMER , —BHIMMERAFESSE, Z&F
K& LRI P RS BN R IGRIR RPN AR KRR,

FANFTEME TEA SN B BIREMAVEM £ , JSpring Securityfe X
PR,

3.3.1. & IB A E kK

SAPERN , RAFEFIMAFLPERBESHE  ERNREEESIER,
SRIAPESHRER, BIMERTIISQLREEEX=MEE,

select username, password, status as enabled
from user
where username=?

3.3.2. ¥ 58 FA PR

RAFREMZE , ARFTERSZAFPHAMENXER , RiEAF SRR TR
FRARFIBTRLE R AT IR ARA P Usle] |, BEFIREAR VR Uik,

BAF SQLFA R BAR 1S = 5 A P AT iR B B R,

select u.username,r.name as authority
from user u
join user_role ur
on u.id=ur.user_id
join role r
on r.id=ur.role_id
where u.username=?"/>

KX FRSQLIBRIEEE BlxmlAP , FAieJLAiESpring Security AFR A 1B E XY
REMPRERIBIET., REREXHWN TR :



<authentication-provider>
<jdbc-user-service data-source-ref="dataSource"
Qusers-by-username-query="select username, password, stat
from user
where username=?"
Bauthorities-by-username-query="select u.username,r.nam
from user u
join user_role ur
on u.id=ur.user_id
join role r
on r.id=ur.role_id
where u.username=?"/>
</authentication-provider>

9  users-by-username-query HIRIEFA P BEHAF , REETEANRF,
ZERISFIAFNERE , BREANESHERX—IRE.

® authorities-by-username-query iR IEF P B EHNE , RABELEAN
FAFa&iRHaiAF e #E FRIFEINER,

SE451 L ch003,
F—5 E—i T—T
F2E FRHMEEEIERARF £244 T FAEBEXERIIE

B
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8 1 /IJ\\)JD” uﬁn

fEweb. xmlFRIN— PN EETES |, XMNEITBS & Esession Bl Z F0TH G AV A (%18
%0Spring Security,

<listener>
<listener-class>orqg.springframework.security.ui.session.HttpSes

</listener>

XM ETsessionE i FEIR G ETERARINEELZAFIER |, tEl%
TELZBEFPHZERNSE, BRUNPIBCHmElistenerFitELEA %L, °J LA
&%  http://family168.com/tutorial/jsp/html/jsp-ch-08.html
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//J\\bu /JE(%%
FExmlARINIE G [E) 25 sessionRYIT g 28,

<http auto-config='true'>
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />
<concurrent-session-control/>

</http>

[& J9Spring SecurityE’JfF%Z;ikﬂﬂﬁﬂEJ BRI AKEEEEAINEE ,
Fft BAconcurrent-session-control;% 8 81 S EAIA E ARSI BEP |, EFA]
EEZFERAENME , EEBCIEeRNEhuptEF,

1X /N concurrent-session-control 34 M AT iE B3 L 2
org.springframework.security.concurrent. ConcurrentSessionFilter , EBIHEF{X

F3R2100 , ESWNAETIRR RN , R BITIRERER ZAEFR,



8.3. I=HI TR A

8.3.1. R EMIVIF A EXKHIHB L RS
MIANBEAT  RERMNAFRIEAERNAFBLE R,

AR — T H9IE |, 3T Hfirefox{Euser/userEPE R 4% , AGBITHielER
user/user= fh A4, XAFie FAuserF P S EFERIN , FHEAZFERINTIME,
mfirefox FEIBFPUWEIRIFRTIE , MEERWLTER :

This session has been expired (possibly due to multiple concurrent

XERANTERNAFEZWEITHL TRE , MRMWBIXERuser/user
B, e FTHRAPBSWBERET .

8.3.2. EHHVAFEILERH
NRARBILZEIERNAFRBEMBEH RS , FZE Jconcurrent-session-

controliR 8 — NS4,

<http auto-config='true'>
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />
<concurrent-session-control exception-if-maximum-exceeded="true
</http>

XNSUAREFHREERENEBISKARFRNNERE , MAMER
false , BFLR AL FE , TR ZAIHsessionEHERIE , ATCAZ AIE FE
HWAFPMSWRBERET .

MEFBNHEX NS Atrue , BEAB—IMKSENRER—TRE , B
BRREFLUR,



Tour login attempt was not successful, try again.
Reason: Maximum sessions of {0} for this principal exceeded

Login with Uszsername and Password

Uzer: Iuser
Password: |
(| Eemember me on this computer.

_sEn |
_EE |
8.1. Z|IFE—KSEZBRXRER
1B¥F , IA""J:I_:F'\%"’Eﬁ—/I\A@ﬁﬂuser/userﬁlzfﬁii%% , E@A?ﬁ;ﬁﬁﬁ@}ﬂﬁ
X T. XHRJEEHIL— O/ , NRB AZEFERIEHERERE R L] 38 5t
1TlogoutFIBHE T &%t , B4t RAES Blsessiont T EAEBNHSR 2 /5 , A HEE

e 2%
INS K ? \gﬁo

SL{BIFECh102,

£ 7 E EfFITIRES i1 =Pl BIFERRER
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28 10 E basiciAiE

basiciNIER H —MNERIAEAR , SRBINEREIIZ |, basiclAIEE B
FRIRESEFPIRIIEIE , tEa0HtpInvokers) & Web ServicefJTAIE , X1z
=B SREEFimE/RiARNAR |, BEBERLIBEHFIANLER , —HRF
;%m)i'%%u&jﬁ% , B FbasiciNIER(E1RBEI , FASRIFE Ahttps{Z 2%
TEo



10.1. fid Ebasici&iE

YNER7EhttpEZ & T auto-config="true" I I BRINEMEE T , A
REFELE S T BasiciAiEINEE, B XRER B Eform-login , lltl:
FA 148 E RN BbasiclIEMIzE | ﬁﬁtEEfEEEY#q:E'Jauto—

config="true",

<http 3 — 1 ll>
<http-basic />
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/" access="ROLE_USER" />

</http>

B T auto-config="true" 2 f& , X EiCF A M0http-basichREr , XTI R
SR (EAbasicINIER INKLIMAFE R,

HMERABRIRASZR , FBHEAZRINERIE , MESERN
EHERITEE,

User-Agent Mozilla/5. 0 (Rindows; U; ®indows WT 5.1; zhCH; rv:1.9.1) Fecko/20090624 Firefoxz/5. 5

Accept tezt/himl,application/zhiml+zml, application/zml; q=0. 9, %/%; q=0. %
Accept-Language zh-CH, zh;q=0. T, zh—cn; g=0. 3
Accept-Encoding ezip. deflate
Accept-Charset UTF-3,*

Keep-Alive 300

Connection keep—alive
Referer http:/flocalhost:z020f

Authorization Fasic dXHlciple2Vr
Cookie JTSESSIONID=1letjbranwemdg

25

,}

S

EI

3 ¥ E 236 B T.94s
10.1. basicE R
ERXMINZE , 1T CAEHTTPIE K L E8E 2 basicIE IEFTER B 14

Authorization,



=

9 http:fflocahost: 3020 &3 H PS8 S84 ¢ "Spring Secuwrity Application”

ArE: |
=B |

e Wi |

10.2. HTTPi&E 3K 3k

EREEITEMNR , B basiciANIEARNEHsession , FTATE % SrememberMe
)=z

3

-



10.2. R F2SC W basicE i

TEBARRE— N UF{EAbasicIAIE, {BRi&F {17 Ebasic.jspFEBILTE
1B Fahttp://localhost:8080/ch10/admin.jspfI NS, 1XBY 07T BEFS181T Spring
Security HIAX RN , FANFZEE B KRYSLEB I LbasicFAIEERIAEE R,

String username = "admin";

String password = "admin";

byte[] token = (username + ":" + password).getBytes("utf-8");
String authorization = "Basic " + new String(Base64.encodeBase64(to

URL url = new URL("http://localhost:8080/ch10/admin.jsp");
HttpURLConnection conn = (HttpURLConnection) url.openConnection();
conn.setRequestProperty("Authorization", authorization);®

O FANEIBEAPFBINBEHIEN —NFEHER , S ZEERD IR,
9X 5 {# FHcommons-codecfBase644F X NERF BRI, 1EiFH{TbasiciA
IEAYAT & Spring Security % {8 F§ commons-codecBiX E§ = 1+ 88 [z #5 A FH
FRM=ZR , B#ITIAEERE,

= RNEERFRENFAERIN— R4 Basic " , iIX#¥Spring
Security#i ] LB X NI E F i@ & £ T basiciAiiE,

® B LEEEMNFEFRIZRERERKLIE , BFF fo“Authorization”, Spring
Security REIAUERY |, FRENLEBE BTN,

A KbasicfURE A] BATE/ch10/basic.jsp¥k Rl , BJLAiZ1Tch10 , A 1I0]
http://localhost:8080/ch10/basic.jsp, E={ERA LRI ES , 11T Spring
SecurityBJiAIE , FXIOAIE]2admin.jspBYE =R

SL{BIFECch104,

il — il
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MRAF—EEARB—aBRMLEN , Bafbo]ERERNES X EMEE T
TEFRXERRF , MNFERFEFINCEBEC —ERIIE , XFERFP AT
EEERERERZAYS  EHEPIIINEE, rememberMeFAFHATRME 71X
H—MEREERZ



12.1. BRIATRES

S & X H {8 FHauto-config="true"Fi & Bzl /3 FrememberMe , Zf5 , R
;:JEHF'?""*%HT i Fcheckbox #h AT WASEHL TR T BB R EIE#H A R AT

ﬁbo

Login with Uszsername and Password

Uzer: |

Password: |IIII

¥ Eemember me on this computer.
TR ETH |

_EE |

& 12.1. i P rememberMe

HIABNET B 2MAE , BFArememberMeZ [GHIFEN , FHPERC] LA R =Bk
ARG, EEHEARS,

SRR L, Spring Security P fYrememberMeZ {kificookieSKIRAY , HAFEE

BT 1% FrememberMe |, ,\ﬁ?ﬁ%f”‘%ﬁﬁlﬂfzhjﬂﬁa)jiﬁﬁ—/l\ﬂﬁ—

EE{;{ . X MR IR R TF# cookieF , FATRI BABIT N SE 23 E B BN
Jcookie,



) Cookies ] =10 x|

2% (3) |locahost X
T %A cookie
ihE | cookie B#R |
| ] localhost JSESSIOMID
d localhost SPRIMG_SECURITY _REMEME...

¥R T SPRING_SECURITY _REMEMEER_ME_COOKIE
I : RﬂZtZEFJ"u"r'|ZL5|"u"|ESQEI‘r’.‘-"{d|"-"|KZJSdZDQOquthBaGRuUjMVQmF
¢ locahost
ERiT ¢ fchl0g

FIEFMY D SENRENEE

HERRTE © 200987 B25H 11:59:52

e Cookie®) | #Rpia Cookie() | 20 |

4

12.2. rememberMe cookie

MEEH , FAT=TLAF 2 Spring Securityd f{Acookie B ¥ 2
SPRING_SECURITY_REMEMBER_ME_COOKIE , ENABE—RINZH
FE , SRAFPBXIARI ARG |, Spring SecurityF AIX N cookieiZEXFH F
=8, HI0LAEIE, IR eIAIESEcookie B , iEMIERFEREZ
g, FRRAPEFN MR,



12.2. FAILRER

rememberMefYER A R IE = 4G usernameF 11T BART B[R FEIE P EN LAY
cookied , BAXLEEEHELHITIIINZELAIE , NIEFNETAER%E
2RHNESHIFALRIE, EHFALKRIEP , ZF FEN cookiePREFERAR
B HAusername , MEHARABNEMIIRIS , FRIENAZSBEEF
cookie R FHIFI B 5 HIEERRENFISHITIEX , ABIAZFIB
KB , ZBEELENMINEA S NBIBEFREENNINEFER | 4
S ITINEFIIZINE LTE, XFEEZE P A cookie BRI #E , WEE
L RERE—INFIES , MARHAFHNERIKS,

%%iﬁ‘%ﬁ%%iﬂ:ﬁﬂﬁ , BANB B BIEE T ) ErememberMePT TR Y

create table persistent_logins (
username varchar(64) not null,
series varchar(64) primary key,
token varchar(64) not null,
last_used timestamp not null

)i

ARE AR ENXH RIS SR E i,

<bean id="dataSource" class="org.springframework.jdbc.datasource.Dr
<property name="driverClassName" value="org.hsqldb.jdbcDriver"/
<property name="url" value="jdbc:hsgldb:res:/hsqldb/test"/>
<property name="username" value="sa"/>
<property name="password" value=""/>

</bean>

RE1E’httpFRIEEE , Hremember-meiZ ldata-source-refBJ 8] , Spring
Security R TE VIR 1L BT #I 7 B & 17 7E data-source-ref B 1% , MREFEMSER
BAWERE , BN =EA DIREIAREE,

<http auto-config='true'>
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />
<remember-me data-source-ref="dataSource"/>




</http>

— =

~,
=
1L /5

RIARIBRIIFAMCREENEEERD , MRFELEENAPE
FA1d ZRIATREZ B rememberMe , REF R AT HR{E IR T AL

R , 2RIfREBcookieth TTiEBIL R RWIE , SR ERAS
¥ cookie TR IR 1TIER, [EIHEHY |, IHAWRIEF AR
Hcookieth TLiZ FTEENIAREZ T,

SL{BIFECh106,
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EREX , MAPEBRERRE , RASIAEARERNALSE—1E
E%FHF' XA BIAE R SR | At E R EHE IR AP SR

BRE—ITEBRAFNEFLR , BANEFITXERFIBTET , BTARIE
SecurityContext7KIEEFEE —MXREARY , BRATERERINGE
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13.1. B E X &

Ei & X H{ERauto-config="true" i EHERERINGE, EERRHER
ExzE , MRBNEBEARITFRERM I A0 —EFIRE , A ATEHITA
TiCE,

<http auto-config='true'>
<intercept-url pattern="/" access="IS_AUTHENTICATED_ANONYMOUSLY
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />

</http>

fEaccessHEEIS_AUTHENTICATED ANONYMOUSLY G , RAF£NE
RIBEA UAERB AR T, SRERMNIARIRZAZR” , SREB N EA
ERBAFINBM, FA19TCAEAtaglibik 5 A PRI EEREE.

<div>
username : <sec:authentication property="name"/>
I
authorities: <sec:authentication property="authorities" var="auth
<c:forEach items="${authorities}" var="authority">
${authority.authority}
</c:forEach>
</div>

SAPLNARZN , MBI TMER , XNMESEHITER,

username : rolefnonymous | authorities: FOLE_ANONYMOUS

admin. jsp logzout

13.1. ERESR

XEERNRAIRLEFIEREREAFH—1EABFBroleAnonyMous ,

BRI ERROLE_ANONYMOUS, FiIeILABEIRAERIEERREF
HM T —NEEENRAFPHITAIE |, oJUKEENRF3MEEII

FR , TIAE FIBrSecurityContextF @B N,



KfRE , B2 UNEERRAFE— NMNEERFIEHITIEE |, Fli10]
BAERR B P B E@EAROLE._ ANONYMOUSIEE E BT LAiA B89 E B,

<http auto-config='true'>
<intercept-url pattern="/" access="ROLE_ANONYMOUS" />
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />

</http>

AT, ATEBHEMNEERAFPSAZFNEMBRFRPX S , B EERE
A E R RE{EAIS_ AUTHENTICATED ANONYMOUSLYRIEEEZAF
B] BA1A5 18] I 25 R,



13.2. {Z2e8ENNF P23

BANEEJAERIMIERL , S—1TAFPRRERASRN , ENE LN
BRAPBNESTERNRRE", SHRMEENTRAZAHR , 8
B CEEREEREUERHE" NENZEZ R AR , MEFER
%“5/3’?%”1??9%%?\]@ BB TRARRAFRISTESE , NIEH

MNP SBEERERNINE , BNMBEEEMEERAFPRIERS |, FIBR
SRAPESRER , ARRBERBAERERAL BN BFEF
. ERERINESERANNER T N0 , BARERHFHREERZR
FHEG , BAEERAFRRMABDEXSTAFPERRS , ERETRS
RIAX PR E XA ZFFEN A,

HINEZEMNRAZRAERIRERANAFRBME , BIARBRFE
roleAnonymous F] LA AS & 34 HYanonymous ST = E Y.

<http auto-config='true'>
<intercept-url pattern="/" access="IS_AUTHENTICATED_ANONYMOUSLY
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />
<anonymous username="Guest'"/>

</http>

X1F , ERAFPIEARIEEA T “Guest” , FA[ENE LARIAEAERE
Mtaglib 2 7~ & B0 7],

username : Guest | authorities: FOLE_ANONYMOUS

admin. jsp logout
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13.3. ER P BIFR

SRAEBAFPTRAEEREENN , ERAEKINRERN , B85EE XA
FHIRME—R—1F , BENZSRERAFPESN , SRNUNERAFD
BMEAN G , mihadminjspitiz , RAZEGIERERAPR—#F , B
RAERAF , MARRLIENERA PR E/RIEL0)THE.

BERERAFPSRERAFPZEMERANXS , L, HAVE 1RER
AFBLIRBERF , MARIREERAF.

<http auto-config='true'>
<intercept-url pattern="/" filters="none" />
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />

</http>

filters="none"R/RHFA 15BN , BASERE A —MMTIEZREFEZLIEX
MEKL , ERJUSE L EEREN 1A RENE , ERENSEER
IEER W EKHEITAIE , ANt TEZF AL 2RSS AFA T REVTFA |
Ex (g ERY , 1XBYSecurityContext B BRFER —MXBEEMRT |, Fli1d
7ToiE MWARENS IR CA ST MBI PRI 2.

username : | authorities:

admin. jsp logout

13.3. Pl E SR RYIE R

FE , fEAfilters="none" BIZFIBITRB[IRFEEE , MEAERE X
’E;E‘%?DXQIMXBET%VEE’\J—ETE , BN AR EFERARRIESLIAMERABTT
jrirt = N

SL{BIFECh107,

il — il
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14.1. WHia=
session fixationR1EMIEINE B — N B WERIITIE,

tban , HFHE 2 {FHsession fixationIIHRAVET R , B FCihRIX AR, , XN
HEEIEB—1E1E , X F ] BRI BjsessionidAurl & X251,

http://unsafe/index.jsp;jsessionid=1pjztz08i2u4i

{R{E XN MAEGRIMLG |, SRIFFIFF S 2 E—Njsessionid T, 4558
MEREMRSZET , FAHAERZRE— session,

XA F R BT KRR EsessiomT HAZ BIE PR R 4% |, PAIRFmia] LAEA

jsessionidEFHANRRIGEE T , AR MERGEZRAZFHIRNEIEIE
=R
BIEFRIR , FEIZE T —1 session , AfGEjsessionid & £51R , (RIBFFHIF

{EFFEBsession# 1T T EFE , EREFTE FlUsession#H (1T TIRNIRE , &
R =T o] CAMER —H 1A eI sessioniE A R A MIEMIEE T,

5&ERENFHREERRIUS
Zhttp://en.wikipedia.org/wiki/Session_fixation,
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14.2. BIRSVENE

fi# Rsession fixRY o] AELIRE R , REERAFPERMINZE , HEAFDH
S \isession , FFEF AR —NsessionFhA] LA T,

Spring Security A IAFi & /2 Fsession-fixation-protection , X SEZE FATHHER
FA PRy S Risession , AfG A PRI —{Nsession , FAF R Bsession R
Fr B B 1486 8 il Z FrsessionH,

UN SR 7 EB 22X Fsession-fixation-protection , B] LA7EhttpH4& session-fixation-
protectioni% & Janone,

<http auto-config='true' session-fixation-protection="none">
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />

</http>

session-fixation-protectionf{EFH B =] {#t1%£4% , none , migrateSessionF[l
newSession, FAIA{EFARIEmigrationSession , WEFA I LEFTIHEY , ER
G EBsessionF I E AR E Il 2 Frsession®, _EEFi( 11 L2 T {EFAnone
K 2% Fsession-fixationIIBERYIZ= , R TI T BInewSessionE X AP & R
4 B Fsession , (EARSEHIERIEBGE M.

SL{8I#ECch108,
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Spring SecurityfEFAAOPY 73 & 1A A #HITAPRIZS] , X R ASTEREZRK
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289 IV. ACLEE
Access Control List@ —MEBSWAREMINGE , tEaNlZREBERESE
EHCEMSRER , MRS RZENERIER, XA INEERE
Spring Security Pt Bz , (BEREEFRFEREIE , thigBnamespaceF3 LAY
<. EEBIIANERESIEXEACLIT S MELURER,
FEiR EjdbcHRIREEM,
SAEI&Bacliyxmlic &,
¥ 5TmethodBVIARE |, BJAZE [EFHaopizfllafter invocation> Rz 13 [B1#Y
HIEFRN , IEMSHIMESTF.
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E2NEFEHEE 28 23 E Spring SecurityFHY
244 TT
E_EQJA ACL
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2877 V. RIESLERE
IBRREMAGRER | ST S MR R SRR,

default: 88 F3Spring Security 2R IARR R RVEBIREESEM |, SCHLAF{ERF
NEEEEA,

rbacl: RBAC1#£EY,

rbac2: RBAC2{&EY,

rbac3: RBAC31EEY,

acl: TTRAARLE X BRIZ I,

ajax: U ajaxfweb 2.0 R %N AR EIE,

web: FERNVABURESMAVEA £ |, S webFRFRI“AFEM” , “AF
Aig” , “BERD)” , “XEIZEG IIEE,

group: 73 P EIRIREY,

adapter: ;X PRIEACEE.
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2.1. BN E X (&
hTMﬂﬁF¢ﬁﬂ%Fﬂmmu,ﬁMﬁﬁEMRREW&EEK#¢

HYauthentication-provider&l 73

1 £ —EB & X G FHuser-serviceg& # Jjdbc-user-service , BIRATU T
Fi7R :

<authentication-provider>

</authentication-provider>

& Ll e n Bk TEERIS

<authentication-provider>
<jdbc-user-service data-source-ref="dataSource"/>
</authentication-provider>

I7E R EH Jjdbe-user-service & fit — 4 dataSourceFf B] LA 1L Spring Security
{ERIEERINRER T, Tﬁt?‘kﬂ]ﬁﬁﬁsprmgﬁﬂ@ AN ERRAN
dataSource:l—E}b X NdataSourcex1E &2 hsqldbZIEZE , MAFKEVEH X

BE1§/&.\0 1

<beans:bean id="dataSource" class="org.springframework.jdbc.datasou
<beans:property name="driverClassName" value="org.hsqldb.jdbcDr
<beans:property name="url" value="jdbc:hsqgldb:res:/hsqldb/test"
<beans:property name="username" value="sa'"/>
<beans:property name="password" value=""/>

</beans:bean>

RENREXFINTATR !

<?xml version="1.0" encoding="UTF-8"?>
<beans:beans xmlns="http://www.springframework.org/schema/security"



xmlns:beans="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.0.xs
http://www.springframework.org/schema/security
http://www.springframework.org/schema/security/spring-security-

<http auto-config='true'>
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/**" access="ROLE_USER" />

</http>

<authentication-provider>
<jdbc-user-service data-source-ref="dataSource"/>
</authentication-provider>

<beans:bean id="dataSource" class="org.springframework.jdbc.dat
<beans:property name="driverClassName" value="org.hsqldb. jd
<beans:property name="url" value="jdbc:hsqgldb:res:/hsqldb/t
<beans:property name="username" value="sa'"/>
<beans:property name="password" value=""/>
</beans:bean>
</beans:beans>



2.2. BURERLM

Spring Security 2R IAE A FHREM KK , AFPRFNER. AT EhsqldbH
HIERIER .

create table users(®

)i

username varchar_ignorecase(50) not null primary key,
password varchar_ignorecase(50) not null,
enabled boolean not null

create table authorities (@

)i

username varchar_ignorecase(50) not null,
authority varchar_ignorecase(50) not null,
constraint fk_authorities_users foreign key(username) reference

create unique index ix_auth_username on authorities (username,autho

users : P&, B8username AR ERR , passwordE[fEZ1G |
enabledFﬁF'zEE?E’zf"fFH_/\?rExo

HAusername AP E R B M ER,

authorities ; tXPER, BB usernamefAFE R , authorities¥ X R #
NFER,

HrAusernameFER Susers -l P RAVFE HE(E /M R BX,

YtauthoritiestX PR ZAYusernameFauthority Sl ME— 22 5| |, RSB 1EN
22

—t+o

Spring Security RFEHIIRILET , MIXFIKIRPIRFAH A E2FXTNANER |, 15
XSRS RFEIERT, EhusersTe IS REAIZR AR ES A SIS



x , MNRERPNEEZAREFRFERERSENRINRIRERIFHIRLE

;D%;/ O
BAVERGIRIAFEH RN T —2R 7 EE

insert into users(username, password, enabled) values('admin', 'admin'
insert into users(username, password, enabled) values('user', 'user',t

insert into authorities(username,authority) values('admin', 'ROLE_AD
insert into authorities(username,authority) values('admin', 'ROLE_US
insert into authorities(username,authority) values('user', 'ROLE_USE

FiRsqldr |, FA1EIE2 T HmANB Fadminfluser , EAadminifi G
ROLE_ADMINFIROLE_USERAXPR , Muser RIHFBEROLE_USERAXPRE, X
HE—=hEEEMERE , Al AELFINREFN E—EXTEEE , X
BHABERT,

3481 L. ch002,

1] javax sql.DataSource 2 — 4 FASRE XSGR EE NS — 120, YB(VEEAETEASHT
javax.sgl.DataSource¥% [ Y& E M , REZ A EOR HAYgetConnection() 7 7] AFX 5% Hith R Y
jdbci&$E, javax.sql.DataSource®] LA RBOE MM REISII , HAMEAIER LA semE=HaE
IR | thETAL R Hj2ee N RS — SR IRIEHY,

il F—4% il
F1E —NMEER $344 BT £ 3E BEXBIEERSEH

HelloWorld
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VoEfnAE , FREEXAeEMARBEE/R —IE T,

Spring Security;Z LI E CHISSO , TE %E\T REXFHELEFRJA-
SIG) , X2 M HIEARIZH—MSSOSTH , ERET HIIAERS
CAS(Center Authentication Service)fJ£&#4 5’—31'-', E"J , BJAAIEENTNE RN
LIRS EiF 40915 Ehttp:/www.jasig.org/cas,
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MIA-SIGRIE 75 Mk F Ficas-server , AN E{ERIIRITIZE R

3.3.2, http://www.ja-sig.org/downloads/cas/cas-server-3.3.2-release.zip,

14 T 15 B AYcas-server-3.3.2-release. zip X fEE /5 , FIUAS 2 — KEME
KA |, BAXBEER)Emodules B 3% T BYcas-server-webapp-
3.3.2.war,

{Bcas-server-webapp-3.3.2.warf¥®l/ch09\server B & F , AE#M 1 Trun.batFiv]
JRENCASHRIAIEAR S5 28,

FA e Epom.xmlPEEE Y T EASSLEAENEE |, BiEEAMserver.jksF
IR |, Z fEFA 1] BAiBid https://localhost:9443/cas/loginiff (] CAS R GRIA
AR5 28,

JASIG

Central Authentication Service (CAS)

Ei AT P 0D, HFEEAR, —SEPATAERESRER TS MMM, TG AT 5.
APE: Languagas:

| Enalish ' Spanish | French PRussian Mederlands Svenskt Italiano  Urdu | Chinese
e (Simplified) = Deutsch  Japanese Croatian | Czech  Slovenian | Paolish - Turkish

T wasmmsiners.

B | =B
JA-S1G Central Authentication Service 3.3.2 Jp‘-s ' G

9.1. EFETIE

HABAT , REHAMERBNBFRMZBHEMe] USRS |, LLaNFA1E
Fuser/useri# {17 & fifi,
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JASIG

Central Authentication Service (CAS)

@ B AT

ECednERT RN ERH.
SFEzAE, —LEHRTAERESRERILEENRAN. F iR E MY 5.

JA-S1G Central Authentication Service 3.3.2 Jp‘-s I G

E 9.2. ZFHERLIN

X FRIEBRRIRIAIERRSS Eﬁ_ﬂ%T I y?ﬁﬂ‘]ﬂ@E%Spring
Security , itEi# T':F'E’&MIEEE( HITES



9.2. fid & Spring Security

9.2.1. i/ hn{k &

B AZRIN cashEHEFFcasE P ik AKERZE, EJoFA1ER T maven2 ,
B A R EEZE 7 pom. xml RN — MKER BN E],

<dependency>
<groupId>org.springframework.security</groupId>
<artifactId>spring-security-cas-client</artifactId>
<version>2.0.4</version>

</dependency>

MREARTENSBERAmaven2 , BBAMFEF TIEE T EIX AR ZE
TO

spring-security-cas-client-2.0.4.jar
spring-dao-2.0.8.jar
aopalliance-1.0.jar
cas-client-core-3.1.3.jar

K 2K 8] LA ZspringFja-sigAy W i 25 T 41X Lok i1 /2,

9.2.2. {&c&applicationContext.xml
B EkhtpEB,

<http auto-config='true' entry-point-ref="casProcessingFilterEntryP

<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/index.jsp" access="ROLE_USER" />
<intercept-url pattern="/" access="ROLE_USER" />
<logout logout-success-url="/cas-logout.jsp"/>@

</http>



i l— N entry-point-ref5 | Fi casiZ ft B casProcessingFilterEntryPoint , 1X
HERIERAFE R FA LcasiRHRINHI T,

® ERUEHEIIE , BEHBEREL BashIE,

<a href="https://localhost:9443/cas/logout">Logout of CAS</a>

IR GE 1R fuserServiceFauthenticationManager , — & X MIFAZl casHIZE A
AXRi#ITERZERFPEN,

<user-service id="userService">®
<user name="admin" password="admin" authorities="ROLE_USER, ROL
<user name="user" password="user" authorities="ROLE_USER" />
</user-service>

<authentication-manager alias="authenticationManager"/>@

° jJT/EH_TTﬂE BIGEFEREEEE TRRENXGH , ZEcashIsk
E‘ZJE;LX 11 id¥k S userService , LXJHZ?%?%Eq:'EXE’JFﬁFWnM*DﬁF_
X PR,

®  JFFauthenticationManager3Kiii , B LEBERIE— NS , MRERA
Tal’g” (alias) , X=EH jj?'_ZHU E’JnamespaceEEEE‘JE'. ZBENERL
TauthenticationManagerE’J KA, casREEFNE XN SLAIRY BT BT
BB,

£l casfYfilter, entryPoint, servicePropertiesFauthenticationProvider,

<beans:bean id="casProcessingFilter" class="org.springframework.sec
<custom-filter after="CAS_PROCESSING_FILTER"/>0
<beans:property name="authenticationManager" ref="authenticatio
<beans:property name="authenticationFailureUrl" value="/casfail
<beans:property name="defaultTargetUrl" value="/" />
</beans:bean>



<beans:bean id="casProcessingFilterEntryPoint"

class="org.springframework.security.ui.cas.CasProcessin
<beans:property name="loginUrl" value="https://localhost:9443/c
<beans:property name="serviceProperties" ref="casServicePropert

</beans:bean>

<beans:bean id="casServiceProperties" class="org.springframework.se

<beans:property name="service" value="https://localhost:8443/ch
<beans:property name="sendRenew" value="false'"/>

</beans:bean>

<beans:bean id="casAuthenticationProvider"

class="org.springframework.security.providers.cas.CasAu
<custom-authentication-provider />©
<beans:property name="userDetailsService" ref="userService" />
<beans:property name="serviceProperties" ref="casServicePropert
<beans:property name="ticketValidator">
<beans:bean class="org.jasig.cas.client.validation.Cas20Ser
<beans:constructor-arg index="0" value="https://localho
</beans:bean>
</beans:property>
<beans:property name="key" value="che9" />

</beans:bean>

o

casProcessingFilterix 2% @ Z 142! Spring securityl) L 21T 8231 FF A BE
EIZEEAM, XBEFEAcustomer-filterfi 2 IEE K E!
CAS_PROCESSING_FILTER{i & /GMH.

Mi & B R RELogoutFilterF] AuthenticationProcessingFilter Z [g] ,

L1‘$E5E7ﬁ/\$2ﬂl']iﬁ‘ﬁ}§%1’ﬁ , XA UERFPRITREERZBIEEBAF
BR#FITcasIAMET .

SAPEARERN , SPEEIXMcasHIERNTERITER,

AP EcasERXMINIE , BXBAEER R RIS KATIE

CasProcessingFilter R AL IEIXNMEK |, McasIRKFEERMAFER |, 7
$F R P TN,
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® ZRSEERIFUFIAFPMticketsREE BN,
2 TXLZSHIRE |, FA 1L T B casTNBEERINZ ] spring security® T , BE

—IEE— R BRMECE XA |, AN ER] T acegifIBIX , B]1HIF,
TEHIZTRZ , ZMER T cashINRIZRI 2T B AREL



9.3. 1IB1TECE T casHIF R AR

BAERIEcasHFIRINIERRSZZBELZR RN T, FRAZNpomxmlPHELR
EF TSSL , FrLAR] BAi# Ach09$ {1 Trun.batBohF R 4.

I 7E B %15 (0)http://localhost:8080/ch09/ NEB XM HEFETIE , MaEsbiEE
FllcasFRRINIERR S5 88 LIHITE R,

JASIG

Central Authentication Service (CAS)

Ei AT P 0D, HFEEAR, —SEPATAERESRER TS MMM, TG AT 5.
APE: Languagas:

| Enalish ' Spanish | French PRussian Mederlands Svenskt Italiano  Urdu | Chinese
e (Simplified) = Deutsch  Japanese Croatian | Czech  Slovenian | Paolish - Turkish

T wasmmsiners.

[ez| =

JA-S1G Central Authentication Service 3.3.2 Jp‘-s ' G

9.3. EFETIE

i Auser/user/IH1TER , RANMAZNIEE |, EiRELERATF
ARG, INBABEEERIRAR T,

USETAITIE | USEr

adrmin {sp logout

& 9.4. ZFHERLIY



Do you want to log out of CAS?
Tou have logged out of thiz application, bt may still have an active single-sign on session with CAS

Logout of TAZS

9.5. cas-logout.jsp

TEltb =5 Logout of CASEBKEE E casiH 1T/ EH,

JASIG

Central Authentication Service (CAS)

@ PR

EDRHMBHCASRE. HigER
BFE2AR. EXABHATE.

JA-51G Central Authentication Service 3.3.2 Jp“s I G

9.6. ;EtHRL L]

IMEFA 152 T Spring SecurityHcasHEEE |, enjoy it,



9.4. Fgcasfic ESSL

FE(EHcashIBHE |, FATE FHcasFHIRINIERRS 23F 1 F R S E#FECE £SSL , BA
eIt 2 [B) X B RHBUR#ITINEG, XEFRNGERIDKRESHY
keytool T B &Ry i ESSLATERIZ 1A,

9.4.1. £ R} %A

BT HE R —key store,

keytool -genkey -keyalg RSA -dname '"cn=localhost,ou=family168, o=www

FANREE — 1B Fserver.jksBIX G , ERIZEIE Epassword , ;E2
cn=localhostZ 7y , XEB WM ScasfR 3 2E3RIIHR — 2 , MBAEEERip ,
BEANREAMocalhostiMidcas , A AX B 1% ERYFLZcn=localhost , 73K
fREFIMERERR , 21X BEE JcashR S 28 HSLFRE R,

SHL:

keytool -export -trustcacerts -alias server -file server.cer -keyst

-

152250 S NJDKHcacerts

keytool -import -trustcacerts -alias server -file server.cer -keyst

X EBEEZRIEFEALIRIDKM LR , FA1ZIEZHAE ARIIDKE cacerts
&,

FA17Ech09/certificates/ F LT — N genkey.bat , X MU IBXEFRELZE S
T ERMRBEGRS |, BITEMAILAERIAIFTEIER,

9.4.2. Jjettyfic ESSL



jettyBIEC & B] £& ch09- Fpom.xml 3 {4,

<connectors>
<connector implementation="org.mortbay.jetty.security.SslSocket
<port>9443</port>
<keystore>../certificates/server.jks</keystore>
<password>password</password>
<keyPassword>password</keyPassword>
<truststore>../certificates/server.jks</truststore>
<trustPassword>password</trustPassword>
<wantClientAuth>true</wantClientAuth>
<needClientAuth>false</needClientAuth>
</connector>
</connectors>
<systemProperties>
<systemProperty>
<name>javax.net.ssl.trustStore</name>
<value>../certificates/server.jks</value>
</systemProperty>
<systemProperty>
<name>javax.net.ssl.trustStorePassword</name>
<value>password</value>
</systemProperty>
</systemProperties>

9.4.3. JgtomcatfZ ESSL

Hiz1TXHSSLAtomcat , $Bserver.jks {4 EltomcaticonfE R T , ARG
BT mErnNEREE SRR server.xml X4,

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true" scheme
clientAuth="true" sslProtocol="TLS"
keystoreFile="${catalina.home}/conf/server.jks"
keystoreType="JKS" keystorePass="password"
truststoreFile="${catalina.home}/conf/server.jks"
truststoreType="JKS" truststorePass="password"

/>

MR FEEEFimSBREMIEPR{RSSLEEE I EER TN , BT LAIE
clientAuthi® & h{want,



SL{BI#ECh103,

i
i

F—=n
FoEEIBESIE FCIRTT 28 10 Z basiciAiE
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Spring SecuritylR VIR EE , EEMAER N TEMEEERARIAFE
B, BEARN TRERNATHITNREIE,



11.1. Bd Etaglib

AR EZ(F Ataglib , B S Elspring-security-taglibs-2.0.4.jar i 2 15 B #9
classpath F , IXEX MK AIFELRRREL THF., T BREE]sp
iR NtaglibRIE X FAP] AERIREE T .

<%@ taglib prefix="sec" uri="http://www.springframework.org/securit



11.2. authenticaiton

authenticationd T EEZ M SecurityContextH 3%k 15— LEANFRAE X AIE B,
BLAAERSIFEMNAFA :

<sec:authentication property="name"/>

RIS RIAFPFTERINER |, IEAXFRYIRME authorities T E R , AR 1B
HNRIER -

<sec:authentication property="authorities" var="authorities" scope=

<c:forkEach items="${authorities}" var="authority">
${authority.authority}

</c:forEach>



11.3. authorize

cuthorizeFRHBT LA IR | AR RN A IR B DR

<sec:authorize ifAllGranted="ROLE_ADMIN, ROLE_USER">®
admin and user
</sec:authorize>

<sec:authorize ifAnyGranted="ROLE_ADMIN, ROLE_USER">®
admin or user
</sec:authorize>

<sec:authorize ifNotGranted="ROLE_ADMIN">&
not admin
</sec:authorize>

9 ifAllGranted , 2B LF1H A ERAEROLE_ADMINFIROLE_USERA
MIPREY , ABER RIRERNZHNE,

® ifAnyGranted , Y1 HFiFF~HEROLE_ADMINZ{ROLE_USEREH
—MXFRERY |, FLBERRIREAREBAR,

®  ifNotGranted , 1R YFIAFEBROLE_ADMINEY , ABER RIFER
=RAR.



11.4. acl/accesscontrollist

ATt e A R G REEENad R,

<sec:accesscontrollist domainObject="${item}" hasPermission="8,16">

<a href="message.do?action=remove&id=${item.id}">Remove</a>
</sec:accesscontrollist>

FANG LA BRI RIE RS BUE Naclin s |, AJS387E FIRTHIAXER 798(H
FRF16(EIE) , SrlAFPMRAENX N ROBFRFEENRE |, S
BRN R removeiBiittE , A7 A] LB HEHHEN X FiC R E T THIFRIE
(3

XFACLEIADIR |, iEE5E 7,



11.5. ARNERAFERZENEFRMAIITIME

—PNEIINEXRZE  EEAFPERZEETREBRAFPNIES K BERE
fEzREREEEIEIHE, X/NINEE0] BAfEAtaglibfF/R,

H3L RBEE R TEHjsp TIE H {5 Btaglib¥| & = pil A A B FIRRETT
BrEER BT LA,

<%@ taglib prefix="sec" uri="http://www.springframework.org/securit

<sec:authorize ifAllGranted="ROLE_ADMIN">©
<%response.sendRedirect("admin.jsp") ;%>

</sec:authorize>

<sec:authorize ifNotGranted="ROLE_ADMIN">®
<%response.sendRedirect("user.jsp") ;%>

</sec:authorize>

9 LHFEFIMBEROLE_ADMINXFRRT , BEBkEERladmin.jsp B REIEG

VAN
Ho

e %TF?&%ROLE_ADMIN*XBEETT , BEBkEE R userjsp B REBRAFP T
3=

XEFHNRAMEEROEM , RXSDEHFIAFPEREREIER, JURIESE
PRIE AN E NN ZHABEE | ‘_—"lﬁﬁFE-ﬁZ;ﬂUBEET BB N A9TIE , B
EoJRIERA Fusernameﬂ%?ﬂ? | & B/ T1E,

SL{8I#Ech105,

£—m 4 T—m
28 10 = basiciAlE FCIRTT FREBNER
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MTNMERIBRAFPERAR LY , MESELEMIHIEITISMIA
iE , ERAEZMT TEMIMENER , IRBINIAFTENRESILESH
INEHER |, AR RITEXEIE], CAS, X509F48E TiXMiE L.

Spring Security P& [ XM ARINATCIANERNBREH®RTITIRSE , X—&%
FA 1R E — T A {EAPre-Auth& IR {EFHF 28RealmiAIERI A P,



15.1. J9jettyfic ERealm
B StEpom.xml FEE Ejetty 5 HRealm,

<userRealms>
<userRealm implementation="org.mortbay.jetty.security.HashUserR
<name>Preauth Realm</name>
<config>realm.properties</config>
</userRealm>
</userRealms>

BF , B , URINFRIE BES{RTEErealm.properties X {4,

admin: admin, ROLE_ADMIN, ROLE_USER
user: user,ROLE_USER
test: test

FIMBCE T=1HF , 9 512admin, userfllitest , EFadminifi G
ROLE_ADMINFIROLE_USERAXPR , usertfiBROLE_USERAX[R , Mitest;&
BIEAIIXBE,

T — ¥ fEsrc/webapp/WEB-INF/web.xml P ig & B RFTEH L £ NFR,

<login-config>
<auth-method>BASIC</auth-method>
<realm-name>Preauth Realm</realm-name>
</login-config>

<security-role>
<role-name>ROLE_USER</role-name>
</security-role>
<security-role>
<role-name>ROLE_ADMIN</role-name>
</security-role>
<security-constraint>
<web-resource-collection>
<web-resource-name>All areas</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>



<auth-constraint>
<role-name>ROLE_USER</role-name>
</auth-constraint>
</security-constraint>

X B {145 login-config P Brealm-namefic & JoPreauth Realm , iX SRINITE
pom.xmlFEEEM B EHEER, MERIIEE T HNEL2NE
ROLE_USERFIROLE_ADMIN , sEH( M E AL FIE R EEEEFEH
ROLE_USERX MY PR,

Bt , RSRENAFPRIRealmfcETEE , F—CFHAFEZEE R Spring
Security 5 Realm ¥ #%,



15.2. fid & Spring Security

& F{ER S 28RealmfyPre-AuthF ;BN NG RAZIE] , FRAFA IR 6E(EH
FERAR , — N —beanfIEEE T,

B 5 E it EspringSecurityFilterChain , £1FSpring SecurityF{i 15 {5 F W LE
UL

<bean id="springSecurityFilterChain" class="org.springframework.sec
<sec:filter-chain-map path-type="ant">
<sec:filter-chain pattern="/**" filters="hscif, j2eePreAuthF
</sec:filter-chain-map>
</bean>

HIEE(EAj2eePreAuthFilter , AT B ERIAIBLEform-login, basic-login,
rememberMe®l;& T AR 2 , XEFRNIRRE
HttpSessionContextIntegrationFilter, J 2eePreAuthenticatedProcessingFilter,
ExceptionTranslationFilterFlFilterSecurityInterceptor, E M
HttpSessionContextIntegrationFilter i 3 1& session Y A {5 2 52!
SecurityContextFH, ExceptionTranslationFilterF[FilterSecurityInterceptor 1%

AR FARE , FAEBERILIEFINEE,
M J9 T {EFj2eePreAuthFilter , HNTEEHITUTEREE :

<bean id="preAuthenticatedAuthenticationProvider"
class="org.springframework.security.providers.preauth.PreAuthen
<sec:custom-authentication-provider />
<property name="preAuthenticatedUserDetailsService" ref="preAut
</bean>

<bean id="preAuthenticatedUserDetailsService"
class="org.springframework.security.providers.preauth.PreAuthen

<bean id="j2eeMappableRolesRetriever"
class="org.springframework.security.ui.preauth.j2ee.WebXmlMappa
<property name="webXmlInputStream">
<bean factory-bean="webXmlResource" factory-method="getInpu
</property>
</bean>



<bean id="webXmlResource" class="org.springframework.web.context.su
<constructor-arg ref="servletContext"/>
<constructor-arg value="/WEB-INF/web.xml"/>

</bean>

<bean id="servletContext" class="org.springframework.web.context.su

<bean id="j2eePreAuthFilter"
class="org.springframework.security.ui.preauth.j2ee.J2eePreAuth
<property name="authenticationManager" ref="authenticationManag
<property name="authenticationDetailsSource">
<bean class="org.springframework.security.ui.preauth.j2ee.J
<property name="mappableRolesRetriever" ref="j2eeMappab
<property name="userRoles2GrantedAuthoritiesMapper">
<bean class="org.springframework.security.authority
<property name="convertAttributeToUpperCase" va
</bean>
</property>
</bean>
</property>
</bean>

<bean id="preauthEntryPoint"
class="org.springframework.security.ui.preauth.PreAuthenticated

X8 |, F{1ZE A EPre-AuthFf 3= Y AuthenticationProvider, EntryPoint,
AuthenticatedUserDetailsServiceFf gz 22 23S B} —/j2eePreAuthFilter, E
j2eeMappableRolesRetriever& LB A 12 BIEC & RIweb.xml , MHFRFIXFRE

Xt , SRAFPERN , EREEHReamZE , HERKAFPH#ITER !
i

6 http:/fflocalhost:8080 AP -E8F=8. S84 © "Preauth Ream”

RFPsa: quer

=ThY : I lllll

e Wi |

15.1. Realm& &



EXMING , ReamGHAFPBMEEGIEREXRSP |, j2eePreAuthFilteri
SMNEXRPIZEESNER |, 58 web.xmlPFTE XIS BNt ##{Ti%
N, FREENEE T ASecurityContext , ZIGWAPBRIENSZRIE8E8 T
ERIX 51,

X B HpreauthEntryPoint 2 Al FIXFE AR BB EEER , ER&SEHIRLE]—4
401RY3E4E 17 o] NI N,

FELBNAAEEL R ERIXMINGE , AAZEEN T 2531 , 220
N R R E M,
SE{5ITECh109,

E—T E—% T—T

£ 14 E fpiflziE(ns i1 =Pl 5 16 E A F
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35 18 Z digestiAiLE

digestiAiEEt form-loginFhttp-basicEE Z £ —MIAIER R , LHEATAR
BE(E FhttpsthiX YA S, EShttp-basic—#% , ESENE T sessionfI LIRS
NEA T



18.1. i & digest3& ilE

Ehdigest NEISEGFRZEF , FARAFEREEFIMITIREZFIIRUEA
I:Io

<beans:bean id="digestProcessingFilter" class="org.springframework.
<custom-filter position="BASIC_PROCESSING_FILTER" />
<beans:property name="authenticationEntryPoint" ref="digestProc
<beans:property name="userDetailsService"
ref="org.springframework.security.userdetails.memory.InMemo
</beans:bean>

<beans:bean id="digestProcessingFilterEntryPoint"
class="org.springframework.security.ui.digestauth.DigestProcess
<beans:property name="realmName" value="springsecurity"/>
<beans:property name="key" value="changeIt"/>

</beans:bean>

A IE1EFMBRauto-config="true" , ZFRERIABIform-loginFlhttp-basiciAilE ,
FiARMNIEIUEA OB A,

<http atte—eenfig="true" entry-point-ref="digestProcessingFilterEnt
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" />
<intercept-url pattern="/" access="ROLE_USER" />

</http>

MEBNNGRRER , AEBREAZNERTE , MR BRI KRR
EMERITEE,

x|

6 http:/flocalhost:8080 FRAFP-E8F=ER. S84 @ “springsecurity”

Ars: ||
=B |

e miE |

18.1. digestE &



BRmINZE |, BT AFEHTTPE K 3L 3B E Rlbasic 3 iE Fr AV E 1

Authorization,

Accepkt-
Encoding
Accepkt-
Charset
Keep-alive
Connection
Referer
Cookie
Authorization
Cache-
Control

1 Al

gxip, deflate

UTF—§, *

200

keep—alive

http:fflocalhost: 2080/

JSESSIONID=3zhligkowl =49

Digest username="user”, realm="springsecuritr”, nonce="WTIONzNSMjedHTkiMNzpmOGH4HzAwIThwEDowy i1

maz—age=0

110

18.2. HTTPi& Kk

EEEETENR , BBRdigestiNIEAREMsession , FTATLES
rememberMeI F,



18.2. R 2P basicE i

NRELEEHCREEFimiHtiTdigestAME , BFJLASERFC 2617 , ER/MRFC
20691 X RHAHE VAR ERE .

FEHTTPIE R LIS 8 81X ¥ — NAuthorization , EBE T username, realm,
nonce, uri, responseDigest, qop, ncFlcnonce/\ M%7, EHnonce&digestiA

IERYHD , ERVEMEMII AT ¢

base64(expirationTime® + ":" + mdSHex(expirationTime + ":" + key®))

® H HlexpirationTimeZnoncef)iT HART (8] , BAIE=FD,

® keyZ MM BEnoncelEXHIFALR,

WNRARSZ B EMBInonceELTH] (ERHELREN) |
DigestProcessingFilterEntryPoint& & X — 4 "stale=true" k52, XHIFAF
RIE , IEFABEEITAF (REZBNAFPEMERERN) L R2
& BB =15 {8 F — {M#fonce,

SLfBIFECh112,

il F— T—
FI7ERRET: i &R 43 111 fR3FPmethod 7
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19.1. FEwl 2 FSCER 7 AN R

{& FH global-method-securityFlprotect-pointfn 2 K &= 18 2 FSL E I 755 R,
AT Espring R {ERAAOP |, FANERTERINTLANMKERZE,

<dependency>
<groupId>cglib</groupId>
<artifactId>cglib-nodep</artifactId>
<version>2.1_3</version>

</dependency>

<dependency>
<groupId>org.aspectj</groupId>
<artifactId>aspectjrt</artifactId>
<version>1.6.4</version>

</dependency>

<dependency>
<groupId>org.aspectj</groupId>
<artifactId>aspectjweaver</artifactId>
<version>1.6.4</version>

</dependency>

B REERNIEEFRIFHNjavazs,

package com.family168.springsecuritybook.ch12;

public class MessageServiceImpl implements MessageService {
public String adminMessage() {
return "admin message";
3

public String adminDate() {

return "admin " + System.currentTimeMillis();
3
public String userMessage() {

return "user message";
3

public String userDate() {
return "user " + System.currentTimeMillis();
3



X B{F R Espring-2.0FfJaopiEi% , X MessageService P LAadminFF
SR AT PRIZ S | PRHIIXLEFSZ R BEFROLE_ADMINIEA,

<global-method-security>
<protect-pointcut
expression="execution(* com.family168.springsecuritybook.ch
access="ROLE_ADMIN"/>
</global-method-security>

MERBMBEROLE_ADMINAX PRIV A F 1 6E 1 FAMessageService ! LAadmin
FLBAET , HEACAuser/userEfE R AT , =i 1A MessageServiceZ
AYadminMessage) S FBH — N “ARIEIEL R E,



19.2. 1= HIE MNbeanNBY 5 75N PR

Ebean?#% Aintercept-methodsFprotectFR 2z,
XEZRUSEEE X,

<beans:bean id="messageService" class="com.family168.springsecurity
<intercept-methods>
<protect access="ROLE ADMIN" method="userMessage"/>
</intercept-methods>
</beans:bean>

Il EmessageService P AuserMessage() /3% R 0 1F I BROLE_ADMINAX fE
HAFA8EIRRAT,

{& Hintercept-methodsH I & J1, /> o] &

BT , intercept-methods R BE{E Ajdk 14893 TUI=& LI T 0
FUE , MABERcglibEIEE= 8 i ORE,

H )X , intercept-methods¥global-method-security—#2{EFH , [E]
Bt {EEFARY , global-method-security—tJJIEE , intercept-methods
NN EER.




19.3. {8 annotation}= &l 75 51N FE

EBNjdk5 LA e 2 # 5 annotation , FATERENEHIRER —FEEAN
PR,

IMEBMMERE |, A Spring Securityi2 i BYSecured; E## , s E {EFHjsr250
HISEARTE X ROiE#R,

19.3.1. {£F3Secured
B ft{&4global-method-security PRVEC & , iAI0Sz3FannotationfIS 44,

<global-method-security secured-annotations="enabled"/>

SRR AR IR EL,

<dependency>
<groupId>org.springframework.security</groupId>
<artifactId>spring-security-core-tiger</artifactId>
<version>2.0.4</version>

</dependency>

IEBAIRBEEjavaCIBRIERE T,

package com.family168.springsecuritybook.ch12;

import org.springframework.security.annotation.Secured;

public class MessageServiceImpl implements MessageService {
@Secured({"ROLE_ADMIN", "ROLE_USER"})

public String userMessage() {
return "user message";

}

7E£SecuredFiZ E TROLE._ADMINFIROLE._USERFNMINEE , REYFIHAF



REEREE—MXERE T AR NG,

19.3.2. EFjsr250
BHRELEREENEE Y.

<global-method-security secured-annotations="enabled"
jsr250-annotations="enabled"/>

SRR AR IR EL,

<dependency>
<groupId>javax.annotation</groupId>
<artifactId>jsr250-api</artifactId>
<version>1.0</version>
</dependency>

ITER] ATE RS AR {E R jsr250 A ERE T,

package com.family168.springsecuritybook.ch12;

import javax.annotation.security.DenyAll;
import javax.annotation.security.PermitAll;
import javax.annotation.security.RolesAllowed;

public class MessageServiceImpl implements MessageService {
@RolesAllowed({"ROLE_ADMIN", "ROLE_USER"})®
public String userMessage() {
return "user message";
3

@DenyAll®

public String userMessage2() {
return "user message";

3

@PermitAll®

public String userMessage2() {
return "user message";

3



® RolesAllowed 5 aiESecuredIAEMERE] , AP REFHEEHATE X AIX
PRz —siel VAR AE.

@ DenyAllIELFTBIA PR,

©® PpermitAll S IFET B FIAA A,

MSEFRER ER | jsr2508 2 i RAYDeny AllFIPermit A B IR % |, R
E X EANBEIAARTEVE ? KFR L |, ERannotation Sz F5/RIEIERLT
T, tealZiEFt | iZiEEL , BED KR,

L Bjsr250 KRB ZFFIIRunAs E/E , AREER ARG ITTEGE,
SLAI7ECh201,

F—5 N B i
5553 111, R HPmethod oy 520 B ANRERNEAHE

eh
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Fc18 &Filter , MethodIntercepter , ACLERZ FHZI|AOP , KPR L& 2 I=8 28
AMES , EHZE AR AbstractSecurityInterceptor/m =& 28 |
AfterInvocationManagerfg E1= &) , authenticationManagerJ& IF & 1238 , P &E
4 ZE F _ERunAsManager,

X FRunAsManager , B XiH4 HAVEEFER , EHiplnvokerdkEWeb
ServicefUIER T , HRIAFPHW— LB M B EMB) , XN
RunAsManager , BRIAYGCARUN_AS_F3LBIANPER |, X RL
ROLE_RUN_AS_FHLBIPER , AEEFHEFIeAEEARZER, WEN
oEENERENRERETLITR,
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ACLEN1A 0] H512R (Access Controller List) , & 12 F3 R MR HI EE AN PRIZ Il
Fr FARY—FANPRAIREL, WACLEEEMNEAMBANMNULSZ R , ENAREE
EERFECENSRE , MARRIINANERER.

TEFHANIS T 4BSpring Security P 2 90 LI ACLAY,



23.1. EFZFUREEFaclService

ACLFREMKTR , REM WFIR : iR E, BOEERLEM,
SAEFANIFEER EaclService , EMESRIEEHITRRE,

23.1.1. Jgaclfig & cache
ZXiA{Eehcache , spring securityig it 7 —LEZRIARISEER 2K,

<bean id="aclCache" class="org.springframework.security.acls.jdbc.E
<constructor-arg ref="aclEhCache"/>
</bean>

<bean id="aclEhCache" class="org.springframework.cache.ehcache.EhCa
<property name="cacheManager" ref="cacheManager"/>
<property name="cacheName" value="aclCache"/>

</bean>

TEehcache.xml P ED & 3 W AYaclCacheZB 17 R I,

<cache
name="aclCache"
maxElementsInMemory="1000"
eternal="false"
timeToIdleSeconds="600"
timeTolLiveSeconds="3600"
overflowToDisk="true"

/>

23.1.2. fid ElookupStrategy

BRI , lookupStrategyHIEFAFL R M EURERIZEUER |, IEXLEEFRR

LvnaclSerwceﬁFﬁ FrAFANE S EBCE — 4 dataSource , ELE A A] LA

E Ug;;eadCache , X TEFIIRENEEF , ER TEﬁﬁEEij(BEEE"J
I m E 3 /o



<bean id="lookupStrategy" class="org.springframework.security.acls.
<constructor-arg ref="dataSource"/>
<constructor-arg ref="aclCache"/>
<constructor-arg>
<bean class="org.springframework.security.acls.domain.AclAu
<constructor-arg>
<list>
<ref local="adminRole"/>
<ref local="adminRole"/>
<ref local="adminRole"/>
</list>
</constructor-arg>
</bean>
</constructor-arg>
<constructor-arg>
<bean class="org.springframework.security.acls.domain.Conso
</constructor-arg>
</bean>

<bean id="adminRole" class="org.springframework.security.GrantedAut
<constructor-arg value="ROLE_ADMIN"/>
</bean>

e —2pn el EERIEARBIESR , Al —XREXT= /I\admlnRolel]E"LxE
& — EacM:.,L.\%&ﬁﬁﬁlJaﬂErﬁﬂlﬂ %i’e% ENENNEE K LTERELFEIR
), ?[ﬂ_ExEﬂ“EQEﬂﬂE’Jacdnu,%B%EET JIRIEETINEE , XBEREEN=
A*XBEHSHF‘ F BRI =TSSR E | ?Jzﬂ]?l’in:@ﬂ%ﬁlz,,\ﬁ
ROLE_ADMINZ 81 TIX = F{E o 1’E

23.1.3. id & aclService

H ¥ 12 2B T dataSource, lookupStrategyFlaclCacheRJRT{& , Fi=] LAF
Efi13kiBFKaclService T , ZfGETERacliR{EES R E FaclService B 81,

<bean id="aclService" class="org.springframework.security.acls. jdbc
<constructor-arg ref="dataSource"/>
<constructor-arg ref="lookupStrategy"/>
<constructor-arg ref="aclCache"/>

</bean>



23.2. {€BaclServiceEIBacliE B

SEATRMT —FER zfaclq:'iﬂ%i;m SSHID , FrEE |, PRIt
E/J]:.—A*XL:“L‘\O —Fﬂfﬁﬁg?’f/d\\ﬂmﬂ/u):}ﬂ IIJ\\Z][IX—.I-}-‘_ElJaC11;lLa\o

ObjectIdentity oid = new ObjectIdentityImpl(Message.class, message.
MutableAcl acl = mutableAclService.createAcl(oid);
acl.insertAce(0, BasePermission.ADMINISTRATION,

new PrincipalSid(owner), true);
acl.insertAce(1, BasePermission.DELETE,

new GrantedAuthoritySid("ROLE_ADMIN"), true);
acl.insertAce(2, BasePermission.READ,

new GrantedAuthoritySid("ROLE_USER"), true);
mutableAclService.updateAcl(acl);

E—% , IRiEclassFidE Y objectHIME— IR,

F£_% , IBiEobjectlIME—IrR , BIE—acl,

B=4 , FacliBilace , XEFA NN RMWAEERENXIMINNRIE
IE”*XI?E , IE“ROLE_ADMIN”#8 31X NI R A9 MR AR |
1E“ROLE_USER” 8 31X /Mg SRAY“iZEX X PR,

&G , BEffadlE 2,

HEANMBRITRES , HERFRI N AVacliE R, FIMCHEERRERE G
17, BT BRI E’JacH;u_.\o

H

ObjectIdentity oid = new ObjectIdentityImpl(Message.class, id);
mutableAclService.deleteAcl(oid, false);

{EF classFlidm] BAME— R R — IR |, JAR{ERdeleteAcl() 73 A5 4E I R I KL
HYacl{s 2 MIFR,



23.3. {EHaclizlldeleteiR{E

BB A |, BRTWRIEEEZI , B IF“ROLE_ADMIN” 18] BA
MBRITHR , EEFHNIAS TR 2 M E it B P B IR R E9ANR |
B TREIRAVMBRIEIE , FMNTEEIEXSpring Security I EMARCE.

B EEIEIMN— N deletetREE(ERARIRIRES.

<bean id="aclMessageDeleteVoter" class="org.springframework.securit
<constructor-arg ref="aclService"/>
<constructor-arg value="ACL_MESSAGE_DELETE"/>
<constructor-arg>
<list>
<util:constant static-field="org.springframework.securi
<util:constant static-field="org.springframework.securi
</list>
</constructor-arg>
<property name="processDomainObjectClass" value='"com.family168.
</bean>

E Rt MessageiXMNEE(ER |, T HAI ARSI R B EIRFMERANPRAVAR 7 7]
PATRIT M BRI AE,

REEIG XN TRIREZ AR IOE AccessDecisionManagerH,,

<bean id="aclAccessDecisionManager" class="org.springframework.secu
<property name="decisionVoters'">
<list>
<bean class="org.springframework.security.vote.RoleVote
<ref local="aclMessageDeleteVoter"/>
</list>
</property>
</bean>

I £ AccessDecisionManagerr P BN RREE T , R T EXIARYRoleVoterz
o, X227 —ANEATNINGZRIDEYaclMessageDelete Voter,

I 7E =] LAB #TAY AccessDecisionManager it £ F 775X PREIEEE T,



<global-method-security secured-annotations="enabled"
access-decision-manager-ref="aclAccessDecisionManager"/>

SRR FATFA P] BATEMessageService.javafR I Secured; % |, =61 MIFRIZRIE
TO

@Transactional

@Secured("ACL MESSAGE DELETE")

public void remove(Long id) {
Message message = this.get(id);
list.remove(message);

ObjectIdentity oid = new ObjectIdentityImpl(Message.class, id);
mutableAclService.deleteAcl(oid, false);

Kb £, BANSREAZILEBNRIIRIEE R R removelX Mk |, PJBAfE
FtaglibfiE S B A P~ TN B EIHER.

<sec:accesscontrollist domainObject="${item}" hasPermission="8,16">

<a href="message.do?action=remove&id=${item.id}">Remove</a>
</sec:accesscontrollist>

8, 16:2aclZXIN{E RIS , 8R/RDELETE , 165R/-RADMINISTRATOR ,
iE’F?{%ﬁEEWBEE"JEﬂ@E , ETTE LB A Blremovetid s , HELT
ERITIRIET,

XELIEA A CARA I Tremovel® M |, ARIBHERE , EEVIRRIELEREF

(CEN



23.4. 1=ZHIR P R] AR LS R

SHFENXEE —LEEN , B 1EZE EafterInvocation , EAG E#Ul’l‘ﬁ
?;HT BEPENSENER ., M\MessageServicei iR B 45 R EE T g

REFIRFEMMREI , —MAREGEREMNTR , Z—MEIREIRES,

<bean id="afterAclRead" class="org.springframework.security.afterin
<sec:custom-after-invocation-provider/>
<constructor-arg ref="aclService"/>
<constructor-arg>
<list>
<util:constant static-field="org.springframework.securi
<util:constant static-field="org.springframework.securi
</list>
</constructor-arg>
</bean>

<bean id="afterAclCollectionRead" class="org.springframework.securi
<sec:custom-after-invocation-provider/>
<constructor-arg ref="aclService"/>
<constructor-arg>
<list>
<util:constant static-field="org.springframework.securi
<util:constant static-field="org.springframework.securi
</list>
</constructor-arg>
</bean>

afterAclRead P] LAIZHI B MR B G B LAE /R |, afterAclCollectionRead) FH
;EL/)E(* (=] EF' uﬁB%TJ%T Lllmmo 6]

313X # I bean#B & B T custom-after-invocation-providerfi 2 |, ¥/ TI0AR
REFIKTEYITY , FEF{19MessageService.javaFR IR B 75,5780
Secured;¥#% , ZIEENIFPIARIENR T,

@Secured({"ROLE_USER", "AFTER_ACL_READ"})
public Message get(Long id) {
for (Message message : list) {



if (message.getId().equals(id)) {
return message;
3
3
return null;

}

@Secured({"ROLE_USER", "AFTER_ACL_COLLECTION_READ"})

public List getAll() {
return list;
}

LXJ:?jﬁxESpring Security Sz $58JACL , 1R E/R T DELETE— *':F'T%)R . #
ZmE Tz ZRxmEEEXH , EEERMEENRIES |, X/MEC

%Iﬂ%z?f REITLIEE , WA AE 1%2Huﬁaﬁuser*l]resourceﬁ‘_f 11X L

aclfY{5 B &R & ElldatabaseFIE ? B EIIL /\?HI]IET_%J,’E'E’JIEU

(6] ix M5 a5| 5 —NRHmMEE , BFF , —BHNEREFEANSSQLIIS R , EE RS
EEENRRNIEE , BRESHERENERN , YHIMSQLIEAKEBITDBMS R APRHIRT |
DA TR T LA B T

L—n L—% F—n
2[4y IV. ACLE il =Rl =R V. SRIESEER
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FTBRE , KPR EMERENANBERR , XM — ] EENNPRIE
PAN
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FA G EF Spring Securityig AV ilterSEIPURL R AIAN PRIZHI , {F P Spring
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24.1. L EEE

EEmaven2fE nEZMMET R , MEBRMHENSERE =K , X&
{ERRRFRIN T AT

com.family168.springsecuritybook:ch101:war:0.1

+- org.springframework.security:spring-security-taglibs:jar:2.
| +- org.springframework.security:spring-security-core:jar:2.
| +- org.springframework:spring-core:jar:2.0.8:compile

| +- org.springframework:spring-context:jar:2.0.8:compile
| | \- aopalliance:aopalliance:jar:1.0:compile

| +- org.springframework:spring-aop:jar:2.0.8:compile

| +- org.springframework:spring-support:jar:2.0.8:runtime
| +- commons-logging:commons-logging:jar:1.1.1:compile

| +- commons-codec:commons-codec:jar:1.3:compile

| \- commons-collections:commons-collections:jar:3.2:compile

+- org.springframework.security:spring-security-acl:jar:2.0.4:co
I

I

\ -

0.4:c
0.4:c

\- org.springframework:spring-jdbc:jar:2.0.8:compile
\- org.springframework:spring-dao:jar:2.0.8:compile

org.springframework:spring-web:jar:2.0.8:compile

| \- org.springframework:spring-beans:jar:2.0.8:compile

+- hsqldb:hsqldb:jar:1.8.0.7:compile

+- javax.servlet:servlet-api:jar:2.4:provided

+- taglibs:standard:jar:1.1.2:compile

+- javax.servlet:jstl:jar:1.1.2:compile

\- net.sf.ehcache:ehcache:jar:1.6.0:compile

MERBEREMIT .

+ ch101/
+ src/
+ main/
+ java/®
+ com/
+ family168/
+ springsecuritybook/
+ chi01
* UserBean.java
* UserManager.java
* UserServlet.java
+ resources/
+ hsqldbh/@



* test.properties
* test.scripts
* applicationContext-security.xml®
* applicatoinContext-service.xml®
+ webapp/@
+ includes/
* error.jsp
header. jsp
message. jsp
meta.jsp
taglibs.jsp
+ scripts/
* jquery.min.js
* jquery.validate.pack.js
* messages_cn.js
+ WEB-INF/
* web.xml
index.jsp
login.jsp
user-changePassword. jsp
user-create.jsp
user-edit.jsp
user-list.jsp
user-view.jsp
+ test/
+ resources/
* pom.xml

* X X X

* %k % ok Kk ok

src/main/java/ B 3k N & Fr B Rjavailf XL,

src/main/resources/hsgldb/ B 3% T 5 & Ehsqldb EUE EE R4S M FN7E R X
o

RERIZHIME X BVEEE X .

H1TR P EEMNREIRFFEECE XM,



®  src/main/webapp/ B & T 1E&E web i B Fr E #9JavaScript Bl & 5jsp X4,



242. ARPE S

AFPFEERARAEEAREHITIRME, BXREEXERTENNEA ,
BEESEZRNET, 222

—ERE
AP
Y.
BB 2 A 2B RE
B | =2F |

24.1. BFE R

A T ERHNEEMIZ 7 MANHFadmin/adminFluser/user , ] H&E/RH
HOEIRE EE S K test.scripts ] AB EI A P E R A R INZ T M A A2,

INSERT INTO USERS VALUES('admin', 'ceb4f32325eda6142bd65215f4c0f371"'
INSERT INTO USERS VALUES('user', '47a733d60998c719cf3526ae7d106d13"',’
INSERT INTO AUTHORITIES VALUES('admin', 'ROLE_ADMIN')

INSERT INTO AUTHORITIES VALUES('admin', 'ROLE_USER')

INSERT INTO AUTHORITIES VALUES('user', 'ROLE_USER'")

ATRALREEL , BAZEBER T mds5HsaltValuedFH TI0% |, Xt AYED
EXHE apphcatlonContext—securlt.xmlEF'O

<authentication-provider user-service-ref="userDetailsManager">
<password-encoder ref="passwordEncoder'">
<salt-source user-property="username'"/>
</password-encoder>
</authentication-provider>



243 %F1I:|IL;\§IJ§
RAPERRNZEEHEARAFPERYIR,

Create lUser username: user | Change Password | Logout
| Username | Password | Enabled | Authorities | Operation

ladmin |[PROTECTED]  [true [ROLE_ADMIN, ROLE_USER View | Update | Remove

luser |[PROTECTED]  |true ROLE_UJSER. View | Update | Remove

& 24.2. AFP{EEYITFR

EREFFERAPEERERIMUE J9/user.do?action=list , X MERIGZZH
UserSerVIet javaftiB |, FElist) 5 1ﬂFﬁUserManager. JavaE’J getAll) 515K
SEUERE EF'FﬁﬁE’JFﬁFWn 2.

/**
* get all of user.
*/
public List<UserBean> getAll() {
String sql = "select username, password, enabled,authority"
+ " from users u inner join authorities a on u.username=a.u
List<Map> list = jdbcTemplate.queryForList(sql);

List<UserBean> userList = new ArraylList<UserBean>();
UserBean ub = null;
for (Map map : list) {
if (ub == null) {
ub = new UserBean((String) map.get("username"),
(String) map.get('"password"),
(Boolean) map.get("enabled"));
ub.addAuthority((String) map.get("authority"));
} else if (ub.getUsername().equals(map.get("username"))) {
ub.addAuthority((String) map.get("authority"));
} else {
userList.add(ub);
//
ub = new UserBean((String) map.get("username"),



(String) map.get("password"),
(Boolean) map.get("enabled"));
ub.addAuthority((String) map.get("authority"));

}
}
if ('list.isEmpty()) {
userList.add(ub);
}

return userList;

getAl) A EPRBVRERREBMAFEREELER , FIEHEF,E RN N
MPRLAFRE—#E , FHIFRESHBIRIRE R Huser- hst]spﬂﬁ_u_mo HFEZe
E%E’J%}ﬁ’ BMERLE LT 7TINZ , Bt EEEIR EAE AR
V1D,



24.4. RN F
S TEA AR Create User®] LA NN PRI ME,

Bacl username: user | Change Password | Logout

—Create User

Username: f=

Password: |®

Confirm Password: I.

Enabled: i
buthorities: |:-:
Brsn | E2E |

24.3. RINAF

NRIRIERIN , SREFEERRIN—FAPICE , MENANRER |
AEARAFPYRIEHRZRAIET.

Create lUser username: user | Change Password | Logout

| Username | Password | Enabled | Authorities | Operation

ladmin |[PROTECTED]  |true [ROLE_ADNIN, ROLE_USER View | Update | Remove
luser |[PROTECTED]  |true ROLE_UJSER View | Update | Remove
|x |[FROTECTED] |true |x Wiew | Update | Remove

24.4. 1R VERLTH

NRIFERMN , IHELRARMNNE , ARRERER.



Back username: user | Change Password | Lozout

user already exists.

—Create lUszer

Username:

|
Password: |
Confirm Password: |
Enabled: W
Authorities: |
Brgm | BE |

24.5. 1EEERIR

RN FIRVEITFIER |, UserServlet.javafP fsave() /% i R B K IkIE S5 51E
& , UserManager.javaffYsave() 5 iE D1 =TI R RBIREALBIRE,

/**
* create a new user and insert he to database.
*/
public void save(String username, String password, boolean enabled,
GrantedAuthority[] gas = new GrantedAuthority[authorities.lengt
for (int 1 0; 1 < authorities.length; i++) {
gas[i] new GrantedAuthorityImpl(authorities[i].trim());
3

String encodedPassword = passwordEncoder.encodePassword(passwor
UserDetails ud = new User(username, encodedPassword, enabled, t
userDetailsManager.createUser(ud);

XEHNEZFTERNEBS.
F—85 , EBRH BRI PREE %R A GrantedAuthorityZ44H , HIEFiR
OB F.

EEn ?kﬂ]f_ﬁﬁﬁﬁ)t‘ B ZHl , BERRERMBAXZEER
passwordEncoderL 17N encodePassword()Tj' EZRERRINZENNZEE
%, FH{EHusernamefE jj saltValueﬂ'JL EEITINE



R2E , AT RMNEIEAER I —MUserDetails 3T &R , FHRFEIIEE
B, BALESER BRI P HIRLE,



24.5. (ZBXRFPER
FEF P BIR TUEIA IR — SR A P E B TS,

Back username: user | Change Password | Logout
Edit User
Username: X
Enabled: 2
Authorities: |z
Brsm | 22 |
24.6. {ECRFF

1832 4E 5 UserManager.javad Bupdate() J3 7% X i,

/**
* update a user information, includes username, enabled or authori
*/
public void update(String username, boolean enabled, String[] autho
GrantedAuthority[] gas = new GrantedAuthority[authorities.lengt
for (int 1 0; 1 < authorities.length; i++) {
gas[i] new GrantedAuthorityImpl(authorities[i].trim());
3

UserDetails oldUserDetails = userDetailsManager.loadUserByUsern
UserDetails ud = new User(username,
oldUserDetails.getPassword(),
enabled,
oldUserDetails.isAccountNonExpired(),
oldUserDetails.isAccountNonLocked(),
oldUserDetails.isCredentialsNonExpired(),
gas);
userDetailsManager.updateUser(ud);

EREAFPERTERENA,EN , LA ARFEZRITERIMNE



X B e] BABUCVIB A UserDetailsManager 12 fft BJupdateUser() /5% , ESE T
1B R P &R,

AJUAEEREAFINFAES.

Back username: user | Change Password | Logout
Uzer Info
Username: X
Password: [FROTECTED]
Enakled: true

buthorities: x

24.7. MGG EHFPEE

iR BB P IRE S B IRIRIER AL , UserDetailsManager& B/ 1 I
ZFREE , AEEOHIAREIE,



24.6. {228 B S HI =15

FAF5:R4A _EAE—/ Change PasswordfiJ§41% , EARERLHTIERERS
FF =4,

Back username: user | Change Password | Logout

Change User’ s Password

0ld Password: |

New Password: |

Confirm Password: |

Bram | =% |

[E] 24.8. {E4321G

fEUserManager.javali 38 , B ISIBA—18&78 changePassword() MFEE
XNAES EEfﬁ]_/\%;@zﬁloldPasswordﬂl newPassword , 1X Bt E A {E R Tﬂz

AIREAN S HITIAL , FELXTLM"PCEE&EPEEU , Fllh
oldPasswordFlnewPassword&B# 1T 7 I =512 4E,

/**
* let current user change password.
*/
public void changePassword(String oldPassword, String newPassword)
UserDetails userDetails = (UserDetails) SecurityContextHolder.g
.getAuthentication()
.getPrincipal();
String username = userDetails.getUsername();

String encodedOldPassword = passwordEncoder.encodePassword(oldP
String encodedNewPassword = passwordEncoder.encodePassword(newP
userDetailsManager.changePassword(encodedOldPassword, encodedNe

XN A AEMRERREL VRSN ERAFPEEN— 1 HESE



B, ERFEREER S , BATER ] MERXFEN AN EERE
SecurityContextP R FHIERAFER,

Ztt , FAE FSpring SecurityTehl T — PN TR EER R LGS | 54
KXR87Ech401,
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16.1. BE A I\

ExmlFRIISwitchUserfIEC &,

<beans:bean id="switchUserProcessingFilter"
class="org.springframework.security.ui.switchuser.SwitchUse
<custom-filter position="SWITCH_USER_FILTER" />
<beans:property name="userDetailsService"
ref="org.springframework.security.userdetails.memory.InMemo
<beans:property name="targetUrl" value="/index.jsp"/>
</beans:bean>

EEE5|HRZF R userDetailsServicefE )3 PR , iRIEXY M Ausername
xfStliRE A FPRERAMNER , B IEZEAcustom-filtertF Zid i 23 14 E!
S ER B | JERWIRTE AR IEIEA PR AYFilterSecurityInterceptor Z 5
XFFe] LAIE R S 1A P RS RE %A FRIIEER,

WE , N UAER AR ERANIRBFPX—INEET , BT A&

19 /j_spring_security_switch_user?j_username=usert]]#2%/j_username?g € Y F
P, XM URER S BB FPRERIINE, SEEROTEEGAF
B , REEEiT/j_spring_security_exit_userf °] LA R ZI IR BIHIR S,



16.2. SLAE R

MEBNTEASLG , BEERTHEHFITER, AL TNETS ,
admin/adminFi P~ R ﬁ'élfil'ﬂ B2 D1 Eadmin.jsp , ANBEIIO)user.jsp , user/user

FiF R geian) & {E DT HEuser.jsp , Kﬁblﬁllﬂadmm iSPo

MEBNUNEEGBNEREG , FENRE user/userAF , AJAE
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<http auto-config='true'>
<intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" require
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public interface Authentication extends Principal, Serializable {
GrantedAuthority[] getAuthorities();®
Object getCredentials();®
Object getDetails();®
Object getPrincipal();®
boolean isAuthenticated();

void setAuthenticated(boolean isAuthenticated)
throws IllegalArgumentException;
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E.1. User

create table users(
username varchar_ignorecase(50) not null primary key,
password varchar_ignorecase(50) not null,
enabled boolean not null

)i

create table authorities (

username varchar_ignorecase(50) not null,

authority varchar_ignorecase(50) not null,

constraint fk_authorities_users foreign key(username) reference
)

create unique index ix_auth_username on authorities (username,autho



E.2. Group

create table groups (
id bigint generated by default as identity(start with 0) primar
group_name varchar_ignorecase(50) not null

)i

create table group_authorities (
group_id bigint not null,
authority varchar(50) not null,
constraint fk_group_authorities_group foreign key(group_id) ref

)i

create table group_members (
id bigint generated by default as identity(start with 0) primar
username varchar(50) not null,
group_id bigint not null,
constraint fk_group_members_group foreign key(group_id) referen

)i



E.3. RememberMe

create table persistent_logins (

)i

username varchar(64) not null,
series varchar(64) primary key,
token varchar(64) not null,
last_used timestamp not null



E.4. ACL

create table acl_sid (

)i

id bigint generated by default as identity(start with 100) not

principal boolean not null,
sid varchar_ignorecase(100) not null,
constraint unique_uk_1 unique(sid, principal)

create table acl_class (

)i

id bigint generated by default as identity(start with 100) not
class varchar_ignorecase(100) not null,
constraint unique_uk_2 unique(class)

create table acl object_identity (

)i

id bigint generated by default as identity(start with 100) not
object_id_class bigint not null,

object_id_identity bigint not null,

parent_object bigint,

owner_sid bigint not null,

entries_inheriting boolean not null,

constraint unique_uk_3 unique(object_id_class,object_id_identit
constraint foreign_fk_ 1 foreign key(parent_object) references a
constraint foreign_fk_2 foreign key(object_id_class) references
constraint foreign_fk_3 foreign key(owner_sid) references acl_s

create table acl_entry (

)i

id bigint generated by default as identity(start with 100) not
acl_object_identity bigint not null,ace_order int not null, sid
mask integer not null,granting boolean not null,audit_success b
audit_failure boolean not null,

constraint unique_uk_4 unique(acl_object_identity, ace_order),
constraint foreign_fk_4 foreign key(acl_object_identity) refere
constraint foreign_fk_5 foreign key(sid) references acl_sid(id)
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	第 6 章 控制用户信息让我们来研究一些与用户信息相关的功能，包括为用户密码加密，缓存用户信息，获得系统当前登陆的用户，获得登陆用户的所有权限。6.1. MD5加密任何一个正式的企业应用中，都不会在数据库中使用明文来保存密码的，我们在之前的章节中都是为了方便起见没有对数据库中的用户密码进行加密，这在实际应用中是极为幼稚的做法。可以想象一下，只要有人进入数据库就可以看到所有人的密码，这是一件多么恐怖的事情，为此我们至少要对密码进行加密，这样即使数据库被攻破，也可以保证用户密码的安全。最常用的方法是使用MD5算法对密码进行摘要加密，这是一种单项加密手段，无法通过加密后的结果反推回原来的密码明文。为了使用MD5对密码加密，我们需要修改一下配置文件。 <authentication-provider> <password-encoder hash="md5"/> <jdbc-user-service data-source-ref="dataSource"/> </authentication-provider> 上述代码中新增的黄色部分，将启用md5算法。这时我们在数据库中保存的密码已经不再是明文了，它看起来像是一堆杂乱无章的乱码。 INSERT INTO USERS VALUES('admin','21232f297a57a5a743894a0e4a801fc3',TRUE) INSERT INTO USERS VALUES('user','ee11cbb19052e40b07aac0ca060c23ee',TRUE) 可以看到密码部分已经面目全非了，即使有人攻破了数据库，拿到这种“乱码”也无法登陆系统窃取客户的信息。这些配置对普通客户不会造成任何影响，他们只需要输入自己的密码，Spring Security会自动加以演算，将生成的结果与数据库中保存的信息进行比对，以此来判断用户是否可以登陆。这样，我们只添加了一行配置，就为系统带来了密码加密的功能。6.2. 盐值加密实际上，上面的实例在现实使用中还存在着一个不小的问题。虽然md5算法是不可逆的，但是因为它对同一个字符串计算的结果是唯一的，所以一些人可能会使用“字典攻击”的方式来攻破md5加密的系统[5]。这虽然属于暴力解密，却十分有效，因为大多数系统的用户密码都不回很长。实际上，大多数系统都是用admin作为默认的管理
	第 5 章 使用数据库管理资源国内对权限系统的基本要求是将用户权限和被保护资源都放在数据库里进行管理，在这点上Spring Security并没有给出官方的解决方案，为此我们需要对Spring Security进行扩展。5.1. 数据库表结构这次我们使用五张表，user用户表，role角色表，resc资源表相互独立，它们通过各自之间的连接表实现多对多关系。 -- 资源 create table resc( id bigint, name varchar(50), res_type varchar(50), res_string varchar(200), descn varchar(200) ); alter table resc add constraint pk_resc primary key(id); alter table resc alter column id bigint generated by default as identity(start with 1); -- 角色 create table role( id bigint, name varchar(50), descn varchar(200) ); alter table role add constraint pk_role primary key(id); alter table role alter column id bigint generated by default as identity(start with 1); -- 用户 create table user( id bigint, username varchar(50), password varchar(50), status integer, descn varchar(200) ); alter table user add constraint pk_user primary key(id); alter table user alter column id bigint generated by default as identity(start with 1); -- 资源角色连接表 create table resc_role( resc_id bigint, role_id bigint );
	第 4 章 自定义登陆页面Spring Security虽然默认提供了一个登陆页面，但是这个页面实在太简陋了，只有在快速演示时才有可能它做系统的登陆页面，实际开发时无论是从美观还是实用性角度考虑，我们都必须实现自定义的登录页面。4.1. 实现自定义登陆页面自己实现一个login.jsp，放在src/main/webapp/目录下。 + ch04/ + src/ + main/ + resources/ * applicationContext.xml + webapp/ + WEB-INF/ * web.xml * admin.jsp * index.jsp * login.jsp + test/ + resources/ * pom.xml 4.2. 修改配置文件在xml中的http标签中添加一个form-login标签。 <http auto-config='true'> <intercept-url pattern="/login.jsp" access="IS_AUTHENTICATED_ANONYMOUSLY" /> <intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" /> <intercept-url pattern="/**" access="ROLE_USER" /> <form-login login-page="/login.jsp" authentication-failure-url="/login.jsp?error=true" default-target-url="/" /> </http> 让没登陆的用户也可以访问login.jsp。[2]这是因为配置文件中的“/**”配置，要求用户访问任意一个系统资源时，必须拥有ROLE_USER角色，/login.jsp也不例外，如果我们不为/login.jsp单独配置访问权限，会造成用户连登陆的权限都没有，这是不正确的。 login-page表示用户登陆时显示我们自定义的login.jsp。这时我们访问系统显示的登陆页面将是我们上面创建的login.jsp。 authentication-failure-url表示用户登陆失败时，跳转到哪个页面。当用户输入的登录名和密码不正确时，系统将再次跳转到/login.jsp，并添加一个error
	第 7 章 图解过滤器图 7.1. auto-config='true'时的过滤器列表7.1. HttpSessionContextIntegrationFilter图 7.2. org.springframework.security.context.HttpSessionContextIntegrationFilter位于过滤器顶端，第一个起作用的过滤器。用途一，在执行其他过滤器之前，率先判断用户的session中是否已经存在一个SecurityContext了。如果存在，就把SecurityContext拿出来，放到SecurityContextHolder中，供Spring Security的其他部分使用。如果不存在，就创建一个SecurityContext出来，还是放到SecurityContextHolder中，供Spring Security的其他部分使用。用途二，在所有过滤器执行完毕后，清空SecurityContextHolder，因为SecurityContextHolder是基于ThreadLocal的，如果在操作完成后清空ThreadLocal，会受到服务器的线程池机制的影响。7.2. LogoutFilter图 7.3. org.springframework.security.ui.logout.LogoutFilter只处理注销请求，默认为/j_spring_security_logout。用途是在用户发送注销请求时，销毁用户session，清空SecurityContextHolder，然后重定向到注销成功页面。可以与rememberMe之类的机制结合，在注销的同时清空用户cookie。7.3. AuthenticationProcessingFilter图 7.4. org.springframework.security.ui.webapp.AuthenticationProcessingFilter处理form登陆的过滤器，与form登陆有关的所有操作都是在此进行的。默认情况下只处理/j_spring_security_check请求，这个请求应该是用户使用form登陆后的提交地址，form所需的其他参数可以参考：???。此过滤器执行的基本操作时，通过用户名和密码判断用户是否有效，如果登录成功就跳转到成功页面（可能是登陆之前访问
	第 1 章 一个简单的HelloWorldSpring Security中可以使用Acegi-1.x时代的普通配置方式，也可以使用从2.0时代才出现的命名空间配置方式，实际上这两者实现的功能是完全一致的，只是新的命名空间配置方式可以把原来需要几百行的配置压缩成短短的几十行。我们的教程中都会使用命名空间的方式进行配置，凡事务求最简。1.1. 配置过滤器为了在项目中使用Spring Security控制权限，首先要在web.xml中配置过滤器，这样我们就可以控制对这个项目的每个请求了。 <filter> <filter-name>springSecurityFilterChain</filter-name> <filter-class>org.springframework.web.filter.DelegatingFilterProxy</filter-class> </filter> <filter-mapping> <filter-name>springSecurityFilterChain</filter-name> <url-pattern>/*</url-pattern> </filter-mapping> 所有的用户在访问项目之前，都要先通过Spring Security的检测，这从第一时间把没有授权的请求排除在系统之外，保证系统资源的安全。关于过滤器配置的更多讲解可以参考http://www.family168.com/tutorial/jsp/html/jsp-ch-07.html#jsp-ch-07-03-01。1.2. 使用命名空间在applicationContext.xml中使用Spring Security提供的命名空间进行配置。 <?xml version="1.0" encoding="UTF-8"?> <beans:beans xmlns="http://www.springframework.org/schema/security" xmlns:beans="http://www.springframework.org/schema/beans" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.springfram
	第 3 章 自定义数据库表结构Spring Security默认提供的表结构太过简单了，其实就算默认提供的表结构很复杂，也无法满足所有企业内部对用户信息和权限信息管理的要求。基本上每个企业内部都有一套自己的用户信息管理结构，同时也会有一套对应的权限信息体系，如何让Spring Security在这些已有的数据结构之上运行呢？3.1. 自定义表结构假设我们实际使用的表结构如下所示： -- 角色 create table role( id bigint, name varchar(50), descn varchar(200) ); alter table role add constraint pk_role primary key(id); alter table role alter column id bigint generated by default as identity(start with 1); -- 用户 create table user( id bigint, username varchar(50), password varchar(50), status integer, descn varchar(200) ); alter table user add constraint pk_user primary key(id); alter table user alter column id bigint generated by default as identity(start with 1); -- 用户角色连接表 create table user_role( user_id bigint, role_id bigint ); alter table user_role add constraint pk_user_role primary key(user_id, role_id); alter table user_role add constraint fk_user_role_user foreign key(user_id) references user(id); alter table user_role add constraint fk_user_role_role foreign key(role_id) r
	第 8 章 管理会话多个用户不能使用同一个账号同时登陆系统。8.1. 添加监听器在web.xml中添加一个监听器，这个监听器会在session创建和销毁的时候通知Spring Security。 <listener> <listener-class>org.springframework.security.ui.session.HttpSessionEventPublisher</listener-class> </listener> 这种监听session生命周期的监听器主要用来收集在线用户的信息，比如统计在线用户数之类的事。有关如何自己编写listener统计在线用户数，可以参考：http://family168.com/tutorial/jsp/html/jsp-ch-08.html8.2. 添加过滤器在xml中添加控制同步session的过滤器。 <http auto-config='true'> <intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" /> <intercept-url pattern="/**" access="ROLE_USER" /> <concurrent-session-control/> </http> 因为Spring Security的作者不认为控制会话是一个大家都经常使用的功能，所以concurrent-session-control没有包含在默认生成的过滤器链中，在我们需要使用它的时候，需要自己把它添加到http元素中。这个concurrent-session-control对应的过滤器类是org.springframework.security.concurrent.ConcurrentSessionFilter，它的排序代码是100，它会被放在过滤器链的最顶端，在所有过滤器使用之前起作用。8.3. 控制策略8.3.1. 后登陆的将先登录的踢出系统默认情况下，后登陆的用户会把先登录的用户踢出系统。想测试一下的话，先打开firefox使用user/user登陆系统，然后再打开ie使用user/user登陆系统。这时ie下的user用户会登陆成功，进入登陆成功页面。而firefox下的用户如何刷新页面，就会显示如下信息： This session has been e
	第 10 章 basic认证basic认证是另一个常用的认证方式，与表单认证不同的是，basic认证常用于无状态客户端的验证，比如HttpInvoker或者Web Service的认证，这种场景的特点是客户端每次访问应用时，都在请求头部携带认证信息，一般就是用户名和密码，因为basic认证会传递明文，所以最好使用https传输数据。10.1. 配置basic验证如果在http中配置了auto-config="true"我们就不用再添加任何配置了，默认配置中已经包含了Basic认证功能。但是这同时也会激活form-login，因此我们将演示仅有basic验证的场景，为此需要去掉配置文件中的auto-config="true"。 <http auto-config="true"> <http-basic /> <intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" /> <intercept-url pattern="/" access="ROLE_USER" /> </http> 删除了auto-config="true"之后，还要记得添加http-basic标签，这样我们的系统将仅仅使用basic认证方式来实现用户登录。现在我们访问系统时，不会再进入之前的登录页面，而是会显示浏览器原生的登录对话框。图 10.1. basic登录登录成功之后，我们可以在HTTP请求头部看到basic验证所需的属性Authorization。图 10.2. HTTP请求头最后需要注意的是，因为basic认证不使用session，所以无法与rememberMe功用。10.2. 编程实现basic客户端下面我们来示范一下如何使用basic认证。假设我们在basic.jsp中需要远程调用http://localhost:8080/ch10/admin.jsp的内容。这时为了能够通过Spring Security的权限检测，我们需要在请求的头部加上basic所需的认证信息。 String username = "admin"; String password = "admin"; byte[] token = (username + ":" + password).getBytes("utf-8"); String authorizati
	第 12 章 自动登录如果用户一直使用同一台电脑上网，那么他可能希望不要每次上网都要进行登录这道程序，他们希望系统可以记住自己一段时间，这样用户就可以无需登录直接登录系统，使用其中的功能。rememberMe就给我们提供了这样一种便捷途径。12.1. 默认策略在配置文件中使用auto-config="true"就会自动启用rememberMe，之后，只要用户在登录时选中checkbox就可以实现下次无需登录直接进入系统的功能。图 12.1. 选中rememberMe默认有效时间是两周，启用rememberMe之后的两周内，用户都可以直接跳过系统，直接进入系统。实际上，Spring Security中的rememberMe是依赖cookie实现的，当用户在登录时选择使用rememberMe，系统就会在登录成功后将为用户生成一个唯一标识，并将这个标识保存进cookie中，我们可以通过浏览器查看用户电脑中的cookie。图 12.2. rememberMe cookie从上图中，我们可以看到Spring Security生成的cookie名称是SPRING_SECURITY_REMEMBER_ME_COOKIE，它的内容是一串加密的字符串，当用户再次访问系统时，Spring Security将从这个cookie读取用户信息，并加以验证。如果可以证实cookie有效，就会自动将用户登录到系统中，并为用户授予对应的权限。12.2. 持久化策略rememberMe的默认策略会将username和过期时间保存到客户主机上的cookie中，虽然这些信息都已经进行过加密处理，不过我们还可以使用安全级别更高的持久化策略。在持久化策略中，客户主机cookie中保存的不再用username，而是由系统自动生成的序列号，在验证时系统会将客户cookie中保存的序列号与数据库中保存的序列号进行比对，以确认客户请求的有效性，之后在比对成功后才会从数据库中取出对应的客户信息，继续进行认证和授权等工作。这样即使客户本地的cookie遭到破解，攻击者也只能获得一个序列号，而不是用户的登录账号。如果希望使用持久化策略，我们需要先在数据库中创建rememberMe所需的表。 create table persistent_logins ( username varchar(64) not null, se
	第 13 章 匿名登录匿名登录，即用户尚未登录系统，系统会为所有未登录的用户分配一个匿名用户，这个用户也拥有自己的权限，不过他是不能访问任何被保护资源的。设置一个匿名用户的好处是，我们在进行权限判断时，可以保证SecurityContext中永远是存在着一个权限主体的，启用了匿名登录功能之后，我们所需要做的工作就是从SecurityContext中取出权限主体，然后对其拥有的权限进行校验，不需要每次去检验这个权限主体是否为空了。这样做的好处是我们永远认为请求的主体是拥有权限的，即便他没有登录，系统也会自动为他赋予未登录系统角色的权限，这样后面所有的安全组件都只需要在当前权限主体上进行处理，不用一次一次的判断当前权限主体是否存在。这就更容易保证系统中操作的一致性。13.1. 配置文件在配置文件中使用auto-config="true"就会启用匿名登录功能。在启用匿名登录之后，如果我们希望允许未登录就可以访问一些资源，可以在进行如下配置。 <http auto-config='true'> <intercept-url pattern="/" access="IS_AUTHENTICATED_ANONYMOUSLY" /> <intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" /> <intercept-url pattern="/**" access="ROLE_USER" /> </http> 在access中指定IS_AUTHENTICATED_ANONYMOUSLY后，系统就知道此资源可以被匿名用户访问了。当未登录时访问系统的“/”，就会被自动赋以匿名用户的身份。我们可以使用taglib获得用户的权限主体信息。 <div> username : <sec:authentication property="name"/> | authorities: <sec:authentication property="authorities" var="authorities" scope="page"/> <c:forEach items="${authorities}" var="authority"> ${authority.authority} </c:forEach> </div> 当用户访问系统时，就会
	第 14 章 防御会话伪造14.1. 攻击场景session fixation会话伪造攻击是一个蛮婉转的过程。比如，当我要是使用session fixation攻击你的时候，首先访问这个网站，网站会创建一个会话，这时我可以把附有jsessionid的url发送给你。 http://unsafe/index.jsp;jsessionid=1pjztz08i2u4i 你使用这个网址访问网站，结果你和我就会公用同一个jsessionid了，结果就是在服务器中，我们两人使用的是同一个session。这时我只要祈求你在session过期之前登陆系统，然后我就可以使用jsessionid直接进入你的后台了，然后可以使用你在系统中的授权做任何事情。简单来说，我创建了一个session，然后把jsessionid发给你，你傻乎乎的就使用我的session进行了登陆，结果等于帮我的session进行了授权操作，结果就是我可以使用一开始创建的session进入系统做任何事情了。与会话伪造的详细信息可以参考http://en.wikipedia.org/wiki/Session_fixation。14.2. 解决会话伪造解决session fix的问题其实很简单，只要在用户登录成功之后，销毁用户的当前session，并重新生成一个session就可以了。Spring Security默认就会启用session-fixation-protection，这会在登录时销毁用户的当前session，然后为用户创建一个新session，并将原有session中的所有属性都复制到新session中。如果希望禁用session-fixation-protection，可以在http中将session-fixation-protection设置为none。 <http auto-config='true' session-fixation-protection="none"> <intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" /> <intercept-url pattern="/**" access="ROLE_USER" /> </http> session-fixation-protection的值共有三个可供选择，none，migra
	第 2 章 使用数据库管理用户权限上一章节中，我们把用户信息和权限信息放到了xml文件中，这是为了演示如何使用最小的配置就可以使用Spring Security，而实际开发中，用户信息和权限信息通常是被保存在数据库中的，为此Spring Security提供了通过数据库获得用户权限信息的方式。2.1. 修改配置文件为了从数据库中获取用户权限信息，我们所需要的仅仅是修改配置文件中的authentication-provider部分。将上一章配置文件中的user-service替换为jdbc-user-service，替换内容如下所示： <authentication-provider> <user-service> <user name="admin" password="admin" authorities="ROLE_USER, ROLE_ADMIN" /> <user name="user" password="user" authorities="ROLE_USER" /> </user-service> </authentication-provider> 将上述红色部分替换为下面黄色部分。 <authentication-provider> <jdbc-user-service data-source-ref="dataSource"/> </authentication-provider> 现在只要再为jdbc-user-service提供一个dataSource就可以让Spring Security使用数据库中的权限信息了。在此我们使用spring创建一个演示用的dataSource实现，这个dataSource会连接到hsqldb数据库，从中获取用户权限信息。[1] <beans:bean id="dataSource" class="org.springframework.jdbc.datasource.DriverManagerDataSource"> <beans:property name="driverClassName" value="org.hsqldb.jdbcDriver"/> <beans:property name="url" value="jdbc:hsqldb:res:/hsqldb/test"/> <beans:prope
	第 9 章 单点登录所谓单点登录，SSO(Single Sign On)，就是把N个应用的登录系统整合在一起，这样一来无论用户登录了任何一个应用，都可以直接以登录过的身份访问其他应用，不用每次访问其他系统再去登陆一遍了。Spring Security没有实现自己的SSO，而是整合了耶鲁大学单点登陆(JA-SIG)，这是当前使用很广泛的一种SSO实现，它是基于中央认证服务CAS(Center Authentication Service)的结构实现的，可以访问它们的官方网站获得更详细的信息http://www.jasig.org/cas。在了解过这些基础知识之后，我们可以开始研究如何使用Spring Security实现单点登录了。9.1. 配置JA-SIG从JA-SIG的官方网站下载cas-server，本文写作时的最新稳定版为3.3.2。http://www.ja-sig.org/downloads/cas/cas-server-3.3.2-release.zip。将下载得到的cas-server-3.3.2-release.zip文件解压后，可以得到一大堆的目录和文件，我们这里需要的是modules目录下的cas-server-webapp-3.3.2.war。把cas-server-webapp-3.3.2.war放到ch09\server目录下，然后执行run.bat就可启动CAS中央认证服务器。我们已在pom.xml中配置好了启用SSL所需的配置，包括使用的server.jks和对应密码，之后我们可以通过https://localhost:9443/cas/login访问CAS中央认证服务器。图 9.1. 登陆页面默认情况下，只要输入相同的用户名和密码就可以登陆系统，比如我们使用user/user进行登陆。图 9.2. 登陆成功这就证明中央认证服务器已经跑起来了。下一步我们来配置Spring Security，让它通过中央认证服务器进行登录。9.2. 配置Spring Security9.2.1. 添加依赖首先要添加对cas的插件和cas客户端的依赖库。因为我们使用了maven2，所以只需要在pom.xml中添加一个依赖即可。 <dependency> <groupId>org.springframework.security</groupId> <art
	第 11 章 标签库Spring Security提供的标签库，主要的用途是为了在视图层直接访问用户信息，再者就是为了对显示的内容进行权限管理。11.1. 配置taglib如果需要使用taglib，首先要把spring-security-taglibs-2.0.4.jar放到项目的classpath下，这在文档附带的实例中已经配置好了依赖。剩下 的只要在jsp上添加taglib的定义就可以使用标签库了。 <%@ taglib prefix="sec" uri="http://www.springframework.org/security/tags"%> 11.2. authenticaitonauthentication的功能是从SecurityContext中获得一些权限相关的信息。可以用它获得当前登陆的用户名： <sec:authentication property="name"/> 获得当前用户所有的权限，把权限列表放到authorities变量里，然后循环输出权限信息： <sec:authentication property="authorities" var="authorities" scope="page"/> <c:forEach items="${authorities}" var="authority"> ${authority.authority} </c:forEach> 11.3. authorizeauthorize用来判断当前用户的权限，然后根据指定的条件判断是否显示内部的内容。 <sec:authorize ifAllGranted="ROLE_ADMIN,ROLE_USER"> admin and user </sec:authorize> <sec:authorize ifAnyGranted="ROLE_ADMIN,ROLE_USER"> admin or user </sec:authorize> <sec:authorize ifNotGranted="ROLE_ADMIN"> not admin </sec:authorize> ifAllGranted，只有当前用户同时拥有ROLE_ADMIN和ROLE_USER两个权限时，才能显示标签内部内容。 ifAnyGranted，如果当前用户拥有ROLE_ADMIN或RO
	第 15 章 预先认证预先认证是指用户在进入系统给钱，就已经通过某种机制进行过身份认证，请求中已经附带了身份认证的信息，这时我们只需要从获得这些身份认证信息，并对用户进行授权即可。CAS, X509等都属于这种情况。Spring Security中专门为这种系统外预先认证的情况提供了工具类，这一章我们来看一下如何使用Pre-Auth处理使用容器Realm认证的用户。15.1. 为jetty配置Realm首先在pom.xml中配置jetty所需的Realm。 <userRealms> <userRealm implementation="org.mortbay.jetty.security.HashUserRealm"> <name>Preauth Realm</name> <config>realm.properties</config> </userRealm> </userRealms> 用户，密码，以及权限信息都保存在realm.properties文件中。 admin: admin,ROLE_ADMIN,ROLE_USER user: user,ROLE_USER test: test 我们配置了三个用户，分别是admin, user和test，其中admin拥有ROLE_ADMIN和ROLE_USER权限，user拥有ROLE_USER权限，而test没有任何权限。下一步在src/webapp/WEB-INF/web.xml中配置登录所需的安全权限。 <login-config> <auth-method>BASIC</auth-method> <realm-name>Preauth Realm</realm-name> </login-config> <security-role> <role-name>ROLE_USER</role-name> </security-role> <security-role> <role-name>ROLE_ADMIN</role-name> </security-role> <security-constraint> <web-resource-collection> <web-resource-name>All areas</web-resource-name> <url-pattern>/*</url-patte
	第 18 章 digest认证digest认证比form-login和http-basic更安全的一种认证方式，尤其适用于不能使用https协议的场景。它与http-basic一样，都是不基于session的无状态认证方式。18.1. 配置digest验证因为digest不包含在命名空间中，所以我们需要配置额外的过滤器和验证入口。 <beans:bean id="digestProcessingFilter" class="org.springframework.security.ui.digestauth.DigestProcessingFilter"> <custom-filter position="BASIC_PROCESSING_FILTER" /> <beans:property name="authenticationEntryPoint" ref="digestProcessingFilterEntryPoint"/> <beans:property name="userDetailsService" ref="org.springframework.security.userdetails.memory.InMemoryDaoImpl"/> </beans:bean> <beans:bean id="digestProcessingFilterEntryPoint" class="org.springframework.security.ui.digestauth.DigestProcessingFilterEntryPoint"> <beans:property name="realmName" value="springsecurity"/> <beans:property name="key" value="changeIt"/> </beans:bean> 然后记得删除auto-config="true"，去除默认的form-login和http-basic认证，并添加对验证入口的引用。 <http auto-config="true" entry-point-ref="digestProcessingFilterEntryPoint"> <intercept-url pattern="/admin.jsp" access="ROLE_AD
	第 19 章 保护方法调用这里有三种方式可以选择：19.1. 控制全局范围的方法权限使用global-method-security和protect-point标签来管理全局范围的方法权限。为了在spring中使用AOP，我们要为项目添加几个依赖库。 <dependency> <groupId>cglib</groupId> <artifactId>cglib-nodep</artifactId> <version>2.1_3</version> </dependency> <dependency> <groupId>org.aspectj</groupId> <artifactId>aspectjrt</artifactId> <version>1.6.4</version> </dependency> <dependency> <groupId>org.aspectj</groupId> <artifactId>aspectjweaver</artifactId> <version>1.6.4</version> </dependency> 首先来看看我们将要保护的java类。 package com.family168.springsecuritybook.ch12; public class MessageServiceImpl implements MessageService { public String adminMessage() { return "admin message"; } public String adminDate() { return "admin " + System.currentTimeMillis(); } public String userMessage() { return "user message"; } public String userDate() { return "user " + System.currentTimeMillis(); } } 这里使用的是spring-2.0中的aop语法，对MessageService中所有以admin开头的方法进行权限控制，限制这些方法只能由ROLE_ADMIN调用。 <global-method-security> <protect-pointcut expr
	第 22 章 拦截器无论是Filter，MethodIntercepter，ACL都要用到AOP，实际上都是拦截器的概念，其中要用到AbstractSecurityInterceptor总拦截器，AfterInvocationManager后置拦截，authenticationManager验证管理器，可能还要用上RunAsManager。关于RunAsManager，官方文档给出的解释是，在HttpInvoker或者Web Service的情况下，当前用户的一些身份要转换成其他身份，这时就是用RunAsManager，默认将以RUN_AS_开头的权限名，改变成 ROLE_RUN_AS_开头的权限名，然后重新赋予当前认证主体是用。现在的问题是不清楚具体使用在什么场景。
	第 23 章 Spring Security中的ACLACL即访问控制列表(Access Controller List)，它是用来做细粒度权限控制所用的一种权限模型。对ACL最简单的描述就是两个业务员，每个人只能查看操作自己签的合同，而不能看到对方的合同信息。下面我们会介绍Spring Security中是如何实现ACL的。23.1. 准备数据库和aclServiceACL所需的四张表，表结构见附录：附录 E, 数据库表结构。然后我们需要配置aclService，它负责与数据库进行交互。23.1.1. 为acl配置cache默认使用ehcache，spring security提供了一些默认的实现类。 <bean id="aclCache" class="org.springframework.security.acls.jdbc.EhCacheBasedAclCache"> <constructor-arg ref="aclEhCache"/> </bean> <bean id="aclEhCache" class="org.springframework.cache.ehcache.EhCacheFactoryBean"> <property name="cacheManager" ref="cacheManager"/> <property name="cacheName" value="aclCache"/> </bean> 在ehcache.xml中配置对应的aclCache缓存策略。 <cache name="aclCache" maxElementsInMemory="1000" eternal="false" timeToIdleSeconds="600" timeToLiveSeconds="3600" overflowToDisk="true" /> 23.1.2. 配置lookupStrategy简单来说，lookupStrategy的作用就是从数据库中读取信息，把这些信息提供给aclService使用，所以我们要为它配置一个dataSource，配置中还可以看到一个aclCache，这就是上面我们配置的缓存，它会把资源最大限度的利用起来。 <bean id="lookupStrategy" class="org.springframewor
	第 24 章 最简控制台所谓的最简，实际上就是尽量利用现有资源，实现一个可管理的权限后台。我们将使用Spring Security提供的filter实现URL级的权限控制，使用Spring Security提供的UserDetailsManager实现用户管理，其中会包含用户密码加密和用户信息缓存。麻雀虽小，五脏俱全，如果想为自己的系统添加最简的权限后台，这一章将是不二之选。我们将在这个简易的控制台中实现如下功能：浏览用户，新增用户，修改用户，删除用户，修改密码，用户授权。24.1. 平台搭建选择maven2作为主要的构建工具，以便更加方便的管理第三方依赖，这章使用的依赖如下所示： com.family168.springsecuritybook:ch101:war:0.1 +- org.springframework.security:spring-security-taglibs:jar:2.0.4:compile | +- org.springframework.security:spring-security-core:jar:2.0.4:compile | | +- org.springframework:spring-core:jar:2.0.8:compile | | +- org.springframework:spring-context:jar:2.0.8:compile | | | \- aopalliance:aopalliance:jar:1.0:compile | | +- org.springframework:spring-aop:jar:2.0.8:compile | | +- org.springframework:spring-support:jar:2.0.8:runtime | | +- commons-logging:commons-logging:jar:1.1.1:compile | | +- commons-codec:commons-codec:jar:1.3:compile | | \- commons-collections:commons-collections:jar:3.2:compile | +- org.springframework.security:spring-security-acl:jar:
	第 16 章 切换用户Spring Security提供了一种称为切换用户的机制，可以使管理员免于进过登录的操作，直接切换当前用户，从而改变当前的操作权限。因为按照责权分离的原则，系统内的超级管理员应该只有管理权限，而没有操作权限，所以为了在改变操作后可以测试系统的操作，需要降低权限才可以进入操作界面，这时就可以使用切换用户的功能。16.1. 配置方式在xml中添加SwitchUser的配置。 <beans:bean id="switchUserProcessingFilter" class="org.springframework.security.ui.switchuser.SwitchUserProcessingFilter"> <custom-filter position="SWITCH_USER_FILTER" /> <beans:property name="userDetailsService" ref="org.springframework.security.userdetails.memory.InMemoryDaoImpl" /> <beans:property name="targetUrl" value="/index.jsp"/> </beans:bean> 它需要引用系统中的userDetailsService在切换用户时，根据对应的username获得切换后用户的信息和权限，我们还要使用custom-filter将该过滤器放到过滤器链中，注意必须放在用来验证权限的FilterSecurityInterceptor之后，这样可以控制当前用户是否拥有切换用户的权限。现在，我们可以在系统中使用切换用户这一功能了，我们可以通过/j_spring_security_switch_user?j_username=user切换到j_username指定的用户，这样可以快捷的获得目标用户的信息和权限。当需要返回管理员用户时，只需要通过/j_spring_security_exit_user就可以还原到切换前的状态。16.2. 实例演示现在我们进入实例，通过登录页面进行登录。因为实现了权责分离，admin/admin用户只能访问管理页面admin.jsp，不能访问user.jsp，user/user用户只能访问操作页面user.jsp，不能访问adm
	第 17 章 信道安全17.1. 设置信道安全为了加强安全级别，我们可以限制默写资源必须通过https协议才能访问。 <http auto-config='true'> <intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" requires-channel="https"/> <intercept-url pattern="/**" access="ROLE_USER" /> </http> 可以为/admin.jsp单独设置必须使用https才能访问，如果用户使用了http协议访问该网址，系统会强制用户使用https 协议重新进行请求。这里我们可以选使用https, http或者any三种数值，其中any为默认值，表示无论用户使用何种协议都可以访问资源。17.2. 指定http和https的端口因为http和https协议的访问端口不同，Spring Security在处理信道安全时默认会使用80/443和8080/8443对访问的网址进行转换。如果服务器对http和https协议监听的端口进行了修改，则需要修改配置文件让系统了解http和https的端口信息。我们可以使用port-mappings自定义端口映射。 <http auto-config='true'> <intercept-url pattern="/admin.jsp" access="ROLE_ADMIN" requires-channel="https"/> <intercept-url pattern="/**" access="ROLE_USER" /> <port-mappings> <port-mapping http="9000" https="9443"/> </port-mappings> </http> 上述配置文件中，我们定义了9000与9443的映射，现在系统会在强制使用http协议的网址时使用9000作为端口号，在强制使用https协议的网址时使用9443作为端口号，这些端口号会反映在重定向后生成网址中。实例在ch111。
	第 20 章 权限管理的基本概念20.1. 认证与验证Spring Security作为权限管理框架，其内部机制可分为两大部分，其一是认证授权auhorization，其二是权限校验authentication。认证授权authorization是指，根据用户提供的身份凭证，生成权限实体，并为之授予相应的权限。权限校验authentication是指，用户请求访问被保护资源时，将被保护资源所需的权限和用户权限实体所拥护的权限二者进行比对，如果校验通过则用户可以访问被保护资源，否则拒绝访问。我们之前讲过的form-login，http-basic, digest都属于认证授权authorization部分的概念，用户可以通过这些机制登录到系统中，系统会为用户生成权限主体，并授予相应的权限。与之相对的，FilterSecurityInterceptor，Method保护，taglib，@Secured都属于权限校验authentication，无论是对URL的请求，对方法的调用，页面信息的显示，都要求用户拥有相应的权限才能访问，否则请求即被拒绝。20.2. SecurityContext安全上下文为使所有的组件都可以通过同一方式访问当前的权限实体，Spring Security特别提供了SecurityContext作为安全上下文，可以直接通过SecurityContextHolder获得当前线程中的SecurityContext。 SecurityContext securityContext = SecurityContextHolder.getContext(); 默认情况下，SecurityContext的实现基于ThreadLocal，系统会在每次用户请求时将SecurityContext与当前Thread进行绑定，这在web系统中是很常用的使用方式，服务器维护的线程池允许多个用户同时并发访问系统，而ThreadLocal可以保证隔离不同Thread之间的信息。当时对于单机应用来说，因为只有一个人使用，并不存在并发的情况，所以完全可以让所有Thread都共享同一个SecurityContext，因此Spring Security为我们提供了不同的策略模式，我们可以通过设置系统变量的方式选择希望使用的策略类。 java -Dspring.security.str
	第 21 章 Voter表决者21.1. Voter表决者实际上并没有翻译的字面含义那么有血有肉，实际上就是一些条件，判断权限的时候，这些条件有三个状态。弃权，通过，禁止。最后通过你在xml里配置的策略来决定到底是不是让你访问这个需要验证的对象。Spring Security提供的策略有三个UnanimousBased.java 只要有一个Voter不能完全通过权限要求，就禁止访问。这个太可怕了，我今天晚上就载在它上面了。就因为我给所有的资源设置了两个角色，但当前的用户只拥有其中一个角色，就导致这个用户因为权限不够，所以无法继续访问资源了。简直无法理喻啊。AffirmativeBased.java只要有一个Voter不能通过权限要求，就禁止访问。这里应该是一个最小通过，就是说至少满足里其中一个条件就可以通过了。ConsensusBased.java只要通过的Voter比禁止的Voter数目多就可以访问了。嘿嘿。最后我当然选择AffirmativeBased.java，这样，我给一个资源配置几个角色，用户只要满足其中一个角色就可以访问啦。这样更正常一些啊。21.2. 默认角色名称都是以ROLE_开头稍微注意一下，默认角色名称都要以ROLE_开头，否则不会被计入权限控制，如果需要修改，就在xml里配个什么前缀的。可以用过配置roleVoter的rolePrefix来改变这个前缀。 <bean id="roleVoter" class="org.springframework.security.vote.RoleVoter"> <property name="rolePrefix" value="AUTH_"/> </bean>

